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Abstract

The execution of untrusted bytecode programs can produce undesired behavior. A proof
on the bytecode programs can be generated to ensure safe execution. Automatic techniques to
generate proofs, such as certifying compilation, can only be used for a restricted set of proper-
ties such as type safety. Interactive verification of bytecode is difficult due to its unstructured
control flow. Our approach is verify programs on the source level and then translate the proof
to the bytecode level. This translation is non-trivial for programs with abrupt termination.
We present proof transforming compilation from Java to Java Bytecode. This paper formalizes
the proof transformation and present a soundness result.

Keywords: Trusted Components, Proof-Carrying Components, Proof-Transforming Com-
piler.
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1 Introduction

Proof-Carrying Code (PCC) [13, 14] has been developed with the goal of solving the problems
produced by the unsafe execution of mobile code. In PCC, the code producer provides a proof, a
certificate that the code does not violate the security properties of the code consumer. Before the
code execution, the proof is checked by the code consumer. Only if the proof is correct, the code
is executed.

The certificate proves the properties that are satisfied by the bytecode program. With the goal
of generating certificates automatically, Necula [?] has developed certifying compilers. Certifying
compilers are compilers that take a program as input and produce bytecode and its proof. Unfor-
tunately, certifying compilers only work with a restricted set of provable properties such as type
safety.

Another approach to solve the problem caused by mobile code is interactive verification of
bytecode. This approach is applicable to a wide range of properties, but is difficult due to the
bytecode’s unstructured control flow. Contrary, source verification is simpler, but does not generate
a certificate for the bytecode program.

The approach we propose here is the use of a Proof - Transforming Compiler (PTC). PTCs are
similar to certifying compilers in PCC, but take a source proof as input and produce the bytecode
proof. Figure 1 shows the architecture of this approach. The code producer develops a program.
A proof of the source program is developed using a prover. Then, the PTC translates the proof
producing the bytecode and its proof, which are sent to the code consumer. The proof checker
verifies the proof. If the source proof or the translation were incorrect, the checker would reject
the code.

An important property of Proof-Transforming Compilers is that they do not have to be trusted.
If the compiler produces a wrong specification or a wrong proof for a component, the proof checker
will reject the component. This approach has the strengths of both above mentioned approaches.

If the source and target languages are close, the proof translation is simple. However, if they
are not close and the compilation function is complex, the translation can be hard. For example,
proof-transformation from a subset of Java with try-catch, try-finally and break statements to
Java Bytecode is not simple. Compiling these statements in isolation is simple, but the compilation
of their interplay is not.

A try-finally statement is compiled using code duplication: the finally block is put after the
try block. If try-finally statements are used inside of a while loop, the compilation of break
statements first duplicates the finally blocks and then inserts a jump to the end of the loop.
Furthermore, the generation of exception tables is also harder. The code duplicated before the
break may have exception handlers different from those of the enclosing try block. Therefore, the
exception table must be changed so that exceptions are caught by the appropriate handlers. In
this paper, we present the first PTC that handles these complications.

Figure 1: General architecture.

Outline. A PTC consist of five elements: a source language, a logic for the source language,
a bytecode language, a logic for the bytecode and the translation functions. The source language
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is presented in section 2. We present the logic for COOL in section 3. We present the Bytecode
language and its bytecode logic in sections 4 and 5, resp. In the section 6 we present the proof
translation rules from the source language to Bytecode. Two examples of the application of while
and try-catch translation are presented in section 7. The conclusions and future work are presented
in section 10. Appendix A presents the soundness proof of the translation. Appendix B presents
the logic and its translation for C#.

2 The source language

The source language is similar to a subset of C#, Eiffel and Java called COOL (Common Object-
Oriented program Language). The COOL language includes basic statements like assign, conditional
and compositional; while loops and break statements; object-oriented features such as cast, new,
read and write field, and method invocation; and exception handling.

Following, we present a short description of the language constructs that are part of COOL:

• methods:

– nonstatic methods with one parameter. There is no return statement. The return value
of a method has to be assigned to a special variable result

– abstract methods

– nonstatic attributes

– a list of local variable declarations at the beginning of a block

• statements:

– assign statement

– conditional statement if then else and if then

– compositional statement

– The object-oriented statements of COOL are cast, new object, write field, read field and
invocation of methods

– throw and break statements. Break statements are unlabelled breaks and the language
does not have neither labelled break nor continue.

– try catch statements. We assume that every try block has exactly one catch block

– finally statement. Every try block has at most one finally block

• expressions:

– Expressions are side-effect-free expressions. Furthermore, expressions cannot throw an
exception.

– Cast may not appear within expressions.

3 The logic for COOL

In this section we present the logic for the source programming language. The logic is based on
the programming logic presented in [19]. We modify it and propose new rules for break, try catch
and finally (subsection 3.4 and 3.5, resp.).

A method implementation T@m represents the concrete implementation of method m in class
T . A virtual method T:m represents the common properties of all method implementations that
might by invoked dynamically when m is called on a receiver of static type T , that is, impl(T,m)
(if T:m is not abstract) and all overriding subclass methods.

Properties of methods and method bodies are expressed by Hoare triples of the form {P} comp
{Q}, where P, Q are sorted first-order formulas and comp is a method implementation T@m, a
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virtual method T:m or a method body p. We call such a triple method specification. The triple
{P} comp {Q} expresses the following refined partial correctness property: if the execution of
comp starts in a state satisfying P, then (1) comp terminates in a state in which Q holds, or (2)
comp aborts due errors or actions that are beyond the semantics of the programming language (for
instance, memory allocation problems), or (3) comp runs forever.

The state of our COOL programs consists of local variables, parameters and the object store $.
The object store models the heap. It describes the states of all objects in a program at a certain
point of execution. We use the object store presented in [23]. Following we present a short list of
the operation we use for the object store.

• instvar : V alue × FieldDeclId → InstV ar: It returns the instance variable lookup.

• $ < f := v >: ObjectStore × InstV ar × V alue → ObjectStore: It returns the object
store after an instance variable update.

• $(f) : ObjectStore × InstV ar → V alue: It returns the instance variable load.

• $ < T >: ObjectStore × ClassTypeId → ObjectStore. It returns the object store after the
allocation of a new object of type T .

• new($, T ) : ObjectStore × ClassTypeId → V alue: it returns a new object of type T .

X is a program variable used to describe the current status of the program. This is required to
treat jumps and abrupt termination appropriately. The possible values of X are: normal, break,
and exc. The value break indicates that we are currently processing a break jump. exc indicates
that an exception has been thrown and normal for normal execution.

We assume that the source logic is normalized. We assume that every precondition is written
as P where P consists of tree parts: the normal condition, the break condition and the exception
condition. The break and the exception condition are false. And the normal condition (Pn) does
not have occurrences of the variable X . This means that the precondition is a normal precondition.
Formally,

P ≡




(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)





Also, we assume that the postcondition is written as Q where Q consists of three parts (Qn,
Qb and Qe resp.), where Qn, Qb and Qe do not have occurrences of variable X . Formally,

Q ≡




(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





To make the logic easy to read and understand, we write the Hoare triples as:

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





but it means:




(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)



 s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)
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3.1 Assign, conditional and compositional statements

3.1.1 Assign Statement

{
Pn[e/x]

}
x = e





(X = normal ⇒ P ) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)





3.1.2 Conditional Statement

{
Pn ∧ e

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





{
Pn ∧ ¬e

}
s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





{
Pn

}
if (e) then s1 else s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





3.1.3 Compositional Statement

In the composition statement, we need to check whether the statement has been executed normally
or not. First, the statement s1 is executed and after that we check whether it finishes in normal
execution or not. We execute the statement s2 if only if s1 finished in normal execution.

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





{
Qn

}
s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





{
Pn

}
s1; s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)
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3.2 Rules for object-oriented features

3.2.1 Cast





( τ(e) ¹ T ∧ Pn[e/x] )∨
( τ(e) 6¹ T∧

Qe

[
$ < CastExc > /$,

new($, CastExc)/excV

]
)





x = (T ) e





(X = normal ⇒ P ) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.2.2 New Object

{
Pn[new($, T )/x, $ < T > /$]

}
x = new T ()





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)





3.2.3 Read Field





(y 6= null ∧ Pn[$(instvar(y, S@a))/x]) ∨

(y = null ∧ Qe

"
$ < NullPExc > /$,

new($, NullPExc)/excV

#
)





x = y.S@a





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.2.4 Write Field





(y 6= null ∧ Pn[$ < instvar(y, S@a) := e > /$]) ∨

(y = null ∧ Qe

"
$ < NullPExc > /$,

new($, NullPExc)/excV

#
)





y.S@a = e





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.2.5 Invocation

{
Pn

}
T : m(p)





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)









(y 6= null ∧ Pn[y/this, e/p]) ∨

(y = null ∧ Qe

"
$ < NullPExc > /$,

new($, NullPExc)/excV

#
)





x = y.T : m(e)





(X = normal ⇒ Qn[x/result]) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)
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3.3 Methods

3.3.1 Implementation rule

{
Pn

}
body(T@m)





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





{
Pn

}
T@m





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.3.2 Class rule

m is method in class T (i.e. impl(T,m) is defined)

{
τ(this) = T ∧ Pn

}
impl(T, m)





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





{
τ(this) ≺ T ∧ Pn

}
T : m





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





{
Pn

}
T : m





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.3.3 Subtype rule

S ¹ T

{
Pn

}
S : m





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





{
τ(this) ¹ S ∧ Pn

}
T : m





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)
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3.3.4 Block rule

{
Pn ∧ v1 = init(T1) ∧ ... ∧ vn = init(Tn)

}
s





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





{
Pn

}
T1 v1; ... Tn vn; s





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





3.4 While statement including breaks and exceptions

The execution of the statement s1 can produce three possible results:

• either s1 finishes in normal execution and In holds, or

• s1 executes a break statement and Qb holds, or

• s1 throws an exception and Re holds.

The while’s postcondition is either the while finishes in a normal execution and ( (In∧¬e)∨ Qb )
holds or it finishes with an exception and Re holds. After the while, we set X = break to false
because if a break statement was executed in s1 after the while we have normal execution.

{
e ∧ In

}
s1





(X = normal ⇒ In) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)





{
In

}
while (e) s1





(X = normal ⇒ (In ∧ ¬e) ∨ Qb) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Re)





3.4.1 Break statement

In this rule, we change the value of X to break.

{
Pn

}
break;





(X = normal ⇒ false) ∧
(X = break ⇒ Pn) ∧
(X = exc ⇒ false)





3.5 Exception Handling

The logic for try catch statements has one rule covering all possible results of the statements s1

and s2. The execution of the statement s1 can produce four different results:

1. s1 finishes in normal execution and Qn holds. In this case, the statement s2 is not executed
and the postcondition of the try-catch is the postcondition of s1 (X = normal ⇒ Qn).
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2. s1 terminates with a break and Qb holds. In this case, s2 is again not executed and the
postcondition of the try-catch is X = break ⇒ Qb.

3. s1 raises an exception and the exception is not caught. The statement s2 is not executed and
the try-catch finishes in a exception mode. The postcondition is X = exc ⇒ (Qe ∧ τ(excV ) 6¹
T )

4. s1 raises an exception and the exception is caught. In the postcondition of s1, (Q′e ∧
τ(excV ) ¹ T ) expresses that the exception is caught. Finally we execute the s2 statement
producing the postcondition. Note here, that the postcondition is not {X = normal ⇒ R}.
It is due to the s2 statement can also throw an exception.

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧

(X = exc ⇒
(

(Qe ∧ τ(excV ) 6¹ T )∨
(Q′e ∧ τ(excV ) ¹ T )

)
)





{
Q′e[e/excV ]

}
s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)





{
Pn

}
try s1 catch (T e) s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re ∨ (Qe ∧ τ(excV ) 6¹ T ))





3.5.1 Throw Statement

The rule for throw statement modifies the postcondition P by updating the exception component
of the state with the reference just evaluated.

{
Pn[e/excV ]

}
throw e





(X = normal ⇒ false) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Pn)





3.5.2 Finally Rule for Java

The logic for finally statements for Java is different from the logic for finally statements for C#. The
C# compiler does not allow to write break statements inside of finally clauses. The C# compiler
produces the Error CS0157 [12].

If an exception occurs in the body of the try clause, it will be re-raised after the statement s2.
If both the body of try clause and the body of finally clause throw an exception, the second one
takes precedence. Let eTmp be a fresh variable. We use eTmp to store the exception occurred in
s1 because another might be raised and caught in s2. After this, we still need to have access to the
first exception of s1 because this exception is the overall result of that statement [19].

Let XTmp be another fresh variable. We use XTmp to store the status of the program after
the execution of s1. Depending of the status after the execution of s2 we need to propagate an
exception or not or change the status of the program to break or not.

If an exception is raised in the statement s1 then we have three possible cases:

1. the statement s2 terminates normally, or

2. the statement s2 terminates with a break, or
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3. the statement s2 raises another exception.

In the first case, the statement s2 finishes in the postcondition Q′e, but due to an exception was
thrown in s1, the status of the program is X = exc.

The second case is may be, the strange one. s2 executes a break statement then the status of
the program is changed to X = break and the exception is cleaned. The program finishes in the
postcondition X = break ⇒ Q′

b.
In the last case, if s2 thrown an exception, it takes precedence.
If there is not nether an exception nor a break statement in s1 then the status of the program

will be the produced by the statement s2.
If a break statement is executed in s1 then we have again three possible cases. If the statement

s2 finishes in normal execution, then the status of the program is X = break due to s1 finished
in break status. If s2 executes another break, then the try-finally statement also finishes in break
status. But if s2 throws an exception, then the try-finally finishes in an exception status.

n
Pn

o
s1

8
><
>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>=
>;

8
>>>>>><
>>>>>>:

(Qn ∧ XTmp = normal) ∨
(Qb ∧ XTmp = break) ∨0
B@

(Qe[eTmp/excV ] ∧
XTmp = exc ∧
eTmp = excV )

1
CA

9
>>>>>>=
>>>>>>;

s2

8
>>>>>><
>>>>>>:

(X = normal ⇒

0
B@

(Q′n ∧ XTmp = normal) ∨
(Q′b ∧ XTmp = break) ∨
(Q′e ∧ XTmp = exc)

1
CA) ∧

(X = break ⇒ Q′b) ∧
(X = exc ⇒ Q′e)

9
>>>>>>=
>>>>>>;

{
Pn

}
try s1 finally s2





(X = normal ⇒ Q′n) ∧
(X = break ⇒ Q′b) ∧
(X = exc ⇒ Q′e)
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3.6 Language-independent rules

False axiom


false

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ false) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)

9
>>>>=
>>>>;

Strength Weak

P ′n ⇒ Pn

n
Pn

o
s1

8
><
>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>=
>;


P ′n

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>>>=
>>>>;

n
Pn

o
s1

8
><
>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>=
>;

Qn ⇒ Q′n
Qb ⇒ Q′b
Qe ⇒ Q′e


Pn

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Q′n) ∧
(X = break ⇒ Q′b) ∧
(X = exc ⇒ Q′e)

9
>>>>=
>>>>;

Invariant Substitution


Pn

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>>>=
>>>>;


Pn ∧ W

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn ∧ W ) ∧
(X = break ⇒ Qb ∧ W ) ∧
(X = exc ⇒ Qe ∧ W )

9
>>>>=
>>>>;


Pn

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>>>=
>>>>;


Pn[t/Z]

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn[t/Z]) ∧
(X = break ⇒ Qb[t/Z]) ∧
(X = exc ⇒ Qe[t/Z])

9
>>>>=
>>>>;

Conjunction Disjunction

n
P 1

n

o
s1

8
><
>:

(X = normal ⇒ Q1
n) ∧

(X = break ⇒ Q1
b) ∧

(X = exc ⇒ Q1
e)

9
>=
>;

n
P 2

n

o
s1

8
><
>:

(X = normal ⇒ Q2
n) ∧

(X = break ⇒ Q2
b) ∧

(X = exc ⇒ Q2
e)

9
>=
>;


P 1

n ∧ P 2
n

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Q1
n ∧ Q2

n) ∧
(X = break ⇒ Q1

b ∧ Q2
b) ∧

(X = exc ⇒ Q1
e ∧ Q2

e)

9
>>>>=
>>>>;

n
P 1

n

o
s1

8
><
>:

(X = normal ⇒ Q1
n) ∧

(X = break ⇒ Q1
b) ∧

(X = exc ⇒ Q1
e)

9
>=
>;

n
P 2

n

o
s1

8
><
>:

(X = normal ⇒ Q2
n) ∧

(X = break ⇒ Q2
b) ∧

(X = exc ⇒ Q2
e)

9
>=
>;


P 1

n ∨ P 2
n

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Q1
n ∨ Q2

n) ∧
(X = break ⇒ Q1

b ∨ Q2
b) ∧

(X = exc ⇒ Q1
e ∨ Q2

e)

9
>>>>=
>>>>;

all-rule ex-rule


Pn[Y/Z]

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>>>=
>>>>;


Pn[Y/Z]

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ ∀Z : Qn) ∧
(X = break ⇒ ∀Z : Qb) ∧
(X = exc ⇒ ∀Z : Qe)

9
>>>>=
>>>>;


Pn[Y/Z]

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>>>=
>>>>;


Pn[Y/Z]

ff
s1

8
>>>><
>>>>:

(X = normal ⇒ ∃Z : Qn) ∧
(X = break ⇒ ∃Z : Qb) ∧
(X = exc ⇒ ∃Z : Qe)

9
>>>>=
>>>>;

where Z, Y are arbitrary, but distinct logical variables. where Z, Y are arbitrary, but distinct logical variables.
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3.7 Application of the COOL logic

In this subsection, we present three examples of the application of the logic for COOL. The first
example (subsection 3.7.1) shows the application of while and break rules. The second one (sub-
section 3.7.2) shows the application of the logic for try catch and throw statements and also the
invocation rule. The last one (subsection 3.7.3) shows the application of the logic for try finally
statements inside of a loop body. Every example shows the source program and the proof.

3.7.1 Application of the logic for while and break statements

This example is a function that returns true if all elements i of the array a are equals to the
summatory of the elements from 0 to i− 1. We can write a predicate such as:

∀i : 0 ≤ i < a.length : ( a[i] =
i−1∑

j=0

a[j] )

/∗@
@ public normal behavior

@ requires a != null && a.length>0;

@ ensures (\ result && (\ forall int j ; 0<=j && j<a.length;

@ a[ j ] = (\sum int k; 0<=k && k<j; a[k]) ) ) ||
@ ( !\ result && (\exists int j ; 0<=j && j<a.length;

@ a[ j ] != (\sum int k; 0<=k && k<j; a[k]) ) )

@∗/
public boolean example(int a []) {

int ind = 1;
int sum = a[0];
boolean result=true;
while (ind < a.length) {

if (a[ind] != sum) {
result = false;
break;

}
sum = sum+a[ind];
ind = ind+1;

}
}

Figure 2: Source program for the application of while and break statement.

Table 1 shows the proof for the example figure 2.

Table 1: Proof for the example of figure 2.

public boolean example( int a [] ) {n
a 6= null ∧ a.length > 0

o

int ind=1;n
a 6= null ∧ a.length > 0 ∧ ind = 1

o

int sum=a[0];n
ind = 1 ∧ sum = a[0]

o

boolean result=true;n
ind = 1 ∧ sum = a[0] ∧ result = true

o

Continued on next page
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while (ind < a.length) {n
X = normal ⇒ (ind < a.length ∧ I)

o

if (a[ind] != sum) {n
X = normal ⇒ (ind < a.length ∧ I ∧ a[ind] 6= sum)

o

result=false;n
X = normal ⇒ (ind < a.length ∧ I ∧ a[ind] 6= sum ∧ result = false)

o

⇒n
X = normal ⇒ result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1

k=0 a[k])
o

break;n
X = break ⇒ ( result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1

k=0 a[k]) )
o

}(
X = normal ⇒ ( ind < a.length ∧ I ∧ a[ind] =

Pind−1
k=0 a[k] ) ∧

X = break ⇒ ( result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1
k=0 a[k]) )

)

sum=sum+a[ind];8
>>>>>>><
>>>>>>>:

X = normal ⇒

0
BBBB@

ind < a.length ∧ a[ind] =
Pind−1

k=0 a[k] ∧
sum = (

Pind−1
k=0 a[k]) + a[ind] ∧

result ∧ (∀ j : 0 ≤ j < ind : ( a[j] =
Pj−1

k=0 a[k] ))∧
0 ≤ ind ≤ a.length

1
CCCCA
∧

X = break ⇒ ( result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1
k=0 a[k]) )

9
>>>>>>>=
>>>>>>>;

ind=ind+1;(
X = normal ⇒ I ∧
X = break ⇒ ( result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1

k=0 a[k]) )

)

}(
X = normal ⇒

 
(result ∧ ∀ j : 0 ≤ j < a.length : ( a[j] =

Pj−1
k=0 a[k] )) ∨

(result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1
k=0 a[k]))

! )

}
where

I ≡
“
res ∧ (∀ j : 0 ≤ j < ind : ( a[j] =

Pj−1
k=0 a[k] )) ∧ sum =

Pind−1
k=0 a[k] ∧ 0 ≤ ind ≤ a.length

”

3.7.2 Application of the logic for try catch and throw statements

This example shows the application of the logic for try catch statements. The method exampleTry
invokes the method myMet inside of a try catch statement. If the method myMet throws an excep-
tion, then the result is result = 1 otherwise (in normal execution) result = 0. The method myMet
terminates normally and returns an exception if the value of the variable b is false otherwise it
terminates abruptly and it throws an exception.
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/∗@
@ public normal behavior

@ requires true ;

@ ensures (! b && \result=0) || (b && \result=1);

@∗/
public int exampleTry (boolean b ) {

int result ;
Exception auxExc;
try {

auxExc = myMet (b);
result=0;

}
catch (Exception e) {

result=1;
}

}
/∗@
@ public normal behavior

@ requires !b;

@ ensures \ fresh (\ result ) && \typeof(\result)=\TYPE(Exception);

@ also

@ public exceptional behavior

@ requires b;

@ signals only Exception;

@∗/
public Exception myMet(boolean b) throws java.lang.Exception {

if (b)
throw new Exception();

else
result=new Exception();

}

Figure 3: Source program of the application of try-catch statement.

Table 2: Proof of the example figure 3 .
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public int exampleTry (boolean b ) {
int result;

Exception auxExc;n
b = B ∧ OS = $

o

try {
auxExc = myMet (b);(

(X = normal ⇒ (auxExc = new($, Exception) ∧ $ = $ < Exception > ∧ ¬B) ) ∧
(X = exc ⇒ B )

)

result =0;(
(X = normal ⇒ (auxExc = new($, Exception) ∧ ¬B ∧ result = 0) ) ∧
(X = exc ⇒ B )

)

}
catch (Exception e) {n

X = normal ⇒ B
o

result=1;n
X = normal ⇒ (B ∧ result = 1

o

}
Continued on next page



3 THE LOGIC FOR COOL 19

(
X = normal ⇒

 
(auxExc = new($, Exception) ∧ ¬B ∧ result = 0) ∨
(B ∧ result = 1)

! )

}

public Exception myMet(boolean b) throws java.lang.Exception {n
b = B ∧ OS = $

o

if (b)n
X = normal ⇒ (B ∧ OS = $)

o

throw new Exception();n
X = exc ⇒ B

o

else n
X = normal ⇒ (¬B ∧ OS = $)

o

result = new Exception();n
X = normal ⇒ (result = new($, Exception) ∧ $ = $ < Exception > ∧ ¬B)

o

(
( X = normal ⇒ (result = new($, Exception) ∧ $ = $ < Exception > ∧ ¬B) ) ∧
( X = exc ⇒ B )

)

}

3.7.3 Application of the logic for try finally statements

This example shows the application of the logic for try finally statements. We assign result = 5
inside of the second try statement and then we execute a break statement if a[i] > 0. The two
finally statements will be executed assigning result + + but the assignment result = result + 20
will not be executed in the same case. The result for this case is result = 7 and normal execution
after the while statement. In the second case, we assign result = 10 and then result = result+20,
result + +, result + + and i + +. The postcondition is result = 32.

Table 3: Proof of the example figure 4 .

public int exampleTryFinally (int [ ] a ) {{
a 6= null ∧ 0 < a.length

}

int result=0;{
a 6= null ∧ 0 < a.length ∧ result = 0

}

int i=0;{
a 6= null ∧ 0 < a.length ∧ result = 0 ∧ i = 0

}

while (i< a.length ) {{
i < a.length

}

try {
try {

if (a[i]>0) {{
i < a.length ∧ a[i] > 0

}

result=5;{
i < a.length ∧ a[i] > 0 ∧ result = 5

}

Continued on next page
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/∗@
@ public normal behavior

@ requires a != null && 0 < a. length ;

@ ensures \ result =32 || \ result =7;

@∗/
public int exampleTryFinally (int [ ] a ) {

int result=0;
int i=0;
while (i< a.length ) {

try {
try {

if (a[ i]>0) {
result=5;
break;

}
result=10;

}
finally {

result=result+1;
}
result=result+20;

}
finally {

result=result+1;
}
i=i+1;

}
}

Figure 4: Source program of the application of try-finally statement.

break;{
X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 5)

}

}
result=10;{

X = normal ⇒ (i < a.length ∧ result = 10)

X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 5)

}

}
finally {{

(XTmp = normal ∧ i < a.length ∧ result = 10) ∨
(XTmp = break ∧ i < a.length ∧ a[i] > 0 ∧ result = 5)

}

result=result+1;{
(XTmp = normal ∧ i < a.length ∧ result = 11) ∨
(XTmp = break ∧ i < a.length ∧ a[i] > 0 ∧ result = 6)

}

}{
X = normal ⇒ (i < a.length ∧ result = 11)

X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 6)

}

result=result+20;

Continued on next page
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{
X = normal ⇒ (i < a.length ∧ result = 31)

X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 6)

}

}
finally {{

(XTmp = normal ∧ i < a.length ∧ result = 31) ∨
(XTmp = break ∧ i < a.length ∧ a[i] > 0 ∧ result = 6)

}

result=result+1;{
(XTmp = normal ∧ i < a.length ∧ result = 32) ∨
(XTmp = break ∧ i < a.length ∧ a[i] > 0 ∧ result = 7)

}

}{
X = normal ⇒ (i < a.length ∧ result = 32)

X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 7)

}

i=i+1;{
X = normal ⇒ (i ≤ a.length ∧ result = 32)

X = break ⇒ (i < a.length ∧ a[i] > 0 ∧ result = 7)

}

}{
X = normal ⇒

(
(i = a.length ∧ result = 32)∨
(i < a.length ∧ a[i] > 0 ∧ result = 7)

) }

⇒{
X = normal ⇒ (result = 32 ∨ result = 7)

}

}

4 The Bytecode Language

The bytecode language consists of classes with fields and methods. Methods are implemented
as method bodies consisting of a sequence of labeled bytecode instructions. Bytecode instructions
operate on an evaluation stack (sometimes called operand stack), local variables (which also include
parameters), and the object store (heap). The following list gives an informal overview of the
instructions available in the bytecode language, the operational semantics is presented in [1, 2].

• pushc v : pushes a constant v onto the stack.

• pushv x : pushes the value of a local variable (or method parameter) x onto the stack.

• pop x : pops the top element off the stack and assigns it to the local variable x.

• opop : assuming that op is a function that takes n input values to m output values, it removes
the n top elements from the stack by applying op to them and puts the m output values onto
the stack. We write binop if op is a binary function.

• goto l : transfers the control flow to the point l.

• brtrue l : transfers the control flow to the point l if the top element of the stack is true and
unconditionally pops it.

• brfalse l : transfers the control flow to the point l if the top element of the stack is false and
unconditionally pops it.

• checkcast T : checks whether the top element is of type T or a subtype thereof.

• newobj T : allocates a new object of type T and pushes it onto the stack.
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• invokevirtual M and call M : invokes the method M on an optional object reference and
parameters on the stack and replaces these values by the return value of the invoked method
(if M returns a value). call invokes non-virtual and static methods, invokevirtual invokes
virtual methods. The code depends on the actual type of the object reference (dynamic
dispatch).

• getfield F : replaces the top element by its field F.

• putfield F : sets the field F of the object denoted by the second-topmost element to the top
element of the stack and pops both values.

• nop: has no effect.

• athrow: takes one argument from the stack (the exception type) and thrown an exception.

• iaload: pops index and arrayref of an integer array and pushes arrayref[index].

• arraylength: pops objectref of an array and pushes its length of that array.

5 The Bytecode Logic

The Hoare-style program logic presented in this section allows one to formally verify that imple-
mentations satisfy interface specifications given as pre- and postconditions. For more detail of the
Bytecode logic see [1].

5.1 Method and Instructions Specifications

A method implementation T@m represents the concrete implementation of method m in class T . A
virtual method T:m represents the common properties of all method implementations that might
by invoked dynamically when m is called on a receiver of static type T , that is, impl(T,m) (if T:m
is not abstract) and all overriding subclass methods.

Properties of methods and method bodies are expressed by Hoare triples of the form {P} comp
{Q}, where P, Q are sorted first-order formulas and comp is a method implementation T@m, a
virtual method T:m or a method body p. We call such a triple method specification. The triple
{P} comp {Q} expresses the following refined partial correctness property: if the execution of
comp starts in a state satisfying P, then (1) comp terminates in a state in which Q holds, or (2)
comp aborts due errors or actions that are beyond the semantics of the programming language (for
instance, memory allocation problems), or (3) comp runs forever.

The unstructured control flow of bytecode programs makes it difficult to handle instruction
sequences, because jumps can transfer control into and from the middle of a sequence. Therefore,
the logic treats each instruction individually: each individual instructions Il in a method body p
has a precondition El. An instruction with its precondition is called an instruction specification,
written as {El} l : Il.

Obviously, the meaning of an instruction specification {El} l : Il cannot be defined in isolation.
{El} l : Il express that if the precondition El holds when the program counter is at position l, the
precondition El′ of Il’s successor instruction I ′l holds after normal termination of Il [1].

5.2 Rules for Instruction Specifications

All rules for instructions, except for method calls, have the following form:

El ⇒ wp1
p(Il)

A ` {El} l : Il

wp1
p(Il) is the local weakest precondition of instruction Il. Such a rule express that the precon-

dition of Il has to imply the weakest precondition of Il w.r.t. all possible successor instructions of
Il.
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The definition of wp1
p is shown in figure 5. Within an assertion, the current stack is referred to

as s, and its elements are denoted by non-negative integers: element 0 is the top element, etc. The
interpretation [El] : State x Stack → Value for s is

[s(0)] < S, (σ, v) > = v and

[s(i + 1)] < S, (σ, v) >= [s(i)] < S, σ >

The functions shift and unshift express the substitutions that occur when values are pushed
onto and popped from the stack, resp.:

shift(E) = E[s(i + 1)/s(i) for all i ∈ N ]
unshift = shift−1

shiftn denotes n consecutive applications of shift.

Il wp1
p(Il)

pushc v unshift(El+1[v/s(0)])

pushv x unshift(El+1[x/s(0)])

pop x (shift(El+1))[s(0)/x]

binop (shift(El+1))[s(1)ops(0)/s(1)]

goto l′ El′

brtrue l′ (¬s(0) ⇒ shift(El+1)) ∧ (s(0) ⇒ shift(El′))

checkcast T El+1 ∧ τ(s(0)) ¹ T

newobj T unshift(El+1[new($, T )/s(0), $ < T > /$]

getfield T@a El+1[$(iv(s(0), T@a))/s(0)] ∧ s(0) 6= null

putfield T@a (shift2(El+1))[$ < iv(s(1), T@a) := s(0) > /$] ∧ s(1) 6= null

return true

areturn (shift(Q))[s(0)/result] where Q is the method’s postcondition.

nop El+1

Figure 5: The values of the wp1
p function.

6 Proof transformation from O-O Programs to Bytecode

A proof-transforming compiler is based on transformation functions, ∇S and ∇E , for statements
and expressions, respectively. Both functions yield a sequence of Bytecode instructions and their
specification. ∇S generates this sequence from a proof for a source statement and ∇E generates
this from a source expression and a precondition for its evaluation. These functions are defined as
a composition of the translations of its sub-trees. The signatures are the following:

∇E : Precondition× Expression× Postcondition× Label → BytecodeProof
∇S : ProofTree×Map[Event → Label]× List[Finally]× ExceptionTable →

[BytecodeProof × ExceptionTable]
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In ∇E the label is used to the starting label of the translation.
ProofTree is a proof tree to translate. It is a derivation in the Hoare logic. For example

Tree1

{P} s1 {Q}
Tree2

{Q} s2 {R}
{P} s1; s2 {R}

is a proof tree for the compositional rule where P, Q and R are preconditions and postconditions
(predicates in first order logic) and s1, s2 statements.

Map is a mapping function: Event → Label. The Event type is defined as:

Event := start | next | break

The meaning is the following:

• start → ls: It is used to know the starting label of the translation.

• next → le: It is used to know next label of the translation. For example, it is used in the
translation of if else statements to know where to jump when the else translation finishes
(after the then part).

• break → lbreak: It is used to process a unlabelled break statement. It means that we will
transfer the control flow to the label lbreak when we process a break. For unlabelled breaks,
lbreak represents the end of the loop we are processing.

In the mapping function Event → Label, the break labels are needed because in the beginning
of a loop we know the exact point to transfer the control flow (the end of the loop). But after that,
for example when we process a break instruction, we do not know where to transfer the control
flow (if we would not have these labels).

The type Finally is defined as a tuple of [ProofTree , ExceptionTable]. It is used only to
translate finally statements. When the javac compiler translates a break statement inside a try
block with finally statements, it duplicates the finally code before the break statement and then it
adds the break translation. We want to generate the same code as the javac compiler. So we use the
list of ProofTree to store the proof tree of each finally clauses and the ExceptionTable to store
the exception table of the finally block. When a break statement inside a try-finally statement is
found, we duplicate the finally code. Note that we have a list of Finally because we could have
several try-finally statements and then a break statement (see subsection 3.7.3 on page 19 for an
example).

The ExceptionTable type is defined as:

ExceptionTable := List[ExceptionLine]
ExceptionLine := [Label, Label, Label, Type]

6.1 Notation

The translation functions are defined over the Hoare rules of the source language. Each translation
was derived by using the source proof and the wp1

p definition (figure 5). To clarify the notation,
we use symbolic labels denoted by la, lb, etc; for pre and post conditions we use capital letters P ,
Q, R, etc; for expressions e, e1, etc; and for statements s1, s2, etc.

For example, when we translate
Let [BS1 , et1] and [BS2 , et2] be

[BS1 , et1] = ∇S

(
Tree1

{P} s1 {Q}
, m

[
next → lb

]
, f, et

)

[BS2 , et2] = ∇S

(
Tree2

{Q} s2 {R}
, m

[
start → lb

]
, f, et1

)
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∇S




Tree1

{P} s1 {Q}
Tree2

{Q} s2 {R}
{P} s1; s2 {R} ,m, f, et


 = [BS1 + BS2 , et2]

It means that the next label of the last instruction of the first ∇S is lb and there are not
instructions between them.

m
[

start → lb
]

means that we update the function m. start → lb means that we replace the value of the
parameter start by the label lb.

We use symbolic labels denoted by la, lb, lc etc where la = m[start]; lb = succ(la); lc = succ(lb)
and succ is a function for the generation of new labels (succ : Label → Label).

6.1.1 Eliminating the variable X in the bytecode proof

The variable X is used to describe normal and abrupt termination (either exceptions or break
statements) of the source program. The bytecode language has instructions to transfer the control
flow (for example brtrue or goto). The bytecode logic does not need an special variable to express
the status of the program because for example either break statements or continue statements are
translated to unconditional jumps. In the case of exceptions (in the source logic), the variable X
is used both to express that an exception has been thrown and to simulate that the control flow
is transferred to either the catch block or the end of the method. On the bytecode logic, the only
information we need is whether an exception was thrown or not and the type of it. This information
is stored in the variable excV .

6.2 Starting the translation

Our Proof-Transforming Compiler takes as input a list of classes with their proof. Each class
consists of a list of methods and its attributes. Each method consists of a proof tree. The PTC
takes the first class and for every method of the class it invokes the translation function ∇S setting
the list of proof tree f to ∅ and the initial mapping function m as in the following example:

public class C {
public C {

Proof Tree of method C (PT C)
}
public int m1 (int i) {

Proof Tree of method m1 (PT m1)
}
private String m2() {

Proof Tree of method m2 (PT m2)
}

}
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public class C {
public C {

Code:

∇S


 PTC , m




start → la
next → lb

break → ∅


 , ∅, ∅




lb : return
}
public int m1 (int i) {

Code:

∇S


 PTm1, m




start → la
next → lb

break → ∅


 , ∅, ∅




lb : return result
}
private String m2() {

Code:

∇S


 PTm2, m




start → la
next → lb

break → ∅


 , ∅, ∅




lb : return result
}

}
where la and lb are fresh labels.

In the following we present the translation rules. In subsection 6.3 we present the expression
translation. In subsection 6.4, we present the translation of language-independent rules for the
source logic. In subsection 6.5 we present the translation for assign, conditional and composition
statements. The references, objects and method invocation translation are presented in subsections
6.6 and 6.7, resp. After that, we include the treatment of break and while statements in subsection
6.8. Finally, we present the translation for exception handling in subsection 6.9.

6.3 Expression Translation

In this section we present the definition of ∇E , the translation function for expressions. We consider
constants, variables, unary and binary expressions.

6.3.1 Constants

∇E( Q ∧ unshift(P [c/s(0)]) , c , shift(Q) ∧ P , la) =

{Q ∧ unshift(P[c/s(0)])} la : pushc c

6.3.2 Variables

∇E( Q ∧ unshift(P [x/s(0)]) , x , shift(Q) ∧ P , la) =

{Q ∧ unshift(P[x/s(0)])} la : pushv x

6.3.3 Expressions: e1 op e2

∇E( Q ∧ unshift(P [e1 op e2/s(0)]) , e1 op e2 , shift(Q) ∧ P , la) =
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∇E( Q ∧ unshift(P [e1ope2/s(0)]) , e1 , shift(Q) ∧ P [s(0) op e2/s(0)] , la)

∇E( shift(Q) ∧ P [s(0) op e2/s(0)] , e2 , shift2(Q) ∧ shift P [s(1) op s(0)/s(1)] , lb)

{ shift2(Q) ∧ shift(P [s(1) op s(0)/s(1)]) } lc : binopop

6.3.4 Expressions: unop e2

∇E( Q ∧ unshift(P [unop e/s(0)]) , unop e , shift(Q) ∧ P , la) =

∇E( Q ∧ unshift(P [unop e/s(0)]) , e , shift(Q) ∧ P [unop s(0)/s(0)] , la)

{shift(Q) ∧ P [unop s(0)/s(0)]} lb : unopop

6.4 Translation of language-independent Rules

In this section we summarize the translation of language-independent rules to Bytecode.

6.4.1 Strength

In the strength transformation we need translate P ′n ⇒ Pn and {Pn} s1 {Q}. P ′n ⇒ Pn can be
translated by using the nop instruction. To translate {Pn} s1 {Q} we use the ∇S translation
function.

Let bnop and BS1 be

bnop = {P ′n} la : nop

[BS1 , et1] = ∇S




Tree1

n
Pn

o
s1

8
>><
>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>=
>>;

, m
[

start → lb

]
, f, et




∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





P ′n ⇒ Pn

{
P ′n

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





, m, f, et




=

[ bnop + BS1 , et1 ]
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6.4.2 Weak

Similar to strength rule, in weak rule we translate Qn ⇒ Q′n by using nop
Let BS1 and bnop be

[BS1 , et1] = ∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





, m, f, et




bnop = {Qn} lb : nop

∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)



 Qn ⇒ Q′n

Qb ⇒ Q′b
Qe ⇒ Q′e

{
Pn

}
s1





(X = normal ⇒ Q′n) ∧
(X = break ⇒ Q′b) ∧
(X = exc ⇒ Q′e)





, m, f, et




=

[ BS1 + bnop , et1 ]

6.4.3 Invariant

∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





{
Pn ∧ W

}
s1





(X = normal ⇒ Qn ∧ W ) ∧
(X = break ⇒ Qb ∧ W ) ∧
(X = exc ⇒ Qe ∧ W )





, m, f, et




=

We just add a conjunct W to every specification of the sequence produced by:

∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





, m, f, et
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6.4.4 Substitution

∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





{
Pn[t/Z]

}
s1





(X = normal ⇒ Qn[t/Z]) ∧
(X = break ⇒ Qb[t/Z]) ∧
(X = exc ⇒ Qe[t/Z])





, m, f, et




=

As before, first we generate

∇S




Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





, m, f, et




and then we replace Z by t in each specification and in all proofs for assertions.

6.4.5 Conjunction/disjunction

Conjunction and disjunction are treated identically, so we present only the conjunction rule.
Let Ta be

Tree1

{
P 1

}
s1





(X = normal ⇒ Q1
n) ∧

(X = break ⇒ Q1
b) ∧

(X = exc ⇒ Q1
e)





and let Tb be

Tree2

{
P 2

}
s1





(X = normal ⇒ Q2
n) ∧

(X = break ⇒ Q2
b) ∧

(X = exc ⇒ Q2
e)





∇S




Ta Tb

{
P 1 ∧ P 2

}
s1





(X = normal ⇒ Q1
n ∧ Q2

n) ∧
(X = break ⇒ Q1

b ∧ Q2
b) ∧

(X = exc ⇒ Q1
e ∧ Q2

e)





, m, f, et




=

∇S

( {P1} s1 {Q1} {P2} s1 {Q2}
{P1 ∧ P2} s1 {Q1 ∧ Q2} , m, f, et

)
=

We create the two proofs

∇S ( Ta, m, f, et)

and
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∇S

(
Tb, m

[
start → lb

]
, f, et

)

The embedded instructions are by construction the same. With the two proofs, we assemble a
third proof as result by merging, for all instructions, their specification from:

( {A(l)} instr

and

( {B(l)} instr

we obtain

{A(l) ∧ B(l)} instr

6.4.6 nops generated during the translation

The translation of language-independent rules produces nop instructions. javac compiler does not
generated nop instructions and we wish to generate the same code as javac. nop instructions can
be removed in a second pass though the bytecode proof. We replace nops instruction using the
knowledge of the implication. For example, we can replace the following bytecode proof:

{ 0 ≤ i < n } 00 : nop

{ (0 ≤ i < n) ∧ y=y} 01 : pushv i

by the following bytecode proof without nop instructions:

{ 0 ≤ i < n } 00 : pushv i

6.5 Translation of Assign, conditional and compositional statements

6.5.1 Assign Statement

Let b1 and b2 be

Be = ∇E ( Pn[e/x] , e , (shift(Pn[e/x]) ∧ s(0) = e) , m[start])
bpop =

{
shift(Pn[e/x]) ∧ s(0) = e

}
lb : pop x

∇S




{
Pn[e/x]

}
x = e





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)





, m, f, et




= [ Be+bpop , et ]
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6.5.2 Conditional Statement

In this translation, we first obtain the translation for the expression e by using ∇E . If e is true (e
is on the top of the stack), we jump to le and we obtain the translation for the subtree s1 by using
∇S . Otherwise, we translate s2 and then jump to the end (lf ).

Let TS1 be the following proof tree:

TS1 ≡
Tree1

{
Pn ∧ e

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





and TS2 be

TS2 ≡
Tree2

{
Pn ∧ ¬e

}
s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





Let:
Be = ∇E ( Pn, e , (shift(Pn) ∧ s(0) = e) , m[start])

bbrtrue = {shift(Pn) ∧ s(0) = e} lb : brtrue le

[BS2 , et1] = ∇S

(
TS2 , m

[
start → lc

next → ld

]
, f, et

)

bgoto = {Qn} ld : goto m[next]

[BS1 , et2] = ∇S

(
TS1 , m

[
start → le

]
, f, et1

)

∇S




TS1 TS2

{
Pn

}
if (e) then s1 else s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





, m, f, et




=

[ Be + bbrtrue + BS2 + bgoto + BS1 , et2 ]

6.5.3 Compositional Statement

Let TS1 be the following proof tree:

TS1 ≡
Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)
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and TS2 be

TS2 ≡
Tree2

{
Qn

}
s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





Let [BS1 , et1] and [BS2 , et2] be:

[BS1 , et1] = ∇S

(
TS1 , m

[
next → lb

]
, f, et

)

[BS2 , et2] = ∇S

(
TS2 , m

[
start → lb

]
, f, et1

)

∇S




TS1 TS2

{
P

}
s1; s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





, m, f, et




= [BS1 + BS2 , et2]

6.6 References and Objects Translation

In the following, we present the translation rules for cast, constructor, field-read and field-write
sentences.

6.6.1 Cast

Let Be, bcheckcast, bpop be

Be = ∇E( { τ(e) ¹ T ∧ Pn[e/x] }, e, {τ(e) ¹ T ∧ shift(Pn[e/x]) ∧ s(0) = e } , m[start] )

bcheckcast = { τ(e) ¹ T ∧ (shift(Pn[e/x]) ∧ s(0) = e) } lb : checkcast T

bpop = { τ(e) ¹ T ∧ (shift(Pn[e/x]) ∧ s(0) = e) } lc : pop x

∇S




8
>>>><
>>>>:

( τ(e) ¹ T ∧ Pn[e/x] )∨
( τ(e) 6¹ T∧

Qe

"
$ < CastExc > /$,

new($, CastExc)/excV

#
)

9
>>>>=
>>>>;

x = (T ) e

8
>><
>>:

(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)

9
>>=
>>;

, m, f, et




=

[ Be + bcheckcast + bpop , et ]
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6.6.2 New Object

Let bnewobj , bpop be

bnewobj = {Pn[new($, T )/x, $ < T > /$]} la : newobj T

bpop = {(shift(Pn)[s(0)/x])} lb : pop x

∇S

0
BBBBBBBBBB@

n
Pn[new($, T )/x, $ < T > /$]

o
x = new T ()

8
>><
>>:

(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ false)

9
>>=
>>;

, m, f, et

1
CCCCCCCCCCA

=

[ bnewobj + bpop , et ]

6.6.3 Read Field

Let S be the following precondition:

S ≡





(y 6= null ∧ Pn[$(instvar(y, S@a))/x]) ∨

(y = null ∧ Q

[
$ < NullPExc > /$,

new($, NullPExc)/excV

]
)





Let bpush, bgetfield, bpop be

bpush = {y 6= null ∧ Pn[$(iv(y, S@a))/x]} la : pushv y

bgetfield = {s(0) = y ∧ Shift(Pn[$(iv(y, S@a))/x])} lb : getfield S@a

bpop = {s(0) = $(iv(y, S@a)) ∧ Shift(Pn[$(iv(y, S@a))/x])} lc : pop x

∇S




{
S

}
x = y.S@a





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Q)





, m, f, et




=

[ bpush + bgetfield + bpop , et ]

6.6.4 Write Field

Let S be the following precondition:
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S ≡





(y 6= null ∧ Pn[$ < instvar(y, S@a) := e > /$]) ∨

(y = null ∧ Q

[
$ < NullPExc > /$,

new($, NullPExc)/excV

]
)





Let bpushv, be, bputfield be

bpushv = {y 6= null ∧ Pn[$ < iv(y, S@a) := e > /$]} la : pushv y

Be = ∇E({s(0) = y ∧ shift(Pn[$ < iv(y, S@a) := e > /$])}, e,

{s(1) = y ∧ s(0) = e ∧ shift2(Pn[$ < iv(y, S@a) := e > /$])} , lb)

bputfield = {s(1) = y ∧ s(0) = e ∧ shift2(Pn[$ < iv(y, S@a) := e > /$])} lc : putfield S@a

∇S




{
S

}
y.S@a := e





(X = normal ⇒ Pn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Q)





, m, f, et




=

[ bpushv + Be + bputfield , et ]

6.6.5 Invocation

Let S be the following precondition:

S ≡





(y 6= null ∧ Pn[y/this, e/p]) ∨

(y = null ∧ Qr

[
$ < NullPExc > /$,

new($, NullPExc)/excV

]
)





Let bpushv, binvokevirtual, Be, bpop be

bpushv = {y 6= null ∧ Pn[y/this, e/p]} la : pushv y

Be = ∇E({shift(Pn[y/this, e/p]) ∧ s(0) = y}, e,

{shift2(Pn[y/this, e/p]) ∧ s(1) = y ∧ s(0) = e} , lb)

binvokevirtual = {shift2(Pn[y/this, e/p]) ∧ s(1) = y ∧ s(0) = e} lc : invokevirtual T : m

bpop = {Qn[s(0)/result]} ld : pop x

∇S




Tree1

n
Pn

o
T : m(p)

8
>><
>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qr)

9
>>=
>>;

n
S
o

x = y.T : m(e)

8
>><
>>:

(X = normal ⇒ Qn[x/result]) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qr)

9
>>=
>>;

, m, f, et




=

[ bpushv + binvokevirtual + Be + bpop , et ]
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6.7 Methods

In this section we present the translation for methods which includes proof translation of body
methods, and class and subtype rules.

6.7.1 Implementation rule

Let S be the following postcondition:

S ≡





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





Let BS , breturn be

[BS , et2] = ∇S


 Tree1{

Pn

}
body(T@m)

{
S

} , m
[

next → lb

]
, f, et




breturn = { Qn } lb : return

∇S




Tree1{
Pn

}
body(T@m)

{
S

}

{
Pn

}
T@m

{
S

} , m, f, et




=

[ BS + breturn , et2 ]

where ∀i : i < #(body(T@m)) : body(T@m)i 6= return

6.7.2 Class rule

Let S be the following postcondition:

S ≡





(X = normal ⇒ Qn) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Qe)





Let BS , breturn be

[BS , et2] = ∇S


 Tree1{

τ(this) = T ∧ P
}

impl(T, m)
{

S
} , m

[
next → lb

]
, f, et




breturn = { Qn } lb : return
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∇S




Tree1n
τ(this) = T ∧ P

o
impl(T, m)

n
S
o Tree2n

τ(this) ≺ T ∧ P
o

T : m
n

S
o

n
P
o

T : m
n

S
o , m, f, et


 =

[ BS + breturn , et2 ]

6.8 While and Break statements Translation

The use of break statements in loops allow us to transfer the control flow to the end of the loop.
In this section we discuss about the use of break instructions in loops.

In the source logic, we use the variable X to express the current status of the program. We
use it in a loop to express that a break instruction was executed and then we do not change the
postcondition because a break was executed. For example:

{ true }
while (i<20) {

{ i < 20 }
if (b) {

{ b ∧ i < 20 }
i = 40;

{ b ∧ i=40 }
break;

{ X =break ⇒ b ∧ i=40 }
}
{ (X = normal ⇒ i < 20) ∧ (X =break ⇒ b ∧ i=40 ) } (*)
i = i+1

{ (X = normal ⇒ i ≤ 20) ∧ (X =break ⇒ b ∧ i=40 ) } (**)
}
{ (X = normal ⇒ i = 20) ∧ (X =break ⇒ b ∧ i=40 ) }

When we prove (*) i = i+1 (**) we keep the postcondition i = 40 because we would not
execute i = i+1 if we have executed a break.

It does not happen on bytecode level. We translate the break by a goto and we do not need an
extra variable to express that a break has been executed (because we use the goto and we jump
to the end of the loop). So, we always can consider normal execution on the bytecode side and we
can remove the variable X .

6.8.1 Break statement

When a break statement is found, first we translate the proof tree of finally clauses by using the list
of Finally f (if there is no finally cause, it is empty). Then, we transfer the control flow to the end
of the loop by using the mapping function m. f is a list of tuple [ProofTree , ExceptionTable],
f = f1 + ... + fk where fi = [ti, eti] and

ti =
Treei{

Ai
}

si

{
Bi

}

Let

∀ fi = [ti, eti] ∈ f (1..k) be :

[Bi, et
′
i] = ∇S

(
ti, mi

[
start → lai

next → lai+1

]
, fi+1 + ... + fk, divide(et′i−1, eti[0]1, lai , lai+1)

)

bend = {Bk
b } lk+1 : goto m[break]

1eti[0] returns the first exception line of the exception table eti.
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∇S




{
Pn

}
break;





(X = normal ⇒ false) ∧
(X = break ⇒ Pn) ∧
(X = exc ⇒ false)





, m, f, et′0




=

[ B1 + B2 + ...Bk + bend , et′k ]

where divide is a function: ExceptionTable×ExceptionLine×Label×Label → ExceptionTable
that divides the exception table taken as first parameter using the exception line table and the
starting and finishing labels. It assume that the exception line is included in the exception table.
The definition is the following:

divide : ExceptionTable× ExceptionLine × Label × Label → ExceptionTable
divide : ( [ ], y, ls, le) = [ y ]
divide : ( x : xs, y, ls, le) = [ xfrom, ls, xtarg, xtype ] + [ le, xto, xtarg, xtype ]+

divide(xs, y, ls, le) if x ⊆ y ∧ x 6= y
| x : xs if x = y
| x : divide(xs, y, ls, le) otherwise

where

⊆ : ExceptionLine× ExceptionLine → Boolean
⊆ : ([xfrom, xto, xtarg, xtype], [yfrom, yto, ytarg, ytype]) = true if (yfrom ≤ xfrom)

∧ (yto ≥ xto)
| false otherwise

and

= : ExceptionLine× ExceptionLine → Boolean
= : ([xfrom, xto, xtarg, xtype], [yfrom, yto, ytarg, ytype]) = true if (yfrom = xfrom) ∧ (yto = xto)

∧ (ytarg = xtarg) ∧ (ytype = xtype)
| false otherwise

Lemma 1

[(Ila ...Ilb), et′] = ∇S ({Pn} s {Q}, m, f, et ) ∧ lstart ≤ la < lb ≤ lend

⇒
∀ ls, le : lb < ls < le ≤ lend :

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) : et[lstart, lend, T ] = et′[ls, le, T ])

Lemma 2

Let et = divide(et1, r, ls, le). Let r = [la, lb, lt, T ] ∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)).

(r ⊆ et1) ⇒ et[ls, le, T ] = r[T ]

The proofs of lemma 1 and 2 are presented in appendix A.
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6.8.2 Translation for while considering break statement and exceptions

Let:

bgoto = {In} la : goto lc

[BS1 , et1] = ∇S




Tree1

n
e ∧ In

o
s1

8
><
>:

(X = normal ⇒ In) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)

9
>=
>;

, m




start → lb

next → lc

break → m[next]


 , ∅, et




Be = ∇E ( I, e, (shift(I) ∧ s(0) = e) , lc )

bbrtrue = {shift(In) ∧ s(0) = e} ld : brtrue lb

∇S




Tree1

{
e ∧ In

}
s1





(X = normal ⇒ In) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)





{
In

}
while (e) s1





(X = normal ⇒ (In ∧ ¬e) ∨ Qb) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Re)





, m, f, et




=

[ bgoto + BS1 + Be + bbrtrue , et1 ]

6.9 Exception Handling Translation

Exceptions are exceptional states of a program giving rise to some non-normal mode of execution.
In the logic of the source language, exceptions are modeled by using a program variable X that
express the current status of the program.

In the bytecode logic, we define an exception table and variables to express whether an exception
was thrown or not. Let excV be the value of the exception exc and τ(excV ) the type of exception
exc. When we translate either try catch statements or finally statements, we need to build the
exception table. The exception table map an exception type to source and destination labels. We
build the exception table at the end of each method.

6.9.1 Try catch translation

Let TS1 be the following proof tree:

TS1 ≡
Tree1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧

(X = exc ⇒
(

(Qe ∧ τ(excV ) 6¹ T )∨
(Q′e ∧ τ(excV ) ¹ T )

)
)





and TS2 be
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TS2 ≡
Tree2

{
Q′e[e/excV ]

}
s2





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)





Let:

[BS1 , et1] = ∇S

(
TS1 , m

[
next → lb

]
, f, et + [m[start], lb, lc, T ]

)

bgoto = {Qn} lb : goto m[next]

bpop =





shift(Q′
e) ∧

excV 6= null

∧ τ(excV ) ¹ T

∧ s(0) = excV





lc : pop e

[BS2 , et2] = ∇S

(
TS2 , m

[
start → ld

]
, f, et1

)

∇S

0
BBBBBBBBBBBBBBBB@

TS1 TS2

n
Pn

o
try s1 catch (T e) s2

8
>>>><
>>>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧

(X = exc ⇒
 

Re ∨
(Qe ∧ τ(excV ) 6¹ T )

!
)

9
>>>>=
>>>>;

, m, f, et

1
CCCCCCCCCCCCCCCCA

=

[ BS1 + bgoto + bpop + BS2 , et2 ]

6.9.2 Throw Translation

Let b1 and b2 be

Be = ∇E

(
Pn[e/excV ] , e, (shift(Pn[e/excV ]) ∧ s(0) = e) , m[start]

)

bathrow = { shift(Pn[e/excV ]) ∧ s(0) = e } lb : athrow

∇S


 {

Pn[e/excV ]
}

throw e





(X = normal ⇒ false) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Pn)





, m, f, et




= [ Be+bathrow , et ]

We assume that athrow instruction takes the expression e on the top of the stack, then assigns
it to the variable excV and finally jumps to the label where the exception is caught (it is defined
by the exception table).
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6.9.3 Translation of Finally statements for Java

We can translate the finally statements in two different ways. The first way is to use the call
of subroutines and the instruction jsr. The second one is to use code duplication. We use code
duplication to simplify the translation. Also, we generate the same code than the javac compiler.

Let S, T, U, V be

S ≡




(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





T ≡





(Qn ∧ XTmp = normal) ∨
(Qb ∧ XTmp = break) ∨


(Qe[eTmp/excV ] ∧
XTmp = exc ∧
eTmp = excV )








U ≡





(X = normal ⇒



(Q′
n ∧ XTmp = normal) ∨

(Q′
b ∧ XTmp = break) ∨

(Q′
e ∧ XTmp = exc)


) ∧

(X = break ⇒ Rb) ∧
(X = exc ⇒ Q′

e)





V ≡




(X = normal ⇒ Q′n ) ∧
(X = break ⇒ (Q′

b ∨ Rb) ) ∧
( X = exc ⇒ Q′e )





Let m1 be an mapping function, and et′, et′′ be exception tables

m1 ≡ m
[

next → lb

]

et′ = et + [la, lb, ld, any]

et′′ = getExceptions(la, lb, et
′)2

2getExceptions returns the exceptions of the exception table et′ between la and lb. It returns at most one

exception line for every type.
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[BS1 , et1] = ∇S


 Tree1{

Pn

}
s1

{
S

} , m1 ,


 Tree2{

T
}

s2

{
U

} , et′′


 + f, et′




[BS2 , et2] = ∇S


 Tree2{

T
}

s2

{
U

} , m

[
start → lb

next → lc

]
, f, et1




bgoto = {Q′
n} lc : goto m[next]

bpop =





shift(Qe) ∧
excV 6= null

∧ s(0) = excV





ld : pop eTmp

[B′
S2

, et3] = ∇S


 Tree2{

T
}

s2

{
U

} , m

[
start → le

next → lf

]
, f, et2




bpushv =
{

Q′
n ∨ Q′

b ∨ Q′
e

}
lf : pushv eTmp

bathrow =

{
(Q′n ∨ Q′b ∨ Q′e)

∧ s(0) = eTmp

}
lg : athrow

∇S




Tree1{
Pn

}
s1

{
S

} Tree2{
T

}
s2

{
U

}

{
Pn

}
try s1 finally s2

{
V

} , m, f, et




=

[ BS1 + BS2 + bgoto + bpop + B′
S2

+ bpushv + bathrow , et3 ]

7 Application

In this section we present two examples that translate a source object-oriented program and a
proof to bytecode with its bytecode proof. The first example (section 7.1) is the translation of
example of table 1 presented in section 3.7.1 on page 15 . The second example (section 7.2) is the
translation of the example of table 2 presented in section 3.7.2 on page 16.

7.1 Translation of while and break statements

In this section we present the translation from the proof of figure 1 to bytecode. To simplify the
proof, we suppose that the array a of length n is equal to n variables a0, a1, ... an−1. Then we do
not use the special instruction to load arrays and we use instructions such as pushv a0 or pushv
aind where ind is the index of the array. The code and proof for pushv aind is the following:

{ 0 ≤ ind < sizeof(a) } l00 : pushv a \\ a is the array

{ s(0)=a ∧ 0 ≤ ind < sizeof(a)} l01 : pushv ind \\ ind is a index of an array

{ s(1)=a ∧ s(0) = ind ∧ 0 ≤ ind < sizeof(a) } l02 : iaload \\ load the value of the array a in the index ind
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Furthermore, the instruction pushv a.length is not present on the bytecode language. We also
use it to simplify the example. The real code and proof for this instruction is the following:

{ a 6= null } l00 : pushv a \\ a is the array

{ s(0)=a } l01 : arraylength \\ get the length of an array

7.1.1 Bytecode Proof

To check that a proof is a valid proof in the bytecode logic, we need to verify that each instruction
implies the local weakest precondition. For example, we have to prove:

{ind < a.length ∧ I ∧ aind 6= sum} ⇒ wp1
p(lb06 : pushc False)

{
ind < a.length ∧ I ∧
aind 6= sum

}
lb06 : pushc False





ind < a.length ∧ I ∧
s(0) = False ∧
aind 6= sum





By wp1
p definition (figure 5) we get

{ind < a.length ∧ I ∧ aind 6= sum}
⇒

unshift(ind < a.length ∧ I ∧ s(0) = False ∧ aind 6= sum[False/s(0)])
⇒ [| by replacement |]

unshift(ind < a.length ∧ I ∧ False = False ∧ aind 6= sum)
⇒ [| by def unshift |]

ind < a.length ∧ I ∧ False = False ∧ aind 6= sum)
2

7.2 Application of try catch and throw statements

Figure 7 presents the generated bytecode for the source program of figure 3. We present the
bytecode proof in figure 8.
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{a 6= null ∧ a.length > 0} l0 : pushc 1

{a 6= null ∧ a.length > 0 ∧ s(0) = 1} l1 : pop ind

{a 6= null ∧ a.length > 0 ∧ ind = 1} l2 : pushv a0

{a 6= null ∧ a.length > 0 ∧ ind = 1 ∧ s(0) = a0} l3 : pop sum

{a 6= null ∧ a.length > 0 ∧ ind = 1 ∧ sum = a0} l4 : pushc True

{a 6= null ∧ a.length > 0 ∧ ind = 1 ∧ sum = a0 ∧ s(0) = True} l5 : pop result

‖ begin body while ( ind < a.lenght)

{I } la : goto lc1

‖ if a[ind] ! = sum then

{(ind < a.length ∧ I } lb01 : pushv aind

{shift(ind < a.length ∧ I) ∧ s(0) = aind} lb02 : pushv sum

{shift2(ind < a.length ∧ I) ∧ s(1) = aind ∧ s(0) = sum} lb03 : binop 6=

{shift(ind < a.length ∧ I) ∧ s(0) = (aind 6= sum)} lb04 : brtrue lb6

{ind < a.length ∧ I ∧ aind = sum} lb05 : goto lb11

{ind < a.length ∧ I ∧ aind 6= sum} lb06 : pushc False

{ind < a.length ∧ I ∧ s(0) = False ∧ aind 6= sum} lb07 : pop result

{ind < a.length ∧ I ∧ result = False ∧ aind 6= sum} lb08 : nop

{result = False ∧ (∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1
k=0 a[k]) )} lb10 : goto lg

‖ end a[ind] ! = sum

‖ sum = sum + a[ind]; ind = ind + 1

{(ind < a.length ∧ I ∧ aind =
Pind−1

k=0 ak) ≡ P2} lb11 : pushv aind

{shift(P2) ∧ s(0) = aind} lb12 : pushv sum

{shift2(P2) ∧ s(1) = aind ∧ s(0) = sum} lb13 : binop+

{shift(P2) ∧ s(0) = aind + sum} lb14 : pop sum

{ Q } lb15 : pushc 1

{ shift(Q) ∧ s(0) = 1} lb16 : pushv ind

{ shift2(Q) ∧ s(1) = 1 ∧ s(0) = ind} lb17 : binop+

{ shift(Q) ∧ s(0) = 1 + ind} lb18 : pop ind

‖ end a[ind] = sum

{ I } lc1 : pushv ind

{shift(I) ∧ s(0) = ind} lc2 : pushv a.length

{shift2(I) ∧ s(1) = ind ∧ s(0) = a.length} lc3 : binop <

{shift(I) ∧ s(0) = (ind < a.length)} ld : brtrue lb01

‖ end body while

{R } lg : pushv result

{R ∧ s(0) = result } lh : areturn

where I ≡ result ∧ (∀ j : 0 ≤ j < ind : ( a[j] =
Pj−1

k=0 a[k] ))

∧ sum =
Pind−1

k=0 a[k] ∧ 0 ≤ ind ≤ a.length) }

and Q ≡
 

ind < a.length ∧ a[ind] =
Pind−1

k=0 a[k] ∧ sum = (
Pind−1

k=0 a[k]) + a[ind] ∧
result ∧ (∀ j : 0 ≤ j < ind : ( a[j] =

Pj−1
k=0 a[k] )) ∧ 0 ≤ ind ≤ a.length

!

and R ≡
 

(result ∧ ∀ j : 0 ≤ j < a.length : ( a[j] =
Pj−1

k=0 a[k] )) ∨
(result = False ∧ ∃ j : 0 ≤ j < a.length : (a[j] 6=Pj−1

k=0 a[k]))

!

Figure 6: Bytecode proof of the source proof of table 1.
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public int exampleTry(boolean b);
Code:
0: pushv b
1: invokevirtual myMet
4: pop auxExc
5: pushc 0
6: pop result
7: goto 13
10: pop e
11: pushv 1
12: pop result
13: pushv result
14: areturn

Exception table :
from to target type

0 7 10 Class java/lang/Exception

public java.lang.Exception myMet(boolean);
throws java/io/IOException, java/lang/Exception

Code:
0: pushv b
1: brfalse 12
4: newobj java/lang/Exception
11: athrow
12: newobj java/lang/Exception
19: areturn

Figure 7: Bytecode of the example figure 3.

7.3 Application of try-finally, while and break

foo () {
int b;

{ true }
b=1;

{ b=1, false, false }
while (true) {
{ b=1, false, false }

try {
{ b=1, false, false }
b=b+1;

{ b=2, false, false }
throw new Exception();

{ false, false, b=2 }
}
finally {

{ b=2 and Xtmp=exc }
b++;

{ b=3 and Xtmp=exc, false, false }
break;

{ false, b=3 and Xtmp=exc, false }
}
{ false, b=3, false }

}
{ b=3,false,false }
b++;

{ b=4, false, false }
}
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public int exampleTry(boolean b);

Code:

try

{ b = B ∧ OS = $ } 0: pushv b

{ b = B ∧ OS = $ ∧ s(0) = B } 1: invokevirtual myMet{
s(0) = new($, Exception) ∧
$ = $ < Exception > ∧ ¬B

}
4: pop auxExc

{
auxExc = new($, Exception) ∧ ¬B

}
5: pushc 0{

auxExc = new($, Exception) ∧ ¬B ∧ s(0) = 0
}

6: pop result{
auxExc = new($, Exception) ∧ ¬B ∧ result = 0

}
7: goto 13

catch (Exception e){
B ∧ excV 6= null ∧
τ(excV ) ¹ Exception ∧ s(0) = excV

}
10: pop e

{
B ∧ e = excV

}
11: pushv 1

{ B ∧ s(0) = 1 } 12: pop result{
( auxExc = new($, Exception) ∧ ¬B ∧ result = 0) ∨
(B ∧ result = 1)

}
13: pushv result








( auxExc = new($, Exception)

∧ ¬B ∧ result = 0 ) ∨
(B ∧ result = 1)


 ∧ s(0) = result





14: areturn

Exception Table

From to target type

0 7 10 Class java/lang/Exception

public java.lang.Exception myMet(boolean);

throws java/io/IOException, java/lang/Exception

Code:

requires: {b = B ∧ OS = $}
{ b = B ∧ OS = $ } 0: pushv b

{ b = B ∧ OS = $ ∧ s(0) = B } 1: brfalse 12

{ b ∧ OS = $ } 4: newobj java/lang/Exception{
(s(0) = new($, Exception)

∧ $ = $ < Exception > ∧ B)

}
11: athrow

{ ¬B ∧ OS = $ } 12: newobj java/lang/Exception{
(s(0) = new($, Exception)

∧ $ = $ < Exception > ∧ ¬B)

}
19: areturn

ensures:{
(result = new($, Exception) ∧ $ = $ < Exception > ∧ ¬B) ∨
(excV 6= null ∧ B) )

}

Figure 8: Bytecode proof of the example table 2.
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{true} l00 : pushc 1
{s(0) = 1} l01 : pop b
{b = 1} l02 : goto l03

‖ body while
{b = 1} l10 : pushc 1
{b = 1 ∧ s(0) = 1} l11 : pushv b
{b = 1 ∧ s(1) = 1 ∧ s(0) = b} l12 : binop+

{b = 1 ∧ s(0) = b + 1} l13 : pop b
{b = 2} l14 : pushc 1
{b = 2 ∧ s(0) = 1} l15 : pushv b
{b = 2 ∧ s(1) = 1 ∧ s(0) = b} l16 : binop+

{b = 2 ∧ s(0) = b + 1} l17 : pop b
{b = 3} l18 : goto l05
{false} l19 : newobj Exception
{false} l20 : athrow

‖ code duplication finally
{false} l21 : pushc 1
{false} l22 : pushv b
{false} l23 : binop+

{false} l24 : pop b
{false} l25 : pushv eTmp
{false} l26 : athrow
{b = 1} l03 : pushc true
{b = 1 ∧ s(0) = true} l04 : brtrue l10

‖ endwhile
{b = 3} l05 : pushc 1
{b = 3 ∧ s(0) = 1} l06 : pushv b
{b = 3 ∧ s(1) = 1 ∧ s(0) = b} l07 : binop+

{b = 3 ∧ s(0) = 1 + b} l08 : pop b

8 Soundness of the translation

We prove that the translation is correct. Before present the theorem, let us introduce some notation.

• m is a mapping function: Event → Label. m[start] returns the label stored in the event
start.

• Every bytecode instruction specification is written as: {El} l : Il where {El} is the precondi-
tion, l a label and Il a bytecode instruction. For example, Em[exc T ] returns the precondition
of the instruction at the label m[exc T ].

• Let et[lstart, lend, T ] be a function: ExceptionTable×Label×Label×Type → Label defined as
et[la, lb, T ] = getTargetLabel(et, lstart, lend, T ) where getTargetLabel is defined as following:

getTargetLabel : ExceptionTable× Label × Label × Type → Label
getTargetLabel : ( [ ], ls, le, T ) = lend method

getTargetLabel : ( ([l′s, l
′
e, lt, T

′] + et) , ls, le, T ) = lt if (l′s ≤ ls ∧ l′e ≥ le ∧ T ¹ T ′)
= getTargetLabel(et, ls, le, T ) otherwise

• Let et[T ] be a function: ExceptionTable× Type → Label. This is a partial function defined
over the exceptions tables that satisfy (∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅)).

Then to get the exception we only use the type. It is defined as following:

getTargetLabel : ExceptionTable× Type → Label
getTargetLabel : ( [ ], T ) = lend method

getTargetLabel : ( ([l′s, l
′
e, lt, T

′] + et) , T ) = lt if (T ¹ T ′)
= getTargetLabel(et, T ) otherwise
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• f∗ is a list of [ProofTree, ExceptionTable] possible empty f = f1+...+fk where fi = [ti, eti].
This list is constructed only in the finally translation (section 6.9.3, on page 40). So we know
that f has an special form. We always construct f with proof trees of the form:

fi =

[
Treei{

Ai
}

si

{
Bi

} , eti

]
∈ f (1..k) :

where Ai and Bi are in the normal form:

Ai ≡

8
>>>>>>><
>>>>>>>:

(Ai
n ∧ XTmp = normal) ∨

(Ai
b ∧ XTmp = break) ∨0

BB@
(Ai

e[eTmp/excV ] ∧
XTmp = exc ∧
eTmp = excV )

1
CCA

9
>>>>>>>=
>>>>>>>;

Bi ≡

8
>>>>>>><
>>>>>>>:

(X = normal ⇒

0
BB@

(Bi
n ∧ XTmp = normal) ∨

(Bi
b ∧ XTmp = break) ∨

(Bi
e ∧ XTmp = exc)

1
CCA) ∧

(X = break ⇒ B′i
b ) ∧

(X = exc ⇒ B′i
e )

9
>>>>>>>=
>>>>>>>;

The theorem expresses that

• if we have a source proof for the statement s, and

• we have a proof translation from the source proof that produces the instructions Ilstart ...Ilend

and their respective preconditions Elstart ...Elend
, and the exception table et and

• the exceptional postconditon in the source logic implies the precondition at the target label
stored in the exception table for all type T such that ((T ¹ Throwable) ∨ (T ≡ any)) but
considering the value stored in the stack of the bytecode, and

• the normal postcondition in the source logic implies the next precondition of the last gener-
ated instruction (if the last generated instruction is the last instruction of the method, we
use the normal postcondition in the source logic), and

• if the break postcondition is not false then

– for every triple stored in f, the triple holds and the break postcondition of the triple
(denoted by Bi

b) implies the break precondition of the next triple (denoted by Ai+1
b

). And the exceptional postconditon Bi
e implies the precondition at the target label

stored in the exception table eti but considering the value stored in the stack of the
bytecode. Furthermore, the break postcondition (Qb) implies the first break precondition
of the before mentioned triples. And the last postcondition of the triple implies the
postcondition stored on the mapping function m at the event break, and

– if f is empty then the break postcondition (in the source logic) implies the precondition
at the label stored in the mapping function at the type break (in the bytecode logic).

then we have to prove that every bytecode specification holds (` {El} Il).
The theorem is the following:
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Theorem 1

` Tree1

{
P

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)





∧

[(Ilstart
...Ilend

), et] = ∇S




Tree1

n
P
o

s1

8
><
>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>=
>;

, m

[
start → lstart

next → lend+1

]
, f∗, et′



∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Qe ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[lstart,lend,T ]) ∧(
Qn ⇒ Em[next]

) ∧
¬(Qb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
( ∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et′))




f = ∅ ⇒ (Qb ⇒ Em[break])




⇒
∀ l ∈ lstart ... lend : ` {El} Il

The proof is done by induction on the structure of the derivation tree for {P} s {Q}. We present
the proof in the appendix A.

9 Related Work

Necula and Lee [14] have developed certifying compilers, which produce proofs for basic safety prop-
erties such as type safety. Since our approach supports interactive verification of source programs,
we can handle more complex properties such as functional correctness.

The open verifier framework for foundational verifiers [6] verifies untrusted code using cus-
tomized verifiers. The approach is based on foundation proof carrying code. The architecture con-
sists of a trusted checker, a fixpoint module, and an untrusted extension (a new verifier developed
by untrusted users). However, the properties that can be proved are still limited.

A certified compiler [8, 20] is a compiler that generates a proof that the translation from the
source program to the assembly code preserves the semantics of the source program. Together with
a source proof, this gives an indirect correctness proof for the bytecode program. Our approach
generates the bytecode proof directly, which leads to smaller certificates.

Barthe et al. [4] show that proof obligations are preserved by compilation (for a non-optimizer
compiler). They prove the equivalence between the verification condition (VC) generated over
the source code and the bytecode. The source language is an imperative language which includes
method invocation, loops, conditional statements, try-catch and throw statements. However, they
do not consider try-finally statements, which make the translation significantly more comples.
Our translation supports try-finally and break statements.

Pavlova [17] extends the aforementioned work to a subset of Java (which includes try-catch,
try-finally, and return statements). She proves equivalence between the VC generated from
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the source program and the VC generated from the bytecode program. The translation of the
above source language has a similar complexity to the translation presented in this paper. How-
ever, Pavlova avoided the code duplication for finally blocks by disallowing return statements
inside the try blocks of try-finally statements. This simplifies not only the verification condition
generator, but also the translation and the soundness proof.

Furthermore, Barthe et al. [5] translate certificates for optimizing compilers from a simple in-
teractive language to an intermediate RTL language (Register Transfer Language). The translation
is done in two steps: first the source program is translated into RTL and then optimizations are
performed building the appropriate certificate. Barthe et al. use a source language that is simpler
than ours. We will investigate optimizing compilersas part of future work.

This work is based on Müller and Bannwart’s work [?]. They present a proof-transforming
compiler from a subset of Java which includes loops, conditional statements and object oriented
features. We have extended the source language including exception handling and break state-
ments. Moreover, we have also proved soundness.

10 Conclusions

We have defined a proof transformation from a subset of C#, Eiffel and Java to Bytecode. The
source language includes the most important object-oriented languages features, including methods
invocation, subtyping, and exception handling. The PTC allows us to develop the proof in the source
language (which is simpler), and transforms it into a bytecode proof.

A proof checker can be used to verify wether the source program is safe or not. The proof
checker is the only trusted component. If the source proof or the translation were incorrect then
the checker would reject the code.

The generated bytecode is similar to the bytecode generated by javac compiler. Furthermore,
we proved that the translation is sound.

As future work, we plan to extend the source language including features such as multiple
inheritance, which requires more complex transformations. This extension will lead to a more
general transformation framework.
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A Appendix: Soundness proof

In this section we present the soundness proof of the translation. The proof is done by induction
on the structure of the derivation tree for {P} s {Q}. We present the proof for the most important
cases but the remaining cases are similar.

A.1 Notation

To make the proof easier to read, we write

∇S ( {Pn} s1; s2 {R}, m, f)

meaning:

∇S




TS1 TS2

{
P

}
s1; s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





, m, f




=

where TS1 and TS2 are the following proof trees:

TS1 ≡
T1

{
Pn

}
s1





(X = normal ⇒ Qn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





TS2 ≡
T2

{
Qn

}
s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





and we write

` {Pn} s1; s2 {R}
meaning
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`

{
P

}
s1





(X = normal ⇒ Q) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





{
Q

}
s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





{
P

}
s1; s2





(X = normal ⇒ Rn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





We use this notation in each proof of theorem 1.

A.2 Proof of lemmas for divide

A.2.1 Proof of lemma 1

This proof is done by induction on ∇S and case analysis over the exception table et′. Due to et′ is
returned by the translation ∇S , it only can be: either et′ = et + eta where eta is a new exception
table created by ∇S or et′ = divide(et, r, l′a, l′b) where eti is stored in f and la ≤ l′a < l′b ≤ lb. This
is because ∇S only adds new lines to the exception table taken as parameter (et) in the translation
of try-catch and try-finally and ∇S only divides the table in the translation of break.

Case et′ = et + eta
The exception table eta is produced by∇S ({Pn} s {Q}, m, f, et ). The generated lines contains

labels between la and lb. So eta only contains exception lines between la and lb. We look for the
exception label between ls and le where lb < ls < le ≤ lend. So, this exception cannot be defined
in the exception table eta. Then if we look for the target label in et′[ls, le, T ] is equivalent to look
for in et[ls, le, T ].

Due to ∀ ls, le : lb < ls < le ≤ lend we know that lstart ≤ ls < le ≤ lend. Then looking
for the target label between ls and le (et[ls, le, T ]) is equivalent to looking for the target label
between lstart and lend (et[lstart, lend, T ]). Then et[ls, le, T ] = et[lstart, lend, T ]. So, this proves that
et′[ls, le, T ] = et[lstart, lend, T ] 2

Case et′ = divide(et, r, l′a, l
′
b)

In this proof we use the definition of divide presented in section 6.8.1 on page 37.
There are two possible results after the execution of divide(et, r, l′a, l′b) either divide does not

divide the line in et[lstart, lend, T ] (let call [lstart′ , lend′ , lt, T ] with lstart′ ≤ lstart and lend′ ≤ lend)
or it does.

If divide(et, r, l′a, l′b) does not divide the line [lstart′ , lend′ , lt, T ], then using a similar reasoning
to the above case, we can conclude that et′[ls, le, T ] = et[lstart, lend, T ].

If divide(et, r, l′a, l′b) divides the line [lstart′ , lend′ , lt, T ] then it will be divided as [lstart′ , la′ , lt, T ]
+ [lb′ , lend′ , lt, T ]. We are looking for the target label between ls and le. But we know lb <
ls < le ≤ lend and la ≤ l′a < l′b ≤ lb. Then et′[ls, le, T ] will return the target label in the di-
vided line [lb′ , lend′ , lt, T ] which target label is the same than et[lstart, lend, T ]. So we can conclude
et[lstart, lend, T ] = et′[ls, le, T ]. 2

A.2.2 Proof of lemma 2

The proof is by induction on et1.
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Base case: et1 = [ ]
By definition of divide, divide([ ], r, ls, le) = [r]. Then the lemma holds.
Inductive Case: divide(ri + et′1, r, ls, le)
If r 6⊆ ri then divide either divides ri or not depending on whether (r.from > ri.to ∧ r.to <

ri.to) holds or not. But it does not update r. Then by induction hypothesis we get divide(ri +
et′1, r, ls, le)[ls, le, T ] = r[T ].

If r ⊆ ri then divide returns ri + et′1. Then ri + et′1[ls, le, T ] = r[T ] because r ⊆ ri and divide
does not change ri.

2

A.3 Compositional Statement

The translation of compositional statement was presented in section 6.5.3 on page 31.
We have to prove:

` {Pn} s1; s2 {R} ∧

[(Ila ...Ilb), et2] = ∇S

(
{Pn} s1; s2 {R}, m

[
start → la

next → lb+1

]
, f, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
Rn ⇒ Em[next]

) ∧
¬(Rb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Qb ⇒ Em[break])




⇒
∀ l ∈ la ... lb : ` {El} Il

Let m′ : Event → Label be a mapping function defined as:

m′ = m
[

next → lb
]

case: {P} s1 {Q′}
By the first induction hypothesis, we get:



A APPENDIX: SOUNDNESS PROOF 54

` {Pn} s1 {Q′} ∧
[(Ila ...Ila end

), et1] = ∇S ({Pn} s1 {Q′}, m′, f, et ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,la end,T ]) ∧
(Qn ⇒ Elb) ∧
¬(Rb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Qb ⇒ Em[break])




⇒
∀ l ∈ la ... la end : ` {El} Il

where

Q′ ≡





(X = normal ⇒ Qn) ∧
(X = break ⇒ Rb) ∧
(X = exc ⇒ Re)





We have:
` {Pn} s1 {Q′}

Due to

• m[break] = m′[break],

we also know by theorem hypothesis that:

¬(Rb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Qb ⇒ Em[break])




To be able to apply the first induction hypothesis we have to show that Qn ⇒ Elb . The
implication is true because Elb ≡ Qn. Furthermore, we have to prove:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,la end,T ])

We can prove this implication using the theorem hypothesis and the fact that la end < lb and
we get:

∀ l ∈ la ... la end : ` {El} Il

Case: {Qn} s2 {R}
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Now we have to prove the translation of the second statement (s2). Most of the proof is similar
to the above proof. But the interesting part is the following:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet1[lb,lb end,T ])

(1)

where et1 is:

[b1, et1] = ∇S

(
TS1 , m

[
next → lb

]
, f, et

)

From the hypothesis we know:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[lb,lb end,T ])

(2)

Applying lemma 1 on page 37 we prove 2. So, we get:

∀ l ∈ lb ... lb end : ` {El} Il

Finally, we join both result and we get:

∀ l ∈ la ... lb end : ` {El} Il

2

A.4 Break statement

The translation of break statement was presented in section 6.8.1 on page 36.
We have to prove:

` {Pn} break {Q} ∧

[(Ila ...Ilb), etk] = ∇S

(
{Pn} break {Q}, m

[
start → la

next → lb+1

]
, f, et′0

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(false ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′0[la,lb,T ]) ∧(
false ⇒ Em[next]

) ∧
¬(Pn ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Pn ⇒ A1
b) ∧ (Bk

b ⇒ Em[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Pn ⇒ Em[break])




⇒
∀ l ∈ la ... lb : ` {El} Il

where

Q ≡





(X = normal ⇒ false) ∧
(X = break ⇒ Pn) ∧
(X = exc ⇒ false)
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We have to prove the theorem for all fi. We make the proof for:

[bi, et
′
i] = ∇S

(
ti, mi

[
start → lai

next → lai+1

]
, fi+1 + ... + fk, divide(et′i−1, eti, lai , lai+1)

)

and the remaining proofs are similar.
Let et = divide(et′i−1, eti, lai

, lai+1). We have to prove:

` {Ai} si {Bi} ∧

[Ilai
... Ilai+1

, et′i] = ∇S

(
{Ai} si {Bi}, mi

[
start → lai

next → lai+1

]
, fi+1 + ...fk, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[lai

,lai+1 ,T ]) ∧(
Bi

n ⇒ Emi[next]

)∧
¬(Bi

b ⇒ false) ⇒


f 6= ∅ ⇒ ∀j ∈ i + 1..k :




(` {Aj} sj {Bj} ∧ (Bj
b ⇒ Aj+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bj
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eetj [T ] ) ∧

(Bi
b ⇒ Ai+1

b ) ∧ (Bk
b ⇒ Emi[break]) ∧

(∀ eti = r1
i + r2

i + ... + rm
i : (r1

i ∩ r2
i ∩ ... ∩ rm

i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Pn ⇒ Em[break])




⇒
∀ l ∈ lai ... lai+1 : ` {El} Il

We can prove:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Bi

e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[lai
,lai+1 ,T ])

by using the hypothesis (case f 6= ∅):

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Bi

e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] )

and lemma 2 that says et[lai , lai+1 , T ] = eti[T ].
Due to m[next] = lai+1 then Bi

n ⇒ Em[next] is equivalent to prove Bi
n ⇒ Elai+1

.
Elai+1

≡ Ai+1, then we have to prove Bi
n ⇒ Ai+1. This is true because by the hypothesis we

know that Bi
b ⇒ Ai+1 and also we know that Bi

b ⇒ Bi
n.

We can prove the finally proof fi...fk

¬(Bi
b ⇒ false) ⇒



f 6= ∅ ⇒ ∀j ∈ i + 1..k :




(` {Aj} sj {Bj} ∧ (Bj
b ⇒ Aj+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bj
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eetj [T ] ) ∧

(Bi
b ⇒ Ai+1

b ) ∧ (Bk
b ⇒ Em[break]) ∧

(∀ eti = r1
i + r2

i + ... + rm
i : (r1

i ∩ r2
i ∩ ... ∩ rm

i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Pn ⇒ Em[break])




by hypothesis. In the translation, we change the list f by fi...fk. But from the hypothesis we
know that it holds for f1...fk.
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Now we can apply the hypothesis and get ∀ l ∈ lai ... lai+1 : ` {El} Il

Finally, we have to prove that Pn ⇒ Aib
and for all i: Bi

b ⇒ Ai+1
b and Bk

b ⇒ Em[break]. This
holds by the hypothesis.

2

A.5 Translation for while considering break statement and exceptions

The translation of while statement was presented in section 6.8.2 on page 38.
We have to prove:

` {In} while (e) s1 { Q } ∧

[(Ila ...Ild), et1] = ∇S

(
{In} while (e) s1 {Q}, m

[
start → la

next → ld+1

]
, f, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
((In ∧ ¬e) ∨ Qb ) ⇒ Em[next]

) ∧
¬(false ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(false ⇒ A1
b) ∧ (Bk

b ⇒ Em[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (false ⇒ Em[break])




⇒
∀ l ∈ la ... ld : ` {El} Il

where

Q ≡





(X = normal ⇒ ( (In ∧ ¬e) ∨ Qb )) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Re)





Let m′ : Event → Label be a mapping function defined as:

m′ = m




start → lb
next → lc

break → m[next]




and f ′ = ∅
By the induction hypothesis, we get:
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` {e ∧ In} s1 { Q′ } ∧
[(Ilb ...Ilb end

), et1] = ∇S ({e ∧ In} s1 {Q′}, m′, f ′, et ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
((In ∧ ¬e) ∨ Qb ) ⇒ Em[next]

) ∧
¬(Qb ⇒ false) ⇒


f ′ 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(In ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f ′ = ∅ ⇒ (Qb ⇒ Em′[break])




⇒
∀ l ∈ lb ... lb end : ` {El} Il

where

Q ≡





(X = normal ⇒ In) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Re)





We have:
` {e ∧ In} s1 {Q′}

Due to the exception table et is the same than the theorem hypothesis, we know:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Re ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ])

To be able to apply the induction hypothesis we have to show that Qb ⇒ Em′[break] (because
f ′ = ∅) and In ⇒ Elc .

In the first implication we have Qb ⇒ Em′[break] ≡ Em[next]. From the theorem hypothesis
we have ((In ∧ ¬e) ∨ Qb ) ⇒ Em[next]. Then Qb ⇒ Em′[break] holds because Qb ⇒
((In ∧ ¬e) ∨ Qb ) ⇒ Em[next].

In ⇒ Elc because Elc ≡ In.
Now, we can apply the induction hypothesis and we get:

∀ l ∈ lb ... lb end : ` {El} Il

The last proof we have to prove is:

∀ l ∈ {la, lc, ld} : ` {El} Il

This is simple, we have to apply the definition of wp1
p (figure 5 on page 23).

2

A.6 Try catch translation

The translation of try-catch statement was presented in section 6.9.1 on page 38.
Let S be the following postcondition:
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S ≡




(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Se)





where

Se ≡
{

Re ∨
(Qe ∧ τ(excV ) 6¹ T )

}

and

U ≡




(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Ue)





where

Ue ≡
{ (

(Qe ∧ τ(excV ) 6¹ T )∨
(Q′e ∧ τ(excV ) ¹ T )

) }

We have to prove:

` {Pn} try s1 catch (T e) s2 { S } ∧

[(Ila ...Ild), et2] = ∇S

(
{Pn} try s1 catch (T e) s2 { S }, m

[
start → la

next → ld+1

]
, f, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Se ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
Qn ⇒ Em[next]

) ∧
¬(Qb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qn ⇒ A1
b) ∧ (Bk

b ⇒ Em[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Qb ⇒ Em[break])




⇒
∀ l ∈ la ... ld : ` {El} Il

Let m’ be a mapping function and et′ be an exception table defined as:

m′ = m
[

next → lb
]

et′ = et + [la, lb, lc, T ]

Case {Pn} s1 {U}
By the induction hypothesis, we get:
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` {Pn} s1 { U } ∧
[(Ila ...Ila end

), et1] = ∇S ({Pn} s1 { U }, m′, f, et′ ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Ue ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[la,lb,T ]) ∧(
Qn ⇒ Em′[next]

) ∧
¬(Qb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qn ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ (Qb ⇒ Em′[break])




⇒
∀ l ∈ la ... la end : ` {El} Il

We have:
` {Pn} s1 {Q}

Due to

• m[break] = m′[break], and

• Em′[next] = Elb = Qn then Qn ⇒ Qn.

the only condition we have to prove to be able to apply the induction hypothesis is:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Ue ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[la,lb,T ])

Ue is defined as:

Ue ≡
{ (

(Qe ∧ τ(excV ) 6¹ T )∨
(Q′e ∧ τ(excV ) ¹ T )

) }

If s1 throws an exception and the type of the exception is not less than T then Qe ∧ τ(excV ) 6¹ T
holds. Then Qe ∧ τ(excV ) 6¹ T ⇒ Se. And we know from the hypothesis:

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Se ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ])

Then

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :
(Ue ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[la,lb,T ])

holds.
If s1 throws an exception and the type of the exception is less than T then Q′e ∧ τ(excV ) ¹ T

holds. et′ is defined as et + [la, lb, lc, T ]. Then Eet′[la,lb,T ] = lc. We have to prove that:

Q′e ∧ excV 6= null ∧ τ(excV ) ¹ T ∧ s(0) = excV ⇒ Elc (3)
(∀ T : Type− {T} : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Ue ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[la,lb,T ]
(4)
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(4) holds from the hypothesis. (3) holds because Elc ≡ shift(Q′
e) ∧ excV 6= null ∧ τ(excV ) ¹

T ∧ s(0) = excV and shift(Q′e) = Q′
e due to Q′e does not refer to the stack.

Then, we can apply the induction hypothesis and we get:

∀ l ∈ la ... la end : ` {El} Il

Applying a similar reasoning we can apply the second induction hypothesis and we get:

∀ l ∈ {ld, ...ld end} : ` {El} Il

We can prove { Qn } lb : goto m[next] by using the hypothesis. Finally we can prove
{ Elc } pop e using wp1

p definition.
Joining the proofs, we get

∀ l ∈ la ... ld : ` {El} Il

2

A.7 Throw Translation

The translation of throw statement was presented in section 6.9.2 on page 39.
We have to prove:

` {Pn[e/excV ]} throw e { Q } ∧

[(Ila ...Ilb), et1] = ∇S

(
{Pn[e/excV ]} throw e { Q }, m

[
start → la

next → lb+1

]
, f, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Qe ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
false ⇒ Em[next]

) ∧
⇒
∀ l ∈ la ... lb : ` {El} Il

where

Q ≡





(X = normal ⇒ false) ∧
(X = break ⇒ false) ∧
(X = exc ⇒ Pn)





` {Ela} Ila holds because of the definition of wp1
p. ` {Elb} Ilb holds by theorem hypothesis and

also the definition of wp1
p.

2

A.8 Translation of Finally statements for Java

The translation of finally statement was presented in section 6.9.3 on page 40.
We have to prove:
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` {Pn} try s1 finally s2 { V } ∧
[
(Ila ...Ilg ), et3

]
= ∇S

(
{Pn} try s1 finally s2 { V }, m

[
start → la

next → lg+1

]
, f, et

)
∧

(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Q′e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet[la,lb,T ]) ∧(
Q′n ⇒ Em[next]

) ∧
¬((Q′

b ∨ Rb) ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

((Q′
b ∨ Rb) ⇒ A1

b) ∧ (Bk
b ⇒ Em[break]) ∧

(∀ eti = r1
i + r2

i + ... + rm
i : (r1

i ∩ r2
i ∩ ... ∩ rm

i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ ((Q′b ∨ Rb) ⇒ Em[break])




⇒
∀ l ∈ la ... lg : ` {El} Il

Let m′ : Event → Label be a mapping function defined as:

m′ = m
[

next → lb
]

Let f ′ be a list of Finally defined as:

f ′ = [{T} s2 {U} , getExceptions(la, lb, et)] + f

Let et′ be an exception table defined as:

et′ = et + [la, lb, ld, any]

By the induction hypothesis, we get:

` {Pn} s1 { S } ∧
[(Ila ...Ila end

), et1] = ∇S ({Pn} s1 { S }, m′, f ′, et′ ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Qe ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′[la,lb,T ]) ∧
(Qn ⇒ Elb) ∧
¬(Qb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ Qb ⇒ Em′[break])




⇒
∀ l ∈ la ... la end : ` {El} Il
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We have:
` {Pn} s1 {S}

Due to et′ = et + [la, lb, ld, any], then et′[la, lb, T ] = ld, ∀ T : Type : ((T ¹ Throwable) ∨ (T ≡
any)). Then we have to prove that:

(
Qe ∧ τ(excV ) ¹ T ∧
excV 6= null ∧ s(0) = excV )

)
⇒

(
shift(Qe)[eTmp/excV ] ∧
∧ eTmp = excV

)

The implication holds due to Qe does not refer to the stack and then shift(Qe) ≡ Qe.
To be able to apply the first induction hypothesis, we need to prove:

¬(Qb ⇒ false) ⇒


f 6= ∅ ⇒ ∀i ∈ 1..k :




(` {Ai} si {Bi} ∧ (Bi
b ⇒ Ai+1

b ) ∧
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eeti[T ] ) ∧

(Qb ⇒ A1
b) ∧ (Bk

b ⇒ Em′[break]) ∧
(∀ eti = r1

i + r2
i + ... + rm

i : (r1
i ∩ r2

i ∩ ... ∩ rm
i = ∅) ∧ (eti ⊆ et))




f = ∅ ⇒ Qb ⇒ Em′[break])




Let et′′i be the exception table for the current finally block. et′′i = getExceptions(la, lb, et).
Using the definition of f’, we need to prove:

1. Qb ⇒ A0
b

2. Bk
b ⇒ Em′[break]

3. B0
b ⇒ A1

b

4.
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Bi
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′′i [T ] )

5. (∀ et′′i = r1
i + r2

i + ... + rm
i : (r1

i ∩ r2
i ∩ ... ∩ rm

i = ∅) ∧ (et′′i ⊆ et))

1. Qb ⇒ A0
b holds due to A0

b ≡ Qb.

2. Bk
b ⇒ Em′[break] holds because Bk

b is the same than the theorem hypothesis and the
implication holds in the theorem hypothesis.

3. B0
b ⇒ A1

b : from theorem hypothesis, we know that (Q′b ∨ Rb) ⇒ A1
b . B0

b ≡ Q′b then
Q′b ⇒ A1

b

4. We have to prove
(∀ T : Type : ((T ¹ Throwable) ∨ (T ≡ any)) :

(Q′
e ∧ excV 6= null ∧ s(0) = excV ) ⇒ Eet′′i [T ]

because B0
b ≡ Q′e. We get the exceptions lines of et′′i from et. Then the implication can be

proved by hypothesis.

5. This holds from the definition of getExceptions because it returns different exception lines.

Now, we can apply the first induction hypothesis and we get:

∀ l ∈ la ... la end : ` {El} Il

Applying a similar reasoning than the proof for try and catch statements we get:

∀ l ∈ {lb, ...lg} : ` {El} Il

Joining the proofs, we get
∀ l ∈ la ... lg : ` {El} Il

2
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B Appendix: Logic for finally statements in C# and its
translation

B.1 Finally Rule for C#

As we mentioned in section 3.5.2, the C# compiler does not allow one to write break statements
inside of finally clauses. Due to this, we do not need to consider that the statement s2 executes
a break. The postcondition of s2 for the break case, is always X = break ⇒ false. The rule is
similar to the rule presented in 3.5.2 (finally statements in Java) but s2 never executes a break.

n
P
o

s1

8
>><
>>:

(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧
(X = exc ⇒ Qe)

9
>>=
>>;

8
>>>>>>><
>>>>>>>:

(Qn ∧ XTmp = normal) ∨
(Qb ∧ XTmp = break) ∨0
BB@

(Qe[eTmp/excV ] ∧
XTmp = exc ∧
eTmp = excV )

1
CCA

9
>>>>>>>=
>>>>>>>;

s2

8
>>>>>>><
>>>>>>>:

(X = normal ⇒

0
BB@

(Q′n ∧ XTmp = normal) ∨
(Q′b ∧ XTmp = break) ∨
(Q′e ∧ XTmp = exc)

1
CCA) ∧

(X = break ⇒ false) ∧
(X = exc ⇒ Q′e)

9
>>>>>>>=
>>>>>>>;

{
P

}
try s1 finally s2





(X = normal ⇒ Q′n) ∧
(X = break ⇒ Q′b) ∧
(X = exc ⇒ Q′e)





B.2 Translation of finally statements for C#

Let S, T, U, V be

S ≡




(X = normal ⇒ Qn) ∧
(X = break ⇒ Qb) ∧

(X = exc ⇒ Qe)





T ≡





(Qn ∧ XTmp = normal) ∨
(Qb ∧ XTmp = break) ∨


(Qe[eTmp/excV ] ∧
XTmp = exc ∧
eTmp = excV )








U ≡




X = normal ⇒




(Q′
n ∧ XTmp = normal) ∨

(Q′
b ∧ XTmp = break) ∨

(Q′
e ∧ XTmp = exc)


 ∧

(X = exc ⇒ Re)





V ≡




(X = normal ⇒ Q′
n ) ∧

(X = break ⇒ Q′
b ) ∧

( X = exc ⇒ (Q′e ∨ Re) )





Let m1 be an mapping function, and et′, et′′ be exception tables
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m1 ≡ m
[

next → lb
]

et′ = et + [la, lb, ld, any]
et′′ = getExceptions(la, lb, et

′)3

[BS1 , et1] = ∇S

(
Tree1{

Pn

}
s1

{
S

} , m1 ,

[
Tree2{

T
}

s2

{
U

} , et′′
]

+ f, et′
)

[BS2 , et2] = ∇S

(
Tree2{

T
}

s2

{
U

} , m

[
start → lb
next → lc

]
, f, et1

)

bgoto = {Q′n} lc : goto m[next]

bpop =





shift(Qe) ∧
excV 6= null
∧ s(0) = excV



 ld : pop eTmp

[B′
S2

, et3] = ∇S

(
Tree2{

T
}

s2

{
U

} , m

[
start → le
next → lf

]
, f, et2

)

bpushv =
{

Q′n ∨ Q′b ∨ Q′e
}

lf : pushv eTmp

bathrow =
{

(Q′
n ∨ Q′

b ∨ Q′
e)

∧ s(0) = eTmp

}
lg : athrow

∇S




Tree1{
Pn

}
s1

{
S

} Tree2{
T

}
s2

{
U

}

{
Pn

}
try s1 finally s2

{
V

} , m, f, et




=

[ BS1 + BS2 + bgoto + bpop + B′
S2

+ bpushv + bathrow , et3 ]

Proof of theorem 1: case finally statements for C#
The proof is similar to the proof of finally statements for Java.
2

3getExceptions returns the exceptions of the exception table et′ between la and lb. It returns at most one
exception line for every type.


