DISS. ETH NO. 32317

FORMALLY VERIFYING
PRE-EXISTING REAL-WORLD PROGRAMS

A thesis submitted to attain the degree of

DOCTOR OF SCIENCES
(Dr. sc. ETH Zurich)

presented by

JOAO CARLOS MENDES PEREIRA

born on 19.12.1996

accepted on the recommendation of

Prof. Dr. Peter Miiller, examiner
Prof. Dr. David Basin, co-examiner
Prof. Dr. Marieke Huisman, co-examiner

Dr. Aymeric Fromherz, co-examiner

2026






Abstract

Software plays a crucial role in nearly every area of modern life, from communications and banking to
national defense and transportation, and faulty software is a serious threat to the reliability and security of
critical infrastructures. Program verification offers a principled solution to define and establish the correctness
of computer programs. Over the past decades, several efforts have produced all kinds of verified programs,
including operating systems, compilers, distributed systems, and cryptographic libraries. With few exceptions,
however, these systems were written from the very beginning with verification in mind. To make verification
tractable, such efforts tend to restrict the programming language in which the program is written, rely on
code extraction, or constrain the structure of the program. Such compromises are unsuitable for verifying
pre-existing programs, where the code has been written by software engineers who are not verification
experts and who are unwilling to give up the flexibility of their programming languages.

This thesis advances the state of the art in verifying crucial properties of pre-existing, real-world codebases
written in general-purpose programming languages, working within the paradigm of SMT-based deductive
verifiers and separation logic. It addresses three key challenges that arise when the implementation predates
its verification: (1) organizing the verification of a large, pre-existing codebase that is optimized, concurrent,
and not shaped for verification; (2) taming the verification performance of SMT-based verifiers, which suffer
from long, unpredictable verification times and proof instability that are aggravated by large codebases;
and (3) specifying and verifying programs that use complex language features that production code relies on
but state-of-the-art verifiers do not support well, with a particular focus on global variables and static
initializers.

Addressing the first challenge, we present a methodology for structuring the verification of a large pre-existing
system. We applied this methodology on VerifiedSCION, a multi-year effort to verify the data plane of the
SCION Internet architecture, from its protocols down to its open-source Go implementation, yielding the first
formally verified full-fledged Internet router. The methodology soundly combines protocol verification by
refinement with code-level separation-logic verification, linking the two through an automatically generated
specification of the router’s I/O behavior. This decomposition made it possible for two independent teams to
work in parallel, one on proving network-wide security properties of the protocol, and the other on proving
the correctness of the pre-existing implementation, consisting of roughly 4,700 lines of concurrent Go code
that was not restructured for verification. In the process, we uncovered various bugs and vulnerabilities that
had escaped extensive prior review and testing.

Addressing the second challenge, we contribute a set of complementary strategies for improving the verification
performance of SMT-based verifiers, centered on minimizing and managing the verification context and on
selecting the verification algorithms that generate the proof obligations. These strategies were crucial to
overcoming the verification performance problems we found in VerifiedSCION. We report on the strategies we
adopted and remark that context management also improves proof stability. Finally, we provide an empirical
analysis of where verification time is spent, identifying bottlenecks that may inform future research.

Addressing the third challenge, we present the first practical, language-agnostic technique for modularly
verifying programs that use global state and static initialization. This feature is pervasive in languages such
as Go and Java, and no satisfactory solution existed previously. Built on concurrent separation logic, our
technique uses module invariants to specify properties of the global state and a notion of initialization levels
to determine when an invariant may be soundly assumed, regardless of the exact timing of the initialization.
We formalize it as a program logic, prove its soundness, and implement it in verifiers for both Go and Java.

Together, these contributions show that the verification of crucial properties of real-world software is feasible
without rewriting it for verification, and they distill techniques and lessons that we believe generalize to
other large verification efforts.






Zusammenfassung

Software spielt in nahezu jedem Bereich des modernen Lebens eine entscheidende Rolle, von der Kommu-
nikation und dem Bankwesen bis hin zur Landesverteidigung und dem Verkehrswesen, und fehlerhafte
Software stellt eine ernsthafte Bedrohung fiir die Zuverlédssigkeit und Sicherheit kritischer Infrastrukturen
dar. Programmuverifikation bietet eine fundierte Losung, um die Korrektheit von Computerprogrammen
zu definieren und nachzuweisen. In den vergangenen Jahrzehnten haben verschiedene Projekte die un-
terschiedlichsten verifizierten Programme hervorgebracht, darunter Betriebssysteme, Compiler, verteilte
Systeme und kryptografische Bibliotheken. Bis auf wenige Ausnahmen wurden diese Systeme jedoch von
Beginn an unter Riicksichtnahme auf deren Verifikation entworfen. Um die Verifikation handhabbar zu
machen, wird in solchen Bestrebungen oft die Programmiersprache, in der das Programm geschrieben
ist, eingeschrankt, auf Codeextraktion gesetzt oder die Struktur des Programms beschrankt. Derartige
Kompromisse sind allerdings nicht geeignet fiir die Verifikation bereits bestehender Programme, deren Code
von Softwareentwicklern geschrieben wurde, die keine Verifikationsexperten sind und die nicht bereit sind,
die Flexibilitdt ihrer Programmiersprachen aufzugeben.

Diese Arbeit treibt den Stand der Technik bei der Verifikation wichtiger Eigenschaften bereits bestehender,
realer Codebasen voran, die in Allzweck-Programmiersprachen geschrieben sind, und bewegt sich dabei
im Paradigma SMT-basierter deduktiver Verifizierer und der Separationslogik. Sie behandelt drei zentrale
Herausforderungen, die entstehen, wenn die Implementierung ihrer Verifikation zeitlich vorausgeht: (1) die
Organisation der Verifikation einer grossen, bereits bestehenden Codebase, die optimiert und nebenldufig ist
und nicht fiir die Verifikation zugeschnitten wurde, (2) die Bindigung der Verifikationsperformanz SMT-basierter
Verifizierer, die unter langen, unvorhersehbaren Verifikationszeiten und Beweisinstabilitit leiden, welche
durch grosse Codebases noch verschérft werden, und (3) die Spezifikation und Verifikation von Programmen, die
komplexe Sprachfeatures nutzen, auf die sich in der Praxis verwendeter Code stiitzt, die aber von modernsten
Verifizierern nur unzureichend unterstiitzt werden, mit besonderem Augenmerk auf globale Variablen und
statische Initialisierer.

Zur Bewiltigung der ersten Herausforderung stellen wir eine Methodik zur Strukturierung der Verifikation
eines grossen, bereits bestehenden Systems vor. Wir haben diese Methodik auf VerifiedSCION angewandt,
ein iiber mehrere Jahre laufendes Vorhaben zur Verifikation der Datenebene der SCION-Internetarchitektur,
von ihren Protokollen bis hinunter zu ihrer Open-Source-Implementierung in Go, woraus der erste formal
verifizierte vollwertige Internet-Router hervorging. Die Methodik kombiniert auf fundierte Weise die
Protokollverifikation durch Verfeinerung mit der Verifikation auf Codeebene mittels Separationslogik und
verbindet beide tiber eine automatisch generierte Spezifikation des Eingabe-Ausgabe-Verhaltens des Routers.
Diese Aufteilung ermoglichte es zwei unabhéngigen Teams, parallel zu arbeiten: das eine am Nachweis
netzwerkweiter Sicherheitseigenschaften des Protokolls, das andere am Nachweis der Korrektheit der bereits
bestehenden Implementierung, die aus rund 4700 Zeilen nebenldufigen Go-Codes besteht, der nicht fiir die
Verifikation umstrukturiert wurde. Dabei deckten wir verschiedene Fehler und Schwachstellen auf, die einer
umfangreichen vorangegangenen Begutachtung und Erprobung entgangen waren.

Zur Bewiltigung der zweiten Herausforderung steuern wir eine Reihe komplementédrer Strategien zur
Verbesserung der Verifikationsperformanz SMT-basierter Verifizierer bei, die auf die Minimierung und Verwal-
tung des Verifikationskontexts sowie auf die Auswahl der Verifikationsalgorithmen abzielen, welche die
Beweisverpflichtungen erzeugen. Diese Strategien waren entscheidend, um die Verifikationsperformanzprob-
leme zu tiberwinden, die wir in VerifiedSCION vorgefunden haben. Wir berichten {iber die von uns gewéhlten
Strategien und merken an, dass die Kontextverwaltung auch die Beweisstabilitit verbessert. Schliesslich liefern
wir eine empirische Analyse dartiber, wo Verifikationszeit verbraucht wird, und identifizieren Engpasse, die
zukiinftige Forschung anleiten.

Zur Bewiltigung der dritten Herausforderung stellen wir die erste praxistaugliche, sprachunabhingige
Technik zur modularen Verifikation von Programmen vor, die globalen Zustand und statische Initialisierung
verwenden. Dieses Merkmal ist in Sprachen wie Go und Java allgegenwiértig, und bislang existierte keine
zufriedenstellende Losung. Aufbauend auf nebenldufiger Separationslogik nutzt unsere Technik Modulinvari-
anten, um Eigenschaften des globalen Zustands zu spezifizieren, sowie ein Konzept von Initialisierungsebenen,
um zu bestimmen, wann eine Invariante korrekt angenommen werden darf, unabhéingig vom genauen



Zeitpunkt der Initialisierung. Wir formalisieren sie als Programmlogik, beweisen ihre Korrektheit und
implementieren sie in Verifizierern sowohl fiir Go als auch fiir Java.

Zusammengenommen zeigen diese Beitrdge, dass die Verifikation entscheidender Eigenschaften realer
Software moglich ist, ohne diese fiir die Verifikation neu zu schreiben, und sie destillieren Techniken und

Erkenntnisse heraus, die sich unserer Auffassung nach auf andere grosse Verifikationsvorhaben {ibertragen
lassen.
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Introduction

Software plays a crucial role in nearly every area of human activity,
such as communications, banking, national defense, transportation, and
commerce. Faulty software poses a serious threat to the reliability and
security of critical computing infrastructures and can lead to catastrophic
system failures and devastating attacks. In light of this problem, substan-
tial progress has been made over the past decades on the theory and
tools for program verification, the area of computer science concerned with
specifying what software components should do and mathematically proving
that they do it.

By the time I started my doctoral studies in September 2020, several major
software verification projects had already been completed in different
areas. In the area of operating systems, the seL4 project [1] and the
attempt to verify parts of the Hyper-V hypervisor [2] pioneered such
large verification efforts, followed later by CertiKOS [3]. There are also
verified compilers, including CompCert [4] and CakeML [5]. In the
area of distributed systems, IronFleet [6], Verdi [7], and Velisarios [8]
respectively verified the Paxos, Raft, and PBFT distributed consensus
protocols. The Everest project successfully verified the implementations
of security protocols [9-11] and cryptographic libraries [12, 13].

In all of the listed efforts, with the notable exception of Hyper-V, the
system under verification was written from the very beginning with
verification in mind. While program verification is a hard problem,
projects that combine software development and verification often adopt
solutions that make compromises in favor of simplifying verification,
such as (1) severely restricting the set of language features that are
allowed [1] (e.g., disabling function calls through function pointers),
(2) using code extraction to obtain implementations from higher-level
languages, which prevents users from safely modifying the generated
code [14, 15], and (3) restricting the structure of the program to make it
amenable to verification [6, 16] (e.g., to syntactically structure programs
as state machines).

These strategies take a clean-slate approach to software development
and verification, and thus, they are unsuitable for verifying pre-existing
codebases written by software engineers who are not experts in program
verification and who may be unwilling to sacrifice the flexibility provided
by their programming languages of choice. The compromises introduced
by these approaches motivated this thesis, whose main goal is to en-
able the successful and productive verification of crucial properties
of pre-existing codebases written in general-purpose programming
languages.

This thesis presents my contributions towards this goal. In particular, it is
concerned with three major challenges: (1) organizing verification efforts
in pre-existing codebases, (2) ensuring that verification performance
is acceptable, and (3) verifying programs that use global state and
static initializers, a common feature for which no satisfying solution
previously existed. We elaborate on these challenges in Section 1.1 and
the contributions in Section 1.2.

The work developed in this thesis is contained within the paradigm of
semi-automated verifiers backed by SMT solvers such as Dafny [17] and
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1: The frame problem consists of effi-
ciently specifying, in a method’s contract,
an upper bound on the set of memory
locations that the method may modify.

Viper [18], in which proof annotations are integrated directly into the code
of the system under verification and proof obligations are discharged by
an SMT solver such as Z3 [19]. Furthermore, it sits in the paradigm of
separation logic [20] and related logics such as implicit dynamic frames [21],
which address the frame problem! in software verification and naturally
extend to concurrent programs.

1.1 Challenges

This thesis advances the state of the art in verifying pre-existing codebases
that were not originally developed in combination with their verification
efforts. To achieve that, this dissertation addresses the following three
main challenges:

Challenge 1: Structuring the verification of pre-existing codebases.
Pre-existing codebases not developed with verification in mind pose sev-
eral challenges. Such codebases tend to be large, optimized, concurrent,
and to make heavy use of features like aliasing to minimize memory
consumption and copying. They are developed by teams that are not
verification experts, and their structure reflects engineering concerns
rather than verification convenience. Verifying pre-existing codebases
prevents the adoption of strategies that significantly simplify the ver-
ification task, such as the co-development of the implementation and
its verification with a program structure amenable to verification. Large
changes to the code are strongly discouraged by their developers, and
thus, verification needs to take into account the current implementa-
tion in all its complexity. When the system implements a protocol, an
additional challenge arises: code-level verification must be connected
to protocol-level models, even though the code was not structured to
mirror those models. Finally, the scale of verifying a large pre-existing
system raises organizational challenges: decomposing a large verification
project into manageable tasks, distributing work over different teams,
and coping with the changes that are inevitable in any actively developed
software project.

Challenge 2: Taming the verification performance of SMT-based pro-
gram verifiers. SMT-based program verifiers owe much of their automa-
tion to the underlying SMT solvers, but this reliance is also the source of
two major usability problems: unpredictable and long verification times and
proof instability. Long verification times disrupt the iterative workflow of
interactive proof development: when a single verifier run takes many
minutes—or appears to have diverged—proof authors are forced to
context switch, slowing progress considerably. Proof instability, whereby
seemingly innocuous changes to the source program or its specification
(e.g., renaming a variable) alter the verification results, forces authors to
revisit and stabilize previously completed proofs. The causes of instability
are hard to isolate because their effects can be non-local and are highly
dependent on the internal state of the verifier. Two characteristics of
real-world codebases exacerbate these issues. First, large functions with
many control-flow paths lead to an explosion in the number of cases that
verifiers must explore. Second, large verification contexts—comprising
user-provided definitions as well as axioms generated to model the se-
mantics of the language—can degrade both performance and stability of
SMT solvers. These problems frustrate even experienced proof engineers,



as they are hard to isolate and debug, and they may severely slow down
verification efforts.

Challenge 3: Specifying and verifying code that uses complex language
features. Production code tends to use the full range of features pro-
vided by the programming language in which it is written, including
features that are convenient for developers but hard to reason about
formally and modularly, such as closures and higher-order functions, con-
currency primitives, and global state with its associated static initializers.
Global state and static initialization, in particular, are pervasive in imper-
ative and object-oriented languages such as Go and Java, where they are
used routinely. As discussed at the beginning of this chapter, clean-slate
verification projects often cope with such features by simply avoiding
them: they restrict the set of language features that may be used, or
impose a program structure that sidesteps the constructs that are difficult
to reason about. This option is not available when verifying pre-existing
codebases. The code already exists and was written by developers who
relied on these features deliberately—typically for good reasons, such as
performance, modularity, or expressiveness—and who are unwilling to
stop using them merely to accommodate a verifier. Removing or rewriting
these constructs would require precisely the kind of invasive changes
that, as argued in Challenge 1, must be kept to a minimum. Supporting
these features is therefore unavoidable, yet some of them are still not
satisfactorily supported by state-of-the-art verifiers. One such example
is the support for modularly reasoning about global variables and their
initialization (using static initializers), which we focus on in this thesis.
A verifier that aspires to handle real-world code must provide sound
and practical support for the features that developers actually use, rather
than expecting the code to be restricted to a verification-friendly subset
of the language.

1.2 Contributions

This dissertation presents my contributions towards addressing the
three challenges listed in the previous section. Importantly, all of these
contributions have been applied in VerifiedSCION, a large verification
effort to prove the correctness of the data plane of the SCION Internet
Architecture [22] — briefly introduced in Section 3.2 — from the protocols
to its open-source implementation in Go. The contributions of this thesis
are as follows:

Contribution 1: A methodology for structuring the comprehensive
verification of a pre-existing, real-world system. Addressing Chal-
lenge 1, Chapter 3 presents the first comprehensive formal verification
of a full-fledged Internet router, establishing both system-wide protocol
security properties and local code properties for the SCION border router,
the component of SCION implementing the data plane. The central con-
tribution is a methodology for structuring such an effort: we decompose
the project along the protocol/code boundary using the Igloo methodol-
ogy [23], which soundly combines protocol verification by refinement
(carried out in Isabelle/HOL) with code verification based on separation
logic (carried out in Gobra). The two lines of reasoning are linked by
a program specification that is automatically generated from the most
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concrete protocol model and that completely describes the router’s al-
lowed I/O behavior. This decomposition allowed two teams to work in
parallel with the best tool for each task, enabling network-wide security
properties (path authorization, loop freedom, and valley freedom) to
be soundly transferred to the executing code, and made it possible to
verify roughly 4,700 lines of optimized, concurrent Go code written by an
independent team, without optimizing it for verification. Along the way,
the verification uncovered and fixed bugs and vulnerabilities in both the
protocol and its implementation that had escaped extensive prior review
and testing. We distill the techniques and processes used to decompose
a multi-year effort into manageable, reusable tasks into lessons learned
that we believe generalize to other large verification projects.

Contribution 2: Strategies for improving the verification performance
of SMT-based verifiers. ToaddressChallenge 2, Chapter 4 presents a set
of complementary strategies for keeping verification performance under
control, centered on minimizing and managing the verification context (e.g.,
automatically pruning the proof context and the outline statement) and
onselecting the verification algorithms that shape the proof obligations Gobra
emits. We report on which strategies proved most effective in practice
and observe that the context-management techniques also improve proof
stability. Finally, we contribute an empirical analysis of where Gobra
spends its time on VerifiedSCION, identifying the current performance
bottlenecks. This provides a starting point for future research on the
performance and stability of SMT-based verifiers, especially those that
use separation logic. While the analysis targets Gobra, the strategies
(particularly those based on context management) carry over to other SMT-
based verifiers facing sufficiently complex codebases and specifications.

Contribution 3: A practical, language-agnostic technique for verifying
programs with global variables and static initialization. In the context
of Challenge 3, we were confronted with verifying code that uses global
variables and static initializers in VerifiedSCION. Chapter 5 presents the
first practical, modular verification technique for programs that use global
state and static initialization, a feature that is pervasive in mainstream
languages such as Go and Java yet for which no satisfactory verification
solution previously existed. The technique builds on concurrent separa-
tion logic and specifies global state with module invariants, while a notion
of initialization levels establishes a partial order on modules and methods
that determines when an invariant may soundly be assumed, irrespective
of when exactly the module initializer runs. The technique makes only
minimal assumptions about the initialization semantics, which makes it
applicable to a wide range of languages, including C++, C#, Go, Java, and
Scala. We formalize this technique as a program logic and implement it
in two verifiers, one for Go and another for Java, which demonstrates that
our solution can be implemented in languages with different initializa-
tion semantics, and demonstrate its flexibility on a range of challenging
examples, including the Verified SCION codebase.

1.3 Publications

During my doctoral studies, I contributed to various publications, which
I list here.

Chapter 3 is mostly based on the following conference article:



Jodo Pereira, Tobias Klenze, Sofia Giampietro, Markus Limbeck,

Dionysios Spiliopoulos, Felix Wolf, Marco Eilers, Christoph Sprenger,
David Basin, Peter Miiller, Adrian Perrig.

Protocols to Code: Formal Verification of a Secure Next-Generation
Internet Router

In CCS 2025[24]

Received a Distinguished Artifact Award

Chapter 3 is also based on the two chapters I co-authored [25, 26] for the
following book:

Laurent Chuat, Markus Legner, David Basin, David Hausheer, Samuel Hitz,
Peter Miiller, Adrian Perrig.

The Complete Guide to SCION: From Design Principles to Formal
Verification

By Springer (2022)

Chapter 5 is based on the following conference article:

Jodo Pereira, Isaac van Bakel, Patricia Firlejczyk, Marco Eilers, Peter Miiller.
Modular Reasoning about Global Variables and Their Initialization
In OOPSLA 2025[27]

Chapter 4 provides novel material that we plan to submit to a relevant
conference.

The work in this dissertation has been conducted in close collaboration
with several researchers and students. The following paragraphs describe
these collaborations and my part in them.

Chapter 3 is the result of a long collaboration between the Network
Security Group, the Information Security Group, and the Programming
Methodology Group at ETH Zurich. I led the efforts to verify the open-
source implementation of the SCION border router and prove that the
router implementation refines the models of the protocol developed by the
Information Security Group. To that end, I was the main contributor to the
verified codebase, provided a large part of the proofs, and determined how
the proof effort was to be organized. Dionysios Spiliopoulos contributed
immensely to the proofs, as well as the students we supervised together
— especially Markus Limbeck. Together with Felix A. Wolf, I supervised
two students — Luca Halm and Lino Telschow — who contributed to
early attempts at verifying the codebase. Their attempts gave us valuable
information on how to organize our specifications and verification efforts.
The work carried out so far to verify secure information flow in the
SCION router was done by Henri Inndorf under my close supervision.
To make it possible to verify the codebase without major changes, the rest
of the Gobra team and I implemented support for the Go features used
in the codebase. Marco Eilers contributed crucial low-level optimizations
to the symbolic execution engine used by Gobra, which was essential to
keeping verification performance under control.

Chapter 4 describes various strategies to improve the verification per-
formance of Gobra. Two of these strategies (automatically pruning the
verification context and the outline statements) were initially introduced
by Luca Halm during his bachelor’s thesis, under the close supervision of
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[28]: Jung et al. (2018), Iris from the ground
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me and Felix A. Wolf, and were later reimplemented by Felix, whereas the
support for the various configurations was contributed by the Viper team
— especially, Malte Schwerhoff with his student, Fabian Bosiger, and
Marco Eilers. This chapter contains my observations on which strategies
were the most effective in managing the verification performance in the
VerifiedSCION project. It provides an evaluation and analysis that were
designed and carried out by me, with contributions from Florian Marek
as a result of his Summer Fellowship at ETH Zurich in 2025.

The work discussed in Chapter 5 resulted directly from the need to
support global variables and their initialization in Gobra to verify the
SCION router. I designed and implemented various solutions to support
this feature in Gobra, and realized that a language-agnostic approach
for the implementation of these features in different programming lan-
guages could be devised, with only a few reasonable assumptions on
the programming language. To that end, I and Marco Eilers super-
vised the bachelor’s thesis of Patricia Firlejczyk, who came up with a
language-agnostic solution for single-threaded programs. I generalized
this solution to multi-threaded programs, after realizing that any pro-
gram could be modeled as a multi-threaded program where each static
initializer is modeled as a separate thread and every access to global
variables may potentially synchronize the thread performing the access
and the initializer thread. I implemented the approach described in this
chapter in Gobra, and Marco implemented it in VerCors. After asking
“How hard can it be?” in a casual chat at OPLSS 2024, Isaac van Bakel
provided a formalization of our ideas in the Iris separation logic [28],
including a formalization of the absence of initialization cycles, and
proved the soundness of the approach. In the process, he identified
various unsoundnesses in the different versions of the program logics. In
the end, it was harder than he expected.

Publications beyond this dissertation

Besides the work that directly contributed to this dissertation, I con-
tributed to the following publications, which were led by other re-
searchers:

Felix Wolf, Linard Arquint, Martin Clochard, Wytse Oortwijn,
Jodo Pereira, Peter Miiller.

Gobra: Modular Specification and Verification of Go Programs
In CAV 2021[29]

Aurea Bild, Jodo Pereira, Peter Miiller.

A Refinement Methodology for Distributed Programs in Rust
In OOPSLA 2025[30]

Received a Distinguished Artifact Award

1.4 Outline

The remainder of this thesis is structured as follows. Chapter 2 provides
the necessary background on the Gobra verifier and introduces the spec-
ification and verification concepts used throughout the thesis. Chapter 3
presents the verification of the SCION border router. It describes the
architecture of the verification effort, including the decomposition into



protocol-level and code-level verification, and reports on the results
and lessons learned. Chapter 4 focuses on the verification performance
challenges encountered during the VerifiedSCION project. It presents
strategies for managing verification times and proof context, and pro-
vides an empirical analysis of the performance bottlenecks in Gobra.
Chapter 5 addresses the challenge of verifying programs that use global
variables and static initialization. It presents a language-agnostic verifica-
tion technique, its formalization, and its implementation in two verifiers.
The thesis concludes with a discussion of the results, their implications,
and directions for future work.

1.4 Outline

7






A primer on the Gobra verifier

In this chapter, we present the Gobra [29] verifier, which was used
throughout the thesis. This chapter covers important aspects of the tool,
especially its approach to verifying the memory safety and correctness
of heap-manipulating Go programs, which is relevant background for
the chapters that follow.

Gobra is an automated, modular verifier for heap-manipulating, con-
current Go programs. It supports a large subset of Go, including Go’s
interfaces and many primitive data structures. Gobra verifies memory
safety, crash safety, data-race freedom, and partial correctness based on
user-provided specifications. Gobra uses implicit dynamic frames [21] —
a variant of separation logic [31, 32] — to specify and prove properties
about heap-allocated data structures, which uses the notion of permissions
(Section 2.3) to identify all memory locations that may be safely accessed
by a function.

Gobra takes as input a Go program extended with annotations such as
pre and postconditions and loop invariants, as well as new top-level
definitions used for specification and verification purposes such as
predicates (Section 2.4) and implementation proofs (Section 2.6). Gobra
accepts two kinds of inputs (and their combination): Go programs with
specifications and proof annotations provided as comments that start
with the string //@ or are delimited by the markers /*@ and @+/, and
Gobra programs, which have the same syntax as the annotated Go
programs with the exception that proof annotations do not occur in
comments. In this thesis, we use both input forms — we opt for the latter
form by default, unless we want to emphasize the distinction between
the executable Go code and the user annotations.

Verification in Gobra proceeds by first translating the annotated program
into the Viper intermediate verification language [18], which can then be
verified using one of the two verifiers (a.k.a., backends) for Viper: one
that symbolically executes the program [33] and discharges the program’s
soundness conditions on each path, and another that generates verification
conditions [34] based on the calculus of weakest-preconditions [35]. Both
backends discharge their proof obligations via an SMT solver, specifically
the Z3 solver [19]. In case verification fails, Gobra reports at the level of
the Go program which assertions it could not verify.

The remainder of this chapter is organized as follows: In Section 2.1, we
introduce the basic annotations used to specify functions — pre- and
postconditions, loop invariants, and pure functions. We then explain
how Gobra reasons about termination in Section 2.2. Section 2.3 presents
the features of Gobra to reason about heap-allocated mutable state:
fractional permissions, accessibility predicates, and quantified permis-
sions. Building on permissions, Section 2.4 introduces predicates, which
name parameterized assertions and enable reasoning about recursive
heap structures such as linked lists and trees. Section 2.5 shows how
auxiliary state and code — including the ghost types (sequences, sets,
and multisets) Gobra provides for specification — can be introduced for
verification without affecting the program’s runtime behavior. Section 2.6
explains how to specify and reason about Gobra’s interfaces. Finally,
Section 2.7 covers the verification of concurrent programs, introducing

2.1 Basic annotations . . . .. 10
2.2 Termination ........ 11
2.3 Permissions and heap-

manipulation ....... 12
24 Predicates.......... 14
2.5 Ghostcode ......... 16
2.6 Interfaces .......... 17
2.7 Concurrency . ....... 19

[18]: Miiller et al. (2016), Viper: A Verifi-
cation Infrastructure for Permission-Based
Reasoning

[33]: Schwerhoff (2016), Advancing Auto-
mated, Permission-Based Program Verifica-
tion Using Symbolic Execution

[34]: Heule et al. (2013), Verification Con-
dition Generation for Permission Logics with
Abstract Predicates and Abstraction Func-
tions

[35]: Dijkstra (1975), Guarded commands,
nondeterminacy and formal derivation of
programs

[19]: De Moura et al. (2008), Z3: An effi-
cient SMT solver



10 | 2 A primer on the Gobra verifier

Listing 2.1: Go implementation of the
sum function.

Listing 2.2: sum function specified and
verified in Gobra.

first-class predicates and showing how they are used in the verification
of concurrent programs.

2.1 Basic annotations

We start with a simple function sum computing the sum of the integers
from 0 to n. Listing 2.1 shows a Go implementation and Listing 2.2 the
corresponding annotated version in Gobra.

1 package primer

3 func sum(n int) (sum int) {
4 sum = 0

5 for i :=0; 1 <=n; i++ {
6 sum += i

7 }

8 return sum

9 1}

In addition to the Go code, the annotated version has a specification in
the form of a pre and postcondition, and an invariant for the loop. The
precondition @ <= n restricts the argument n to non-negative values.
A caller of sum has to guarantee this assertion. The postcondition sum
== n * (n+1)/2 expresses an assertion that holds after a call returns,
which has to be guaranteed by the function body. Pre and postconditions
can be split into multiple requires and ensures clauses. The invariant
0 <=1& i <=n+ landsum == i * (i-1)/2is used to verify the
loop. An invariant has to hold before a loop and must hold at the end
of the loop body. Note that the initial statement i := 0 is considered to
happen before the loop. After the loop, we know that the invariant and
the negated loop condition holds.

1 package primer

3 // precondition
4 requires 0 <=n
5 // postcondition
6
7
8

ensures sum == n * (n+l)/2
func sum(n int) (sum int) {
sum = 0

10 // loop invariants
n invariant 0 <=1 && i <=n + 1
12 invariant sum == i % (i-1)/2
13 for i := 0; i <=n; i++ {
14 sum += 1
15 }
16 return sum
17 }

As assertions, Gobra supports Go’s side-effect-free, deterministic boolean
expressions (e.g. X > y + z), implications (==>), conditionals (cond ?
el : e2),separating conjunctions (&&), universal quantifiers (e.g. forall
x int x >= 5 ==> x >= 0),and existential quantifiers (e.g. exists
x int x > 42). More specific assertions, e.g. for the access of heap
locations and interfaces are introduced in subsequent sections.

When a function does not have side-effects, such as modifying heap-
allocated structures, and is deterministic, it may be annotated with a pure
clause. Different from non-pure functions, calls to pure functions can
occur in specifications. For that reason, they are a powerful specification
mechanism. We illustrate pure functions in specifications in Listing 2.3,




where the function isEven is pure and returns whether the argument is
even. The halfRoundedUp function uses isEven in its specification.

1 package primer

decreases
pure func isEven(n int) (res bool) {
return n % 2 ==

N G = W

}

8 ensures isEven(n) ==> res == n / 2

9 ensures !isEven(n) ==>res == n / 2 + 1
10 func halfRoundedUp(n int) (res int) {
1 if isEven(n) {

12 res =n/ 2

13 } else {

14 res=n/2+1

15 }

16 return res

Currently, pure functions have strict syntax constraints: their body must
contain a single return statement that returns a single deterministic
side-effect free expression. Furthermore, pure functions must be proven
to terminate. Thus, we add a decreases clause instructing Gobra to prove
termination as explained in the next section.

Gobra verifies programs modularly, one function at a time. When verify-
ing a call to a (non-pure) function, Gobra reasons solely about the callee’s
specification — its pre- and postcondition — and never inspects its body.
This keeps verification compositional and lets it scale to large code bases,
since each function is verified once and in isolation. Pure functions are
the exception: Gobra also takes their body into account, treating a call to
a pure function as equal to the side-effect-free expression it returns. This
exception enables equational reasoning, as a call to a pure function can
be replaced by the expression it returns wherever it appears.

2.2 Termination

By default, Gobra proves partial correctness, i.e., if a function terminates
then its postcondition holds. To prove fotal correctness, i.e., termination,
a so-called termination measure must be provided in the specifications
of functions and in loops. A termination measure is an expression that
evaluates to a value of a well-founded order (e.g., natural numbers, lists).
For simplicity, we only use natural numbers in this chapter. Gobra proves
that a termination measure decreases in each iteration or recursive call,
which implies that a function or loop terminates. Such a termination
measure can be provided using the decreases keyword as shown in the
following for the sum example.

1 package primer

3 requires 0@ <= n // precondition

4 ensures sum == n *x (n+l)/2 // postcondition
5 decreases

6 func sum(n int) (sum int) {

7 sum = 0

9 invariant 0 <= 1 & 1 <= n + 1

10 invariant sum == i % (i-1)/2

1 decreases n - i

12 for i := 0; 1 <= n; i++ {

13 sum += 1

2.2 Termination 11

Listing 2.3: Specified implementation
of halfRoundedUp. The pure function
isEven used in the specification of
halfRoundedUp.

Listing 2.4: Proving termination of sum
with decreases clauses.
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14 }
15 return sum

16 }

The first decreases clause right above the function signature specifies
that the sum function terminates. Because the sum function does not
recurse, any constant termination measure would be sufficient. Omitting
the termination measure in these cases is a syntactic shorthand for
decreases 0. Since the body of sum contains a loop, we have to prove
that the loop terminates in order to prove that the function terminates.
The annotation decreases n - i specifies a termination measure for
the loop. This expression is greater than or equal to zero and decreases
by one in each loop iteration; thus, the loop terminates.

Besides simple arithmetic expressions, Gobra, like Viper, also supports
more advanced termination measures such as predicate instances, which
we do not discuss here.

Note that while proving total correctness for (impure) functions is op-
tional, Gobra requires proving termination for pure functions and ghost
functions.

2.3 Permissions and heap-manipulation

Gobra uses implicit dynamic frames [21], a variant of separation logic, to
specify and verify programs that manipulate data in the heap. Each mem-
ory address is associated with an access permission. Access permissions
are held by function executions and transferred between functions upon
call and return. A function may access a location or make a call only if
the appropriate permission is held.

Permissions are a powerful reasoning principle that Gobra uses for several
purposes. Since there is only one permission for each location, it is not
possible for two threads to access a location simultaneously, which rules
out data races and thus allows us to reason about code without having
to consider interference by other threads. Gobra’s fractional permissions
[36] allow concurrent read accesses while still ensuring exclusive writes.
Moreover, allocating an array creates one permission per array slot.
Any out-of-bounds access is detected by Gobra since the permission
for the (non-existent) slot is not available. Finally, permissions allow
modular reasoning about side effects. As long as a function holds on to
the permission for a location, no other function can possibly modify this
location. This allows Gobra to preserve properties of locations across
calls.

2.3.1 Accessibility predicate

The permission to access a pointer x is denoted by the accessibility predicate
acc(x). Having permission to a pointer implies that the pointer is not
nil, Go’s version of null. Access predicates are not duplicable resources,
meaning that an accessibility predicate P does not entail P && P, where
&& is a separating conjunction.

The following code snippet declares a type pair, consisting of two integer
fields, and a method incr that increments both fields of a pair pointer
by an integer n.
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1 package primer

3 type pair struct {
4 left, right int
5}

7 // incr requires permission to modify both fields
8 requires acc(&x.left) && acc(&x.right)

9 ensures acc(&x.left) && acc(&x.right)

10 ensures x.left == old(x.left) + n

11 ensures x.right == old(x.right) + n
12 func (x *pair) incr(n int) {

13 x.left +=n

14 x.right +=n

15 }

The function! incr modifies heap locations by assigning to x. left and x.
right. For these assignments, incr requires permissions to the pointers
of the two fields &x . left and &x. right. It gets these permissions from its
precondition acc (&x.left) && acc(&x.right)?. When calling incra
caller has to transfer these permissions to the method. The postcondition
acc(&x.left) && acc(&x.right) specifies that the permissions are
returned to the caller when the call returns. In general, postconditions
are used to express which permissions are transferred back from the
callee to the caller. For pure functions, the permissions transferred back
to the caller are the same as those transferred from the caller (through the
precondition), and thus, they are not repeated in the postconditions.

When modifying the heap it is useful to refer to the old state of the heap.
An old expression, old (e) evaluates the expression e in the state of the
precondition. As such, the postcondition x.left == old(x.left) + n
specifies that after incr returns the value of x. left is equal to the value
of x.left when the function was called plus n.

Below, we show two clients of incr. The function clientl allocates a
pair pointer. When memory is allocated, permissions to the allocated
heap locations are acquired. Afterp := &pair{l,2}, permissions to both
field pointers are held. The call to incr on the subsequent line then uses
these permissions. The assertion at the end checks that p.left == 43
holds after the call.

1 func clientl() {

2 p := &pair{l,2}

3 p.incr(42)

4 assert p.left == 43
5 }

Similar to clientl, client?2 allocates a pair pointer, as well. However,
the allocation happens implicitly. In Gobra, when a local variable is
referenced, it has to be annotated with @ The annotation expresses that
pointers in the program may alias with this variable and thus, accesses
to it must be governed by permissions.

1 func client2() {

2 // variable declaration marked with a @ so that Gobra
3 // allows its reference to be taken

4 x@ := pair{l,2}

5 (&x) .incr(42)

6 assert x.left == 43

7}

Gobra uses fractional permissions [36] to distinguish between permissions
that only allow reading from a memory location, and write permissions.

Listing 2.5: The pair type and an incr
method requiring permissions to its
fields.

1: Strictly speaking, incr is a method in
Go. Methods are special functions in Go
declared with a receiver parameter (x
in the case of incr). Method calls are
written using the dot syntax, e.g., x. incr
(10).

2: As a short-hand, one can write
acc(x) instead of acc(&x.left) &&
acc(&x.right).

Listing 2.6: Client clientl allocating a
pair and calling incr.

Listing 2.7: Client client2 using an @-
annotated variable.

[36]: Boyland (2003), Checking Interference
with Fractional Permissions
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Listing 2.8: Using quantified permis-
sions to specify addToSlice.

Listing 2.9: A client of the addToSlice
function.

A permission amount is a rational number between 0 and 1. Modifying
the value of a heap location requires full permission, denoted as acc(x,
write). Reading from a heap location requires any non-zero permission
amount. Read permissions are usually denoted as fractions, e.g., acc
(x, 1/2). We can also write acc(x, _) for an existentially quantified
positive permission amount.

2.3.2 Quantified permissions

Gobra provides two key mechanisms for specifying permission to a
(potentially unbounded) number of heap locations: recursive predicates
(Section 2.4) and quantified permissions [37].

Quantified permissions enable point-wise specifications, suitable for
modeling heap structures that can be traversed in multiple directions,
random-access data structures such as arrays, and unordered data struc-
tures such as graphs. The basic idea is to allow resource assertions to
occur within the body of a forall quantifier. In our example, function
addToSlice receives a slice s and adds the integer n to each element of
the slice.

1 package primer

3 requires forall k int :: 0 <= k & k < len(s) ==> acc(&s[k])
4 ensures forall k int :: 0 <= k && k < len(s) ==> acc(&s[k])
5 ensures forall k int :: 0 <= k && k < len(s) ==> s[k] == old(s[k]) + n
6 func addToSlice(s []int, n int) {

7 invariant 0 <= 1 && 1 <= len(s)

8 invariant forall k int :: 0 <= k & k < len(s) ==>

9 acc(&s[k])

10 invariant forall k int :: i <= k & k < len(s) ==>

n s[k] == old(s[k])

12 invariant forall k int :: 0 <= k & k < 1 ==>

13 s[k] == old(s[k]) + n

14 for i :=0; i < len(s); i +=1 {

15 s[i] = s[i] + n

16 }

17 }

To be able to change the contents of the slice, the function must have
access to all elements of s. This is provided by the precondition forall
k int 0 <= k & k < len(s) ==> acc(&s[k]) asserting access to
all locations &s[k], where k is a valid index of the slice.

The function below is a client of the addToSlice function. The make call
allocates the permissions required for the call.

1 func addToSliceClient() {

2 s := make([]int, 10)

3 assert forall 1 int :: 0 <=1 & 1 < 10 ==> s[i] == 0
4 addToSlice(s, 10)

5 assert forall i int :: 0 <=1 & i < 10 ==> s[i] == 10
6 }

2.4 Predicates

Predicates give a name to a parameterized assertion. A predicate can
have any number of parameters, and its body can be any self-framing
Gobra assertion using only these parameters as variable names. Predicate
definitions can be recursive, allowing them to denote permission to and
properties of recursive heap structures such as linked lists and trees.




The following snippet defines a type node, representing a node of a linked
list. The predicate list, parameterized by ptr, abstracts the permissions
of a linked list. The predicate body contains permissions to the value
and next fields of the head and, recursively, contains permissions to the
rest of the list if the tail is not empty, that is, if ptr.next != nil.

1 package primer

3 type node struct {
4 value int

5 next *node

6 }

8 pred list(ptr *node) {

9 acc(&ptr.value) &&

10 acc(&ptr.next) &&

11 (ptr.next !'= nil ==> list(ptr.next))
12 }

Predicate instances such as list(ptr) are resources that may be owned
fully or partially by function executions. The full ownsership of a predi-
cate instance acc (list(ptr)) can be expressed succinctly as list(ptr).
Predicate instances can occur in function specifications. In Gobra, pred-
icates are iso-recursive [38], meaning that predicate instances are not
equivalent to their body. As such, the following program does not verify
when uncommenting the second assert statement:

1 requires list(ptr)

2 ensures list(ptr)

3 func testPredFail(ptr * node) {

4 // the following assertion succeeds

5 assert list(ptr)

6 // the following assertion fails

7 // assert acc(&ptr.value) && acc(&ptr.next)
8

To make the snippet verify, Gobra requires an additional unfold an-
notation, telling Gobra to replace a predicate instance with its body.
Conversely, the fold annotation exchanges the predicate body with the
predicate instance. Using unfold, the adapted version of the previous
snippet verifies:

1 requires list(ptr)

2 ensures list(ptr)

3 func testPred(ptr * node) {

4 assert list(ptr)

5 unfold list(ptr) // exchanges list(ptr) with its body

6 assert acc(&ptr.value) && acc(&ptr.next) // succeeds

7 fold list(ptr) // folding back the predicate for the
postcondition

In cases where statements are not allowed (e.g., specifications and bodies
of pure functions), we use unfolding expressions, which temporarily
unfold and fold a predicate instance. For instance, in the body of the
head function below, the only way to acquire access to ptr.value is by
unfolding list(ptr).

1 requires list(ptr)

2 decreases

3 pure func head(ptr *node) int {

4 return unfolding list(ptr) in ptr.value
5

}

The recursive contains function below checks whether a value occurs in
a list. Since the function recurses on the tail of the list, it must be proven
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Listing 2.10: The node type and the re-
cursive list predicate.

[38]: Summers et al. (2013), A Formal Se-
mantics for Isorecursive and Equirecursive
State Abstractions

Listing 2.11: Iso-recursive predicates:
testPredFail does not verify with the
commented assertion uncommented.

Listing 2.12: Using fold and unfold to
manipulate predicate instances.

Listing 2.13: Using an unfolding expres-
sion in the pure function head.
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Listing 2.14: The contains function us-
ing the list predicate as its termination
measure.

Listing 2.15: Using a ghost out-
parameter in contains.

to terminate. We use the list predicate instance itself as the termination
measure: at each recursive call the permission to the (sub-)list is strictly
smaller, which justifies the recursion.

1 requires list(ptr)

2 decreases list(ptr)

3 pure func (ptr *node) contains(value int) bool {

4 return unfolding list(ptr) in

5 ptr.value == value ||

6 (ptr.next != nil && ptr.next.contains(value))
7}

Note that the concrete permission amounts a pure function requires in
its precondition are inconsequential. Since a pure function performs no
heap modifications, any positive permission to the relevant locations
suffices and, because a pure call implicitly returns all the permissions it
received, the chosen amount has no effect on the caller.

Gobra predicates can also be abstract, i.e., have no body, to represent
opaque permissions. Abstract predicates cannot be unfolded.

2.5 Ghost code

Often, introducing additional state, such as additional variables or
arguments is useful for specification and verification. Consider the
following contains function. The function returns whether or not an
element x is contained in a slice s. One way to express that an element
is contained in a slice is to specify that there is an index within the
slice at which the element is stored. In the example, we use the ghost
out-parameter idx, annotated with the keyword ghost, to store this
index, allowing us to write an appropriate postcondition.

1 package primer

3 requires forall k int :: 0 <= k & k < len(s) ==> acc(&s[kl, 1/2)
4 ensures forall k int :: 0 <= k && k < len(s) ==> acc(&s[k], 1/2)
5 ensures isContained ==> 0 <= idx && idx < len(s) && s[idx] == x
6

func contains(s []int, x int) (isContained bool, ghost idx int) {

o]

invariant 0 <= 1 && 1 <= len(s)

9 invariant forall k int :: 0 <= k && k < len(s) ==> acc(&s[k], 1/4)
10 for i :=0; 1 < len(s); i +=1 {

11 if s[i] == x {

12 return true, i

13 }

14 }

16 return false, 0

17 }

Apart from the ghost in and out-parameters, Gobra offers additional
ghost constructs: ghost variables, ghost types, ghost statements, and
ghost methods and functions. A ghost variable is defined via a ghost
declaration. For instance, the statement ghost var x int = 42 declares
a ghost variable x and assigns it 42.

Ghost types such as sequences (seq[T]), sets (set[T]), multisets (mset [

T1), and permission amounts (perm) are mathematical types useful for
specification purposes, supporting common operations such as sequence
concatenation (seql ++ seq2), set union (setl union set2), member-
ship (x in setl), multiplicity (x # setl), sequence length (len(seql)),
and set cardinality (len(setl)).




Ghost if-then-else and loops are used to perform case splits and induc-
tions, respectively. To make an actual statement a ghost statement, we
add the ghost keyword before the statement. Pure ghost functions can be
used to abstract heap state to a mathematical representation. The toSeq
function below takes as parameter a slice and returns a mathematical
sequence containing the elements of the slice. A ghost function or method
is annotated with the keyword ghost. For ghost functions and methods,
all in- and out-parameters are implicitly ghost.

Gobra checks that no ghost code influences actual code. Note that the
opposite does not have to hold. For instance, the value of an actual
variable can be assigned to a ghost variable.

1 ghost

2 requires forall j int :: 0 <= j & j < len(s) ==> acc(&s[jl)

3 ensures len(res) == len(s)

4 ensures forall j int :: {s[j1} {res[j]l} 0 <= j && j < len(s) ==>
5 s[j] == res[j]

6 decreases len(s)

7 pure func toSeq(s []int) (res seql[int]) {

8 return (len(s) == 0 ? seq[int]{} :

9 toSeq(s[:len(s)-11) ++ seq[int]l{s[len(s) - 11})

10 }

2.6 Interfaces

In Go, interfaces consist of sets of method signatures. In Gobra, all these
method signatures additionally have a specification. Furthermore, an
interface can define predicates to abstract over the heap structure of
the underlying dynamic value. Consider the following declaration for
an interface stream. The interface has two methods, the pure method
hasNext, returning whether more elements are available, and the method
next, returning the next element of the stream. The predicate mem abstracts
over the permission to change the state of the stream.

1 package primer

3 type stream interface {
4 hasNext() bool

6 next() interface{}
7}

1 package primer

3 type stream interface {
4 pred mem()
6 decreases
requires acc(mem(), 1/2)
8 pure hasNext() bool
10 requires mem() && hasNext()
11 ensures mem()
12 next() interface{}
13 }

The following snippet illustrates an implementation of the stream inter-
face. The function typeOf returns the dynamic type of an interface. The
type assertion y. (int) requires that the interface y has the dynamic type
int and returns the dynamic value of the interface. Note that without a
preceding typeOf(y) == typel[int] the type assertion fails.
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Listing 2.16: The ghost pure function
toSeq abstracting a slice to a mathemati-
cal sequence.

Listing 2.17: Go declaration of the
stream interface.

Listing 2.18: Gobra specification of the
stream interface.
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Listing 2.19: A counter type implement-
ing the methods of the stream interface.

[39]: Liskov et al. (1994), A Behavioral
Notion of Subtyping

Listing 2.20: Implementation proof that
xcounter is a behavioral subtype of
stream.

—_

// implementation
type counter struct{ f, max int }

N

requires acc(x, 1/2)

decreases

pure func (x *xcounter) hasNext() bool {
return x.f < x.max

@ N N U oW

}

10 requires acc(&x.f) && acc(&x.max, 1/2)

11 requires x.hasNext()

12 ensures acc(&x.f) && acc(&x.max, 1/2) && x.f == old(x.f)+1
13 ensures typeOf(y) == typel[int] && y.(int) == old(x.f)

14 func (x xcounter) next() (y interface{}) {
15 y = x.f

16 x.f +=1

17 return

18 }

Before a value of type *counter can be assigned to the stream interface,
one has to show that xcounter is a behavioral subtype of stream [39].
This means that, for all methods, the precondition of the interface
method implies the precondition of the implementation method and the
postcondition of the implementation method implies the postcondition
of the interface method. In Gobra, such proofs are done via implementation
proofs. The snippet below shows such an implementation proof for *
counter and stream. The definition of the predicate mem is part of the
implementation proof and defines the permissions that *counter requires
to satisfy the interface specification. The implementation proof clause is
denoted with the keyword implements. Inside the implementation proof
clause, for each method of the interface, there is a proof method. The pre
and postcondition of the proof method are omitted as they are determined
by the corresponding method of the interface. Implementation proofs
are heavily syntactically restricted. The body must have a single call to
the method of the implementation with the right receiver and the in-
and out-parameters in the correct order. Additionally, the body is only
allowed to contain assert statements and fold and unfold annotations to
manipulate predicate instances. In the example, we require unfolds and
folds to shift from the mem() predicate instance of the interface methods
to the direct pointer permissions of the implementation methods and
vice versa.

1 // implementation proof
2 pred (x *counter) mem() { acc(x) }

4 (xcounter) implements stream {

5 pure (x xcounter) hasNext() bool {

6 return unfolding acc(x.mem(), 1/2) in x.hasNext()
7

}
9 (x *counter) next() (res interface{}) {
10 unfold x.mem()
11 res = x.next()
12 fold x.mem()
13 }
14 }

If an implementation proof or part of it is omitted, Gobra tries to infer
the missing parts. As a special case, the empty interface interface{}
is trivially implemented by all types. As such, in xcounter.next, the
statement y = x.f assigning an integer to the empty interface does not
require a manual implementation proof.




The snippet below shows a small client that instantiates a *counter,
assigns it to the stream interface, and calls the method next. Note that
Gobra can show that the precondition of y.next (), namely y . hasNext ()
holds.

1 // client code
2 func client() {

3 x := &counter{0, 50}

4 var y stream = x

5 fold y.mem()

6 var z interface{} = y.next()
7}

Comparability

In Go, comparing two interfaces can cause a runtime panic. This happens
if both dynamic values of an interface are incomparable. For that purpose,
Gobra provides the function isComparable. The function takes as input
an interface or a type and returns whether it is comparable according to
Go. The snippet below shows a variation of a list where the values are
interfaces. As an invariant, written in the list predicate, all elements
of the list are comparable, meaning that a comparison with another
interface is guaranteed to not cause a runtime panic. When the value
of an implementation is put into an interface, Gobra generates the
information of whether the resulting interface is comparable.

1 package primer

3 type node struct {

4 value interface{}
5 next *node

6 }

foe}

pred list(ptr *node) {

9 acc(&ptr.value) &

10 isComparable(ptr.value) &&

11 acc(&ptr.next) &

12 (ptr.next != nil ==> list(ptr.next))
13 }

15 requires list(ptr)
16 decreases list(ptr)
17 pure func contains(ptr *node, value interface{}) bool {

18 return unfolding list(ptr) in

19 ptr.value == value ||

20 (ptr.next != nil && contains(ptr.next, value))
21 }

2.7 Concurrency

Gobra supports verification of concurrent Go programs that incorporate
multi-threaded programming via goroutines, channel message passing,
and shared memory. Gobra ensures that every verified program is free of
race conditions. The snippet below shows code with a race condition that
cannot be verified when uncommenting the second Go statement. The
function concurrentInc would spawn two goroutines that concurrently
modify the value of x. Only one of the spawned goroutines can own
the permission to x at any point in time. When the first goroutine is

started go inc(&x), the permission acc(x) is transferred to the goroutine.

Different from a normal call, the permissions in the postcondition of the
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Listing 2.21: A client using a *counter
through the stream interface.

Listing 2.22: A list of compara-
ble interface values specified using
isComparable.
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Listing 2.23: A program with a race con-
dition that fails to verify.

goroutine are not returned after go inc(&x). As a consequence, starting
the second goroutine fails, as acc (x) is not held anymore by the execution
of concurrentInc.

1 package primer

requires acc(x)

ensures acc(x)

func inc(x =xint) {
*X = %X + 1

N O U W

}

9 func concurrentInc() {

10 x@ := 1

11 go inc(&x)

12 // the following statement leads to a verification error
13 // due to a permission error

14 // go inc(&x)

15 }

The race condition in the previous example can be avoided by using
concurrency primitives to synchronize the accesses to x. In Gobra, con-
currency primitives make extensive use of Gobra’s first-class predicates.
Because of that, we first introduce predicate expressions in the next section.
Afterwards, we show a race-condition free version of concurrentInc that
uses the Mutex type defined in the sync package. While we do not discuss
it here, Gobra can also be used to verify programs with channels.

2.7.1 First-class predicates

Gobra has support for first-class predicates, i.e., expressions with a
predicate type. First-class predicates are of type pred(x1 T1, ..., xn
Tn). The types T1, ..., Tn define that the predicate has an arity of n
with the corresponding parameter types.

To instantiate a first-class predicate, Gobra provides predicate construc-
tors. A predicate constructor P{d1, ..., dn} partially applies a de-
clared predicate P with the constructor arguments d1, ..., dn. A
constructor argument is either an expression or a wildcard _, sym-
bolizing that this argument of P remains unapplied. In particular, the

type of P{d1, ..., dn}ispred(ul,...,uk), whereul,...,ukare the
types of the unapplied arguments. As an example, consider the de-
clared predicate pred sameValue(il int8, i2 uint32){ ... }.The

predicate constructor sameValue{int8(1), _} hastype pred(uint32),
since the first argument is applied and the second is not. Conversely,
sameValue{_, uint32(1)} has type pred(int8). Finally, sameValue{
int8(1), uint32(1)} and sameValue{ _, _} have types pred() and
pred(int8, uint32), respectively.

The equality operator for predicate constructors is defined as a point-wise
comparison, that is, P1{d1, ..., dn} is equal to P2{d], ..., dn} if and
only if P1 and P2 are the same declared predicate and if di == di for all
i ranging from 1 to n.

The body of the predicate P{d1, ..., dn} is the body of P with the
arguments applied accordingly. Like with other predicates, P{d1, ...,

dn} can be instantiated and its instances may occur in assertions and
in fold and unfold statements. The fold statement fold P{dl, ...,
dk}(el, ..., en) exchanges the first-class predicate instance with its
body. The unfold statement does the reverse.




2.7.2 Reasoning about mutual exclusion with sync.Mutex

In the following example, we show the function safelInc, a data-race-
free version of the previously seen function inc in section Concurrency.
The snippet uses a lock pmutex to synchronize the write accesses to
the pointer x. safeInc’s pre and postcondition assert that pmutex was
initialized (acc(pmutex.LockP(), _)) with invariant mutexInvariant
(pmutex.LockInv() == mutexInvariant{x}), protecting the access to
variable x. In the body of safelnc, first pmutex.Lock() is called to
acquire the invariant mutexInvariant{x}. Then the first-class predicate
instance is unfolded to acquire acc(x), required to modify the value of
x. At the end, the invariant is folded back again, after which pmutex can
be released via a call to method Unlock.

1 package primer
3 import "sync"

5 pred mutexInvariant(x *xint) {

6 acc(x)

7}

9 requires acc(pmutex.LockP(), _) &&

10 pmutex.LockInv() == mutexInvariant{x}
11 ensures acc(pmutex.LockP(), _) &&

12 pmutex.LockInv() == mutexInvariant{x}
13 func safeInc(pmutex xsync.Mutex, x *xint) {
14 pmutex.Lock()

15 unfold mutexInvariant{x}()

16 *X = *X + 1

17 fold mutexInvariant{x}()

18 pmutex.Unlock()

19 }

The snippet below shows a client. First, mutex is allocated and the
invariant is established for the first time by folding mutexInvariant{&x
} (). To bind an invariant to a mutex, the SetInv method is called. SetInv
expects as argument a first-class predicate with arity zero. After the
invariant is bound to &mutex, the mutex is initialized and the permission
(&mutex) .LockP() is acquired. This permission is necessary to call Lock
and Unlock. At this point, the preconditions of the goroutines are satisfied
and the goroutines can be started. Note that the precondition of safeInc
does not require write permission to the lock and thus, after starting the
first goroutine, there are sufficient permissions remaining to start the
second goroutine.

1 func client() {

2 X@ := 0

3 mutex@ := sync.Mutex{}

4 fold mutexInvariant{&x}()

5 (&mutex) .SetInv(mutexInvariant{&x})
6 go safeInc(&mutex, &x)

7 go safeInc(&mutex, &x)

8

}

Finally, while we do not show it here, Gobra supports Go’s built-in
channels. Similarly to mutexes, channels are associated with a channel
invariant that expresses the properties of the messages sent over the
channel. Channel invariants may also include permissions, which is a
useful way to transfer permission to a location from the sender to the
receiver.
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Listing 2.24: A data-race-free safelnc
function using a sync.Mutex.

Listing 2.25: A client of safeInc that ini-
tializes a mutex and binds its invariant.






Formal Verification of a
Next-Generation Internet Router

In this chapter, we present our work on verifying the border router of the
SCION protocol, which is responsible for forwarding packets between the
Internet’s Autonomous Systems (ASs). We describe how we successfully
and modularly verified the implementation of a pre-existing protocol in
the context of the VerifiedSCION project, and we distill crucial lessons
that we believe may be of interest to other projects with similar aims.

3.1 Introduction

Given that Internet routers are a central part of our critical networking
infrastructure and deployed on a large scale, their security and reli-
ability are of paramount importance. In this chapter, we present the
first comprehensive formal verification of Internet routers and their
protocols.

Today’s Internet routers run the aging Border Gateway Protocol (BGP),
which does not meet modern security and reliability requirements. Pro-
posed mechanisms to add security [40-42] have proven to be insufficient,
inefficient, or they introduce new problems [43-45]. Therefore, our verifi-
cation effort focuses on the SCION Internet architecture [46], a clean-slate
redesign of an inter-networking infrastructure with a focus on strong
security and reliability properties. SCION border routers are responsible
for packet forwarding, which is simple and efficient, since each packet’s
path is embedded in the packet header, alongside cryptographic au-
thenticators that authorize the path. SCION has real-world deployment:
SCION services and connectivity are offered by over 20 Internet service
providers reaching networks on 5 continents [47], and are used, for
instance, as the networking layer for Swiss interbank clearing [48].

The security and correctness of Internet routing depend on both system-
wide, global, security properties of the protocol (e.g., that packets can travel only
along previously authorized paths, a property called path authorization)
and local properties of the code (e.g., that the protocol is implemented
correctly). Verifying them involved a host of challenges, in particular:

C1: How to model a packet forwarding protocol and verify its security
for arbitrary network topologies under a strong attacker model?

C2: How to verify the pre-existing router implementation, a substantial
code base that uses complex language features?

C3: How to verify the security and correctness of an existing, deployed
router comprehensively, from protocol to code?

C4: How to organize the verification effort efficiently, given the size of
the project, both of the protocol and codebase?

Challenge C1 concerns the protocol: We must account for the complex
adversarial environment in which SCION routers operate. This involves
an arbitrary network topology, an arbitrary set of authorized paths,
and active and possibly colluding attackers. Moreover, the protocol is
designed to achieve global properties like path authorization and loop
freedom. Efficiency mandates that each router performs only local checks
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related to its own position on a packet’s embedded path. Showing that
these checks imply the global properties requires stating and proving
suitable invariants over recursive data structures that hold despite the
attackers’ presence. Doing this in full generality requires an expressive
specification language like higher-order logic.

Challenge C2 concerns the implementation: The router code was devel-
oped independently of our verification effort and without verification
in mind, with an emphasis on performance. Our goal is to verify this
implementation, which has roughly 4,700 lines of optimized, concurrent
Go code that heavily uses aliasing to minimize memory consumption
and copying. While verifying, we want to perform as few changes to the
original code as possible!, so that our correctness proofs clearly transfer
to the original implementation, and so that we can easily merge changes
from the upstream SCION repository into our verified codebase. The
requirement that we verify a pre-existing implementation developed
by an independent team prevents the adoption of strategies that signifi-
cantly simplify the verification task, such as the co-development of the
implementation and its verification, with a program structure amenable
to verification [6, 16]. Despite significant advances in program verification
techniques, verification of complex properties about an entire pre-existing
code base written in an expressive language like Go has so far been out
of reach. It requires tools that support all the used language features and
idioms, express all needed properties, and can do so at scale.

Challenge C3 is concerned with formally integrating these two lines of
reasoning to provide sound guarantees from protocol to code. Finally,
challenge C4 is concerned with finding techniques and processes to
organize a multi-year project into manageable tasks, distributing work
over several team members, and dealing with the changes that are
inevitable in any software project.

Verification for networking data planes has so far focused on network
configurations [49-52] or on network functions [53-57]. The former only
consider network models and their configurations and is mostly restricted
to either local properties of single nodes or network-wide properties of
fixed, concrete networks. The latter only considers local properties of
implementations, but no global, network-wide properties. Moreover, all
works in this category are restricted to non-adversarial settings.

Approach To tackle the above challenges, we decompose our overall
project into smaller tasks using different forms of modularity. Concretely,
we employ the Igloo methodology [23], which soundly combines pro-
tocol verification by refinement with code verifiers based on separation
logic [31]. To verify the SCION router, we model the protocol and its
adversarial networking environment as a labeled transition system in
Isabelle/HOL [58]. We start from an abstract protocol with a weak ad-
versary and refine it into more concrete ones with a strong, symbolic
(Dolev-Yao [59]) adversary. We build on existing basic protocol models [60,
61] and extend them with bi-directional and multi-segmented paths. We
prove network-wide properties: path authorization, valley freedom, and
loop freedom. The latter two were not considered in previous work.

We extract a router model from the most concrete protocol model and
extend Igloo’s tooling to automatically translate it into a program specifi-
cation that completely describes the router’s allowed I/O behavior.

We use Gobra (see Chapter 2) to verify the router’s Go code against this
specification. This ensures that the code correctly follows the protocol



and establishes additional code properties such as crash freedom, and
freedom from data races. Since verification is performed statically, the
executable code and its performance are entirely unaffected. Igloo’s
soundness result implies that the protocol properties are preserved for
the code executing in its adversarial network environment. Hence, our
protocol verification results are seamlessly and soundly extended to the
router implementation.

While we have presented the above tasks as sequential steps, we worked
on protocol and code verification in parallel with two teams using the best
tool for the respective task, interfaced only by the generated program
specification. This decomposition substantially sped up and simplified
our verification. We believe that our approach is useful for other extensive
verification projects.

Contributions We summarize our main contributions.

» We present the first comprehensive verification of a full-fledged In-
ternet router. We establish system-wide protocol security properties
and local code properties. We discovered and fixed vulnerabilities
and bugs in the protocol and its implementation that had escaped
extensive prior reviews and testing.

» We model the SCION forwarding protocol in detail, covering crucial
features of the implementation, and verify two new network-wide
security properties.

» We demonstrate the feasibility of verifying advanced, performance-
optimized production code developed by a different team. This
required combining,extending, and scaling up various verification
techniques to cover the language features and software designs
used by this program, and substantial performance improvements
to Gobra to handle the complexity of production code.

» We summarize our experience in verifying a complex system inde-
pendently of its development and distill lessons learned that can be
useful for future verification projects.

Our Isabelle/HOL and Gobra formalization and proofs were provided
as an artifact to CCS 2025 and are available online [62].

Collaboration To reiterate, this chapter presents the results of a long
collaboration between the Network Security Group, the Information
Security Group, and the Programming Methodology Group at ETH
Zurich. The new model of the forwarding protocol mentioned in this
chapter was developed by our colleagues at the Information Security
Group (Tobias Klenze, Sofia Giampietro, Christoph Sprenger, and David
Basin) and are described in Sofia’s Doctoral Thesis [63]. They found
the protocols flaws and proposed the protocol improvements. I led the
efforts from the Programming Methodology Group to verify the open-
source implementation of the border router and prove that the router
implementation refines the models of the protocol developed by the
Information Security Group. I was the main contributor of the proofs,
and determined how the proof effort was to be organized. Dionysios
Spiliopoulos provided important contributions to the proofs, as well
as the students we supervised together — especially Markus Limbeck.
Together with Felix A. Wolf, I supervised two students — Luca Halm
and Lino Telschow — who contributed to early attempts at verifying the
codebase.
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[62]: Pereira et al. (2025), Artifact for the
paper “Protocols to Code: Formal Verifica-
tion of a Secure Next-Generation Internet
Router”

[63]: Giampietro (2026), Advances in the
Symbolic Verification of Cryptographic Pro-
tocols
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Figure 3.1: Network topology example.
ASs are linked hierarchically (arrows), ex-
cept among core ASs (bold). Dotted lines
represent authorized path segments.

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols

3.2 An overview of SCION

SCION is a secure inter-domain network architecture, providing connec-
tivity between ASs. The control plane, performing path discovery and
dissemination, executes on a service infrastructure, whereas the data
plane, providing packet forwarding, runs on border routers. Although
our verification effort focuses on the verification of the border router, we
provide an overview of the entire architecture.

SCION network ASs in the SCION network are organized hierarchi-
cally, where each AS has bidirectional links to neighboring ASs: CustProv
links point to provider ASs and ProvCust links point to customer ASs.
ASs at the top of the hierarchy, i.e., without providers, are core ASs, which
connect to each other via Core links. Figure 3.1 shows an example. Every
AS assigns to each of its inter-AS links an interface, which, in combination
with the AS identifier, is globally unique. SCION routers are border routers
as they connect the internal AS network to other ASs via inter-AS links.

Segment construction The control plane discovers and simultaneously
authorizes forwarding paths between ASs. For scalability, paths are
established along several authorized segments. Down-segments are con-
structed along ProvCust links starting at a core AS, and core segments
along Core links. Up-segments are obtained by reversing down-segments.
Core segments can also be reversed for the traversal in the opposite
direction. All segments are authorized by the on-path ASs using nested
message authentication codes (MACs), which we present in Subsec-
tion 3.4.2. Authorizing only certain paths allows network operators to
enforce their own policies according to their economic and compliance
requirements.

Segments consist of a sequence of hop fields, each carrying the forward-
ing information of one AS. Each hop field contains the interfaces of
the incoming and outgoing links (prev and next), and a cryptographic
authenticator containing the nested MACs, which the respective router
uses to verify that the segment was authorized by the control plane.
Crucially, not only the adjacent inter-AS links, but the entire segment
is authorized. This rules out subtle path splicing attacks [61], in which
hop fields from different segments would be combined to craft a new,
unauthorized segment, for example crafting path C-E-G without E’s
consent in Figure 3.1.

Segment combination To send a packet, the source end host combines
one or more authorized segments to form an AS-level path from its own
AS to the destination host’s AS, and embeds this path in the packet
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header. Such a path can consist of up to three segments: an up-segment
from the source AS to a core AS, a core-segment to another core AS, and
a down-segment to the destination AS. Typically, there are multiple paths
that the source can choose from.

The combination of segments follows rules that protect the economic
interests of ASs. One central goal is to avoid valleys, where an AS forwards
packets from a provider to a provider (e.g., from A to C via E in Figure 3.1).
Since ASs are paid by their customers, and must pay their providers,
such packets only create costs but no revenue for the valley AS.

Forwarding In the data plane, routers forward each packet according
to their hop field’s forwarding information after validating the authenti-
cator. Inter-domain forwarding tables are not required since each packet
contains its own forwarding state. Routing and forwarding within each
AS are performed by the AS’s intra-domain routing system and are not
part of SCION. We verify SCION's forwarding protocol, which we further
explain in Section 3.4.

3.3 Overview of properties and verification

In this section, we summarize the protocol and code properties we
establish and the resulting overall security guarantee and present our
verification approach (cf. Figure 3.2). Sections 3.4 and 3.6 provide more
details on the protocol and code verification, respectively. In Section 3.7,
we state the assumptions on which our verification rests.

3.3.1 Verification guarantees

We proved the central security properties of SCION’s data plane protocol.
Prior work [60, 61] considered only the first property.

» Path authorization: each segment that a packet traverses is contained
in an authorized segment.

» Valley freedom: packets that already traversed a ProvCust link must
not traverse a CustProv link.

» Loop freedom: packets do not follow the same link twice.

These properties protect the honest ASes’ interests and rule out malicious
end hosts sending packets along unauthorized, uneconomical, or imprac-
tical paths. We verify them against a strong attacker model consisting
of malicious end hosts with access to the secret MAC keys of a set of
compromised ASes.

On the code level, we verified the following properties:

» Memory Safety: the implementation is well-behaved, that is, it neither
crashes nor causes data races.

» Functional correctness: the functions compute the intended results,
for instance, they perform the required MAC check.

» Protocol compliance: the router validates and forwards SCION packets
as prescribed by the protocol model.

[60]: Klenze et al. (2021), Formal Verifica-
tion of Secure Forwarding Protocols

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols
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[23]: Sprenger et al. (2020), Igloo: soundly
linking compositional refinement and separa-
tion logic for distributed system verification

[64]: Giuliari et al. (2021), Colibri: a coop-
erative lightweight inter-domain bandwidth-
reservation infrastructure

Figure 3.2: Overall verification approach.

Thus, our verification ensures that there are no bugs in the code that
compromise the security of the overall system, for example, because the
code lacks some check prescribed by the protocol.

As explained below, we prove the above-mentioned protocol and code
properties separately and soundly link them using the Igloo methodol-
ogy [23], leading to the following end-to-end guarantee:

Theorem 3.3.1 Any SCION network, whose routers execute the verified
router code, satisfies the network-wide data plane security properties under
the assumptions from Section 3.7.

Liveness properties (e.g., sent packets are eventually received) would
require additional bandwidth reservation [64] and DDoS prevention
mechanisms, and are hence out of scope of this work.

protocol
verification

[ Abstract protocol model ]

| stepwise refinement

[ Concrete protocol model ]

{  decomposition |

(Roveer])

: assumes faithful

v representation

code verification translation l

[ Safety ] [Correctness ] [I/O specification]
]

environment
[ Router code ]

3.3.2 Modular verification approach

A key enabling factor in our project is the decomposition of the overall
verification effort into manageable chunks, addressing challenge C4. We
use five decomposition strategies:

1. Separation of protocol and implementation: We verify the SCION data
plane protocol and its implementation separately and link the two
parts soundly.

2. Protocol refinement: We use refinement to develop the protocol model
step by step and focus on one protocol aspect at a time.

3. Protocol parametrization: We parametrize our protocol models on the
cryptographic mechanisms used to secure segments, allowing us to
quickly adapt to protocol changes.

4. Layered code properties: We annotate and verify the implementation
in three layers, each focusing on a different aspect of the intended
behavior.

5. Program modularity: We use modular program verification, which
verifies each function of the program independently.

3.3.3 Separating protocol and code verification

The first form of modularity mentioned above offers several crucial
benefits. First, it allows us to leverage the strongest and most appropriate
techniques and tools available for each purpose: we use stepwise refine-
ment in Isabelle/HOL for the protocol (Subsection 3.3.4 and Section 3.4)
and automated deductive verification in Gobra for the implementation
(Subsection 3.3.5 and Section 3.6).
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Second, it enables protocol and code verification to proceed largely
in parallel. Furthermore, since the code properties are layered and the
safety and many functional correctness properties are independent of the
protocol verification (cf. Figure 3.2), verifying those properties allowed
us to quickly identify bugs in the pre-existing implementation (and to
deliver value immediately).

Finally, there is a clear and explicit interface between protocol and code
verification in the form of an I/O specification, which we automatically
generate from the router model and completely describes the router’s
intended I/O behavior. By verifying the implementation against this I/O
specification, we establish the implementation’s protocol compliance.
Importantly, code verification does not require any reasoning about the
attacker. A soundness result [23] guarantees that the router model and
the resulting I/O specification have the same trace properties and, using
compositional refinement, also guarantee a trace inclusion between the
protocol models and the implementation. Consequently, all properties
proved for the protocol model also hold for the implementation, as stated
in Theorem 3.3.1, thereby addressing challenge C3.

3.3.4 Protocol verification

Security protocol models are commonly verified using state-of-the-art
automated protocol verifiers such as Tamarin [65, 66] and ProVerif [67, 68].
These tools are based on the (Dolev-Yao) attacker model, which identifies
the attacker with the network. Their network model is unstructured
and has no representation of a network topology. While modeling a
topology is possible, one would have to limit the topology’s size and /or
the maximal length of authorized segments to avoid non-termination
issues. Moreover, verification time would scale poorly as these limits
increase.

Since we aim for much stronger results, which hold for arbitrary network
topologies and arbitrary-length authorized segments, these tools are not
suitable for verifying SCION’s data plane protocol. We therefore use the
general-purpose theorem prover Isabelle/HOL [58], whose higher-order
logic specification language provides the necessary expressiveness to
construct a fully general protocol model that combines a Dolev-Yao
attacker with an arbitrary network topology. We develop the SCION data
plane protocol in several steps using refinement and parametrization to
structure our models and proofs [69, 70]. These modeling and verification
techniques allow us to tackle challenge C1.

We formalize the protocol models as labeled transition systems, where
each label, called an event, is associated with a transition relation. A
sequence of such events is called a trace. We formulate a series of such
models at different abstraction levels and relate them via refinement
proofs (cf. Figure 3.2):

Abstract model: contains all the essential protocol functionality, but
only a restricted attacker, and no cryptography.

Concrete model: introduces cryptography to protect the segments, as
well as a strong attacker (see Subsection 3.4.1).

Decomposed model: splits the concrete model into an environment
model and a router model, and introduces separate I/O events,
corresponding to the implementation’s I/O library calls.

[23]: Sprenger et al. (2020), Igloo: soundly
linking compositional refinement and separa-
tion logic for distributed system verification

[65]: Schmidt et al. (2012), Automated
Analysis of Diffie-Hellman Protocols and
Advanced Security Properties

[66]: Meier et al. (2013), The TAMARIN
Prover for the Symbolic Analysis of Security
Protocols

[67]: Blanchet (2001), An Efficient Cryp-
tographic Protocol Verifier Based on Prolog
Rules

[68]: Blanchet (2013), Automatic Verifica-
tion of Security Protocols in the Symbolic
Model: The Verifier ProVerif

[58]: Nipkow et al. (2002), Isabelle/HOL -
A Proof Assistant for Higher-Order Logic

[69]: Abadi et al. (1991), The Existence of
Refinement Mappings

[70]: Lynch et al. (1995), Forward and Back-
ward Simulations: I. Untimed Systems



30 | 3 Formal Verification of a Next-Generation Internet Router

[71]: O’Hearn (2007), Resources, concur-
rency, and local reasoning

[72]: Wolf et al. (2021), Gobra: Modular
Specification and Verification of Go Programs

We express and prove the desired security properties as invariants over
the models’ state, which we also equivalently express as trace properties.
Since refinement guarantees trace inclusion, it preserves trace properties
and hence invariants. We can therefore prove each security property at
its most suitable abstraction level.

3.3.5 Code verification

In contrast to most existing verification projects, the SCION router was
developed independently from our verification effort and optimized for
speed rather than verification (cf. challenge C2), which substantially
complicates verification. In particular, the implementation uses most of
Go’s language features, including some that are difficult to reason about.
These include threads, global state, closures, and interfaces, which require
advanced reasoning about concurrency, higher-order specifications, and
structural subtyping. Moreover, the router implementation minimizes
the usage of heap-allocated memory by reusing data-structures, rather
than allocating new instances to reduce the overhead caused by garbage
collection. This further complicates our safety proofs.

Choosing the right verification tools and techniques is key to address-
ing these challenges. To enable modular reasoning in the presence of
concurrency, we use concurrent separation logic (CSL) [71]. This choice
is almost forced on us, as other widespread logics either do not handle
concurrency at all or require explicit, non-modular reasoning about
thread interleavings that does not scale. To better handle the size and
complexity of the code, we perform automated verification based on
SMT solvers, which significantly reduces the effort of writing proofs, at
the cost of limiting specifications to first-order logic (which, e.g., makes
specifying closures challenging).

Thus, to prove that the router implementation is well-behaved, function-
ally correct, and satisfies the router model’s I/O specification, we use
Gobra [72], an SMT-based automated deductive verifier for Go. Gobra
is based on a variant of separation logic and allows for function-modular
reasoning about concurrent programs, that is, it verifies each function
independently against a user-written specification. Each function speci-
fication consists of a precondition, which expresses constraints on the
parameters and states in which a function may be called, and a post-
condition, which describes the function’s results and its side effects. As
usual for deductive verification tools, programmers must supply loop
invariants. Before our project, Gobra supported most, but not all, of
the language features used in the router implementation; thus, we had
to extend it to support the missing features. Crucially, Gobra already
supported some advanced separation logic specification constructs not
available in many automated verifiers, which significantly simplifies
reasoning about some code patterns used by the implementation (see
Section 3.6).

Gobra is designed to be sound, i.e., not miss errors. However, it may
produce spurious errors (false positives), mostly when the SMT solver fails
to prove a valid condition. In these cases, programmers can introduce
additional annotations to guide the proof search so that verification
succeeds, like asserting intermediate lemmas in the program text, or by
using some strategies described in Chapter 4.
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3.4 Protocol modeling and verification

We describe our modeling and verification of the SCION data plane
protocol. We build upon an existing model [60, 61], which covers only the
first two levels in Figure 3.2 and only considers up-segments, ignoring
other segment types and their combination. Furthermore, that model
addresses path authorization, but specifies neither valley freedom nor
loop freedom. We hence (i) extend this prior model to cover more features
of the actual SCION protocol and all desired security properties from
Subsection 3.3.1, (ii) add the third level in Figure 3.2, and (iii) extract
the 1/O specification for the code verification, tripling the size of the
prior work. Moreover, for the new protocol attacks that we identified (see
Subsection 3.4.4), all but one rely on the additional protocol features.

3.4.1 Environment model

Network and control plane model The state of our transition systems
consists of packets in the sets int(A), the internal network of AS A, and
ext(A, i, B, j), the inter-AS link between interface i of AS A and interface j
of AS B. We do not model intra-AS networking, as it is not managed by
SCION.

Representing the segments produced by the control plane, we parametrize
our model over a set of authorized up-, down- and core-segments. Prior
work covered only up-segments.

Attacker model Recall that the verified properties protect honest ASes
against malicious senders. We assume that

» asubset of ASes may be compromised, that is, their secret keys are
revealed to the attacker, but all routers follow the protocol;

» end-hosts in any AS may be compromised, regardless of whether
their AS is compromised or not.

Instead of explicitly modeling compromised end hosts and routers
deviating from the protocol, our model accounts for them by allowing
the attacker to inject packets anywhere (int and ext) in the network, not
only at compromised ASes.

In our abstract model, which does not (yet) use cryptography, the attacker
can freely combine path segments to form packets, but the segments must
be authorized. In the concrete model, we lift this limitation and introduce
a full-fledged Dolev-Yao attacker [59], who manipulates symbolically
represented messages and can eavesdrop on and inject new packets
globally. The attacker’s knowledge K consists of eavesdropped messages,
all authorized segments, and the secret keys of a set of compromised
ASes. The attacker’s message forging capabilities are modeled as a closure
operator DY(K), which closes the set K under the messages the attacker
can derive (e.g., by constructing MACs with known keys) and hence inject.
As is common in symbolic models, we assume perfect cryptography.
Hence, only protocol flaws relating to the use of cryptographic primitives
are considered, not flaws in the primitives themselves.

[60]: Klenze et al. (2021), Formal Verifica-
tion of Secure Forwarding Protocols

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols

[59]: Dolev et al. (1983), On the security of
public key protocols
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Figure 3.3: A two-segment packet at
hop E of the path D-A-E-H in Figure 3.1
(payload not shown). For up-segments,
where dir = false, the meaning of prev
and next is reversed. The first hop field’s
prev and the last hop field’s next are
empty (L). The current segment and hop
field have bold frames.

3.4.2 Protocol models

The abstract and concrete models describe how packets are created,
processed, and forwarded.

Packet structure

A packet consists of up to three segments. Each segment consists of a
direction flag (dir), a segment identifier (segID), and a sequence of hop
fields (cf. Section 3.2). Counters keep track of the current segment and
hop field. Figure 3.3 shows an example two-segment packet for the path
D-A-E-H in Figure 3.1.

up-segment from D to A down-segment from Ato H
dir = false seglD dir = true seglD
D's hop field A's hop field A's hop field E's hop field H's hop field
prevp =toa | | prevy = L prevy = L prevg = tos | | prevy = tog
nextp = L nexty = top nexty = tog | nextg =tog| nertg = L
oD T4 oA OF OH

Packets in the abstract and concrete model differ in their use of the
segment identifier segID and their hop field’s authenticator ox. In the
abstract model, where the attacker cannot modify segments, the AS’s
name suffices as an authenticator, and segment identifiers are not used.
In the concrete model, these fields are instantiated with cryptographic
values.

Concrete cryptographic authenticators During segment construction,
each AS X on a segment creates a hop field with its local forwarding
information (the interfaces prevx and nextx) and authorizes the segment’s
use by embedding a cryptographic authenticator ox in the hop field.
This authenticator is a MAC constructed using a local MAC key Kx that
is shared between the border routers within AS X:

ox = MACk, (prevx, nextx, segID). (3.1)

Here, segID is the (mutable) segment identifier, which the first AS on a
segment initializes with a random value RN D. Each subsequent AS X,
after computing its ox, updates

segID = ox @ seglD, (3.2)

where @ is exclusive-or (XOR). Each hop field’s MAC thus protects the
hop’s prev and next fields and also, via nested MACs, all preceding hop
fields. During forwarding, AS X reconstructs ox using Equation 3.1,
checks that it matches the hop field’s authenticator, and forwards the
packet with segID updated as in Equation 3.2.

In an earlier version of SCION, the MAC directly included the MAC of
the previous hop field. This simpler protocol was easier to verify, but it
made segment truncation more difficult. In a truncated up-segment, the
final router would lack the parent MAC of the last hop field required
for authenticator verification, unless it was explicitly included in the
segment. The XOR-based solution eliminates the need to include extra
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MAC:s for verification, as it folds the accumulated MACs into the segID
field.

Events

Our models each have a router event, which forwards packets, and an
attacker event, which injects attacker-fabricated packets into the network.

The router event for a router in AS A receives a packet pkt either from
an external interface i or from the internal network, checks its validity,
updates it, and sends it either to the next hop on the path over interface
j or the internal network to be processed by a different router. The
router uses two validity checks: ifs_valid(pkt, A, i, j), which ensures the
validity of interfaces, in particular that the packet is received from the
interface specified in the hop field, and crypto_valid(pkt, A), which checks
the validity of the segment identifier and authenticator (only in the
concrete model). When a packet moves to a new segment, the router also
enforces the segment combination rules (cf. Section 3.2). In the updated
packet, denoted by update(pkt), the counters for the current hop field
and, if needed, segment are incremented and, in the concrete model, the
segment identifier is updated.

Overall, the checks and updates by the router event depend on: (i)
whether a packet is leaving or entering an AS, (ii) whether forwarding to
the next AS happens on the same or a different router in the same AS, (iii)
the forwarding direction, and (iv) whether segment switching occurs. We
must account for all combinations of these factors. For instance, whether
the segment identifier must be updated depends on (i)—(iii), whether it
is updated before or after computing the authenticator depends on (i)
and (iii), and depending on (iv) more than one segment identifier may
need to be updated. These case distinctions adds substantial complexity
to our models over the prior work, which only considered a single factor,
namely (i). All of the protocol attacks discovered in this work relate to
missing checks in subtle combinations of (i)-(iv) (see Subsection 3.4.4).

In the abstract attacker event, the adversary can create packets consisting
of only authorized segments, but combined arbitrarily. In the concrete
event, we instead allow the attacker to inject arbitrary derivable packets
from the set DY(K) (anywhere in the network). These events also cover
the case of honest senders, as all authorized segments are known to the
attacker.

3.4.3 Protocol verification

We express the security properties from Subsection 3.3.1 as invariants of
the packets’ network traversal history, which we record in the packets
themselves as a separate history field for each segment. This history is just

for specification purposes and cannot be manipulated by the attacker.

More precisely, the path-authorization state invariant expresses that for
all packets in a state, each of their segment’s history belongs to the set of
authorized segments. We close this set under prefixing and suffixing to
allow for partial traversals. The loop-freedom invariant expresses that
each inter-AS link ext(A, i, B, j) traversed in the concatenation of the
packet segments’ histories is unique, while valley-freedom expresses
that these links follow an up-core-down order. These properties hold for
honest ASes, protecting them from malicious end hosts colluding with
on-path ASes. As in prior work [61], they do not hold for compromised

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols
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ASes. For example, for loop freedom to hold, there must be at least one
honest AS in the loop.

We prove the above invariants for the abstract model, where they are
easiest to prove. Since the abstract attacker can only combine authorized
segments, path authorization is trivial. This allows us to focus on valley
and loop freedom, proving that each abstract event preserves these two
invariants. Throughout the proof, we use technical auxiliary invariants
regarding the format of packets and hop fields: for example we prove
that the interfaces of adjacent hop field match, unless the ASes at both
ends of the link are compromised.

For the refinement, we must relate the abstract and concrete states and
events, and show that all concrete events have an abstract counterpart.
The challenge here is to show that the refinement preserves intra-segment
path authorization, since the concrete attacker can seemingly do much
more by sending arbitrary derivable packets instead of just authorized
segments. Once established, the refinement preserves all three main
properties (actually, all trace properties). Moreover, the protocol uses
XOR, which is notoriously difficult to reason about [73, 74]. Below, we
first explain how we handle XOR and then describe our refinement proof
in more detail.

XOR model Rather than representing XOR using equational theories,
we adopt a normal form representation of symbolic terms [61], where two
terms equal modulo the XOR equational theory have identical normal
forms. The normal form of the XOR of different terms is represented as
a finite set, and the XOR of such sets corresponds to their symmetric
set difference. By ensuring that all terms are in normal form, it becomes
sufficient to check for equality of finite sets rather than reasoning over
equational theories. In line with prior work [61], we over-approximate
the attacker’s XOR capabilities by allowing the attacker to extract x
and y from x & y, which greatly simplifies reasoning. This is a sound
approximation that suffices for our setting, since the dataplane protocol
uses XOR only as an accumulator function, but not for secrecy.

Refinement proof Our refinement proof proceeds in two steps. First,
we observe that while in the concrete model, the attacker can send
arbitrary derivable paths, forwarding only occurs if the hop fields are
valid. We hence show that we can shorten concrete paths to their longest
valid prefix in the packet abstraction function. Second, we show that this
shortened cryptographically valid path is authorized for any packet that
the adversary can derive. For this, we extract the path from a single hop
field’s MAC, following its nested structure, and show it is authorized.
Our proof involves customized induction schemes, tailored to sequences
of hop fields and further auxiliary invariants, e.g., that the intruder’s
knowledge remains constant across all reachable states of our concrete
event system.

3.4.4 Results

Artifacts Overall, we produced several formal protocol models of packet
forwarding in SCION, together with their execution environment and
attacker model. This Isabelle/HOL development consists of 16,100 LoC,
containing over 1,000 lemmas, and substantially extends the existing
SCION formalization which consisted of 5,500 LoC [61], with around 450
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lemmas. Overall, our Isabelle formalization takes five minutes to verify
on a standard laptop. We estimate that this development took two to
three person years.

The protocol formalization and proofs guarantee that packet forwarding
in SCION as deployed today is secure, even in the presence of a strong
attacker. We expect them to be useful also to verify SCION’s control plane
protocols and during SCION's future evolution, for instance, to assess
the impact of protocol changes on the intended security properties.

Attacks found and protocol improvements During our verification
effort, we found five previously unknown protocol vulnerabilities, giving
rise to four novel attacks, see Table 3.1 and Table 3.2. Three of the vulnera-
bilities are related to the subtle edge cases in the segment switching logic.
All vulnerabilities were confirmed and resolved. The most severe attack
(Attack 3 in Table 3.2) allowed a malicious sender to fabricate arbitrary
forwarding paths, thus violating all three security properties. This attack
exploited missing checks in the way that segments are combined and
in the limit of the number of segments. An attacker could hence craft a
packet that follows an arbitrary path by using a dedicated segment for
each individual hop. This attack could be used to send packets in a loop
for a bounded number of iterations, causing congestion and network
failures.

ID Vulnerability description Fixed
V1 Path segment limit not enforced. v
V2 Routers can switch from a segment in the v
down direction to a segment in the up direc-
tion, thus creating a valley.
V3 Non-core ASes can switch between segments v
in the same direction.
V4 Core ASes fail to enforce segment constraints v
when switching, allowing multiple Core-type
links.

V5 No mechanism to stop forwarding after hop v
fields marked for verification only.

Attack V1V2V3V4V5 P1P2P3

1. Inter-segment path splic- . X

ing: attacker appends an up-

segment to another up-segment

(or down-down).

2. Loop / traffic reflection: at- e o o X X
tacker sends packets in a loop

among core ASes, causing con-

gestion.

3. Arbitrary source routing: at- ¢ e e o
tacker picks arbitrary forward-

ing paths.

4. Splicing: attacker combines e X
hop fields from different seg-

ments.

The vulnerabilities were resolved in updates to the protocol. The up-
dates added several validation checks in the segment switching logic

Table 3.1: List of protocol vulnerabilities.

Table 3.2: Protocol attacks and their re-
quired vulnerabilities (V1-V5) and vio-
lated properties: P1—Path authorization,
P2—Valley freedom, P3—Loop freedom.
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[75]: Klenze (2022), Adding checks to intra-
segment forwarding to achieve stronger secu-
rity

[76]: Frei (2022), router: add checks for intra-
segment forwarding

[77]: Delius (2021), Automatic Generation
of 1/O Specifications from Component Event
Systems in Igloo

2: Earlier versions of the SCION router
were written in Python. While they are no
longer maintained, one could in principle
use the approach outlined in this thesis
and the same generated I/O specification
to verify these versions using Nagini [78].

(addressing V2-V4), removed the need for hop fields used solely for
verification purposes (addressing V5), and enforced a limit of three
segments (addressing V1). The updated protocol is the one presented
and verified in this paper.

Furthermore, we discovered an additional check that routers could
perform (checking link types within a segment), which allowed us to prove
a stronger valley and loop freedom property. Originally, SCION routers
checked for valleys only when switching between segments, assuming
that the control plane would only construct valley-free segments. While
carrying out our formal proofs, we noticed that two compromised ASes,
one at each end of a segment, were enough for an attacker to extend
the segment with a valley hop and craft a two-segment packet with a
loop passing through the honest ASes in the middle of the segment. Our
proposed intra-segment link type checks guarantee that a valley or loop
can exist only if all on-path ASes are compromised, as opposed to at least
some AS. The developers implemented our recommendation [75, 76].

3.5 Linking protocol to code verification

To transition from protocol to code verification, we decompose the
concrete protocol model into a model for each router and an environment
model. We show that the composition of these models refines the original
concrete model. In this refinement, we introduce buffering to separate the
router’s I/O operations from its internal message processing, in order to
subsequently map these operations to the implementation’s I/O library
calls.

We automatically generate an I/O specification from the router model
using a technique by Noah Delius [77], which also generates a correct-
ness proof showing its trace equivalence with the router model. At
last, we manually translate this I/O specification into Gobra’s specifica-
tion language. This is a straightforward syntactic translation, but it is
trusted (see Section 3.7). Our code-level verification includes proving that
the router implementation conforms to this specification, as explained in
Section 3.6.

The I/0 specification obtained from the router model prescribes which
operations the router should do sequentially. Importantly, the I/O spec-
ification is written independently of how the router implementation
parallelizes the different steps of forwarding messages, i.e., receiving,
processing, and sending of messages. On one hand, generating a se-
quential I/O specification complicates the proof that the concurrent
code implements the protocol correctly (see Subsection 3.6.3). On the
other hand, a sequential specification ensures an adequate separation
of concerns: by not prescribing a specific way of parallelizing the for-
warding of messages, we ensure that the I/O specification is as simple
as possible and that it is reusable across different implementations of
SCION, potentially written in different programming languages?.

3.6 Code verification

In this section, we explain how we verify that the router implementation
satisfies the properties listed in Subsection 3.3.1, namely safety, functional
correctness, and protocol compliance.



We verify the intended properties by annotating all functions in the
router implementation with pre- and postconditions and use Gobra to
check that the function implementations satisfy their specifications for all
possible executions. Annotations are expressed in special comments that
are recognized by the verifier but ignored by other tools like the compiler.
Since verification in Gobra is modular, we can split the overall verification
effort into small tasks, which can be tackled in parallel (modularity
aspect 5 in Subsection 3.3.2).

We verify the code in three main steps (modularity aspect 4 in Subsec-
tion 3.3.2). Step 1 focuses on memory safety?, that is, the implementation
does not crash or run into undefined behavior due to memory errors.
This step guarantees, in particular, the absence of common coding errors
such as de-referencing a nil pointer, data races, and accessing an array
out-of-bounds. Step 2 verifies functional correctness, that is, that all
functions compute the intended results. This entails strengthening the
pre- and postconditions from step 1 to express and prove the additional
properties. Step 3 proves protocol compliance, that is, that the imple-
mentation satisfies the I/O specification obtained from the router model.
This step relies on the properties proved in step 2, for instance, to show
that each packet forwarded by the router was previously validated and
its headers updated according to the SCION protocol.

We perform these steps by progressively strengthening the function
specifications in a tight feedback loop with the verification tool. Gobra is
integrated into the IDE. Verification errors are reported in terms of the
original Go code and its annotations; the programmer is not exposed to
the underlying verification logic. We also added Gobra to our continuous
integration workflow to re-verify the implementation on every change.

The router implementation uses complex language features that are hard
to reason about and, therefore, often avoided when code is written with
verification in mind. To be able to verify the existing router implemen-
tation, we had to develop novel verification techniques for the features
used in the original SCION code base and implement them in Gobra. In
particular, we developed a novel automated solution for specifying and
verifying closures with captured state and side effects. Additionally, for
the first time in a Separation Logic verifier, we added support for modu-
larly specifying invariants on global variables, which are established by
the package initializers and maintained by the rest of the program (we
describe this addition in Chapter 5). We also extended Gobra to support
many features of Go that did not require fundamentally new solutions but
did require substantial engineering efforts, e.g., support for the built-in
types of Go and its unique control structures (e.g., defer statements
and for-range loops), and we added support for (ghost) mathematical
types to allow for cleaner specifications. For these extensions, we greatly
benefited from the fact that Gobra is based on an intermediate verification
language, Viper [18], such that additional Go features can be supported
by devising an encoding into Viper and leveraging its existing proof
automation. The extensions are now available in Gobra, substantially
strengthening its practical applicability.

Below, we provide more details on the three verification steps outlined
above, discuss how we mitigate tool performance challenges that we
encountered in all three, and summarize our results. We illustrate these
steps on the function process in Figure 3.4, which is a simplified version*
of the router implementation’s function process. It takes as arguments the
packet pkt to process, a structure d representing the router’s configuration,
as well as the ids of the input and output buffers, i and j. It is called after
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3: There is a widespread belief that Go
programs written without depending on
the unsafe package are memory safe.
This is not true, as data races may lead
to undefined behaviour [79].

[18]: Miiller et al. (2016), Viper: A Verifi-
cation Infrastructure for Permission-Based
Reasoning

4: In the original implementation, the
process function is responsible for dese-
rializing, validating, updating the packet
headers, and serializing the updated
packet. The original version validates
and updates the packet gradually, in lock-
step, and if any of the enumerated steps
fails, process generates an error packet.
To simplify our presentation, we consider
here that process receives and returns
a parsed packet, and that all validations
are performed prior to the call.
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Figure 3.4: The specification of process
expresses safety (Lines 1 and 5), func-
tional properties (Lines 2 and 6), the
I/0 spec (Lines 3 and 7), and properties
about the I/0 abstract state (Lines 4 and
8). requires and ensures declare pre-
and postconditions; old allows a post-
condition to refer to a pre-state value.

[21]: Smans et al. (2009), Implicit Dynamic
Frames: Combining Dynamic Frames and
Separation Logic

[31]: Reynolds (2002), Separation Logic: A
Logic for Shared Mutable Data Structures

[32]: O'Hearn etal. (2001), Local Reasoning
about Programs that Alter Data Structures

[31]: Reynolds (2002), Separation Logic: A
Logic for Shared Mutable Data Structures
[37]: Miiller et al. (2016), Automatic Verifi-
cation of Iterated Separating Conjunctions
Using Symbolic Execution

[31]: Reynolds (2002), Separation Logic: A
Logic for Shared Mutable Data Structures
[80]: Schwerhoff et al. (2015), Lightweight
Support for Magic Wands in an Automatic
Verifier

[81]: Dardinier et al. (2022), Sound Au-
tomation of Magic Wands

//@ requires PktMem(pkt) && DataPlaneMem(d)

//@ requires ifs_valid (Abs(pkt), d, i, j) && crypto_valid(Abs(pkt), d)

//@ requires Token(lp) && IOSpec(lp, so)

//@ requires Abs(pkt) € sg.inputBuffer[i]

//@ensures PktMem(pkt) && DataPlaneMem(d)

//@ ensures update(old(Abs(pkt)),Abs(pkt))

//@ensures Token(ly) && IOSpec(ly, s1)

//@ensures Abs(pkt) € sp.outputBuffer[j]

func process(pkt *Pkt, d *DataPlane, i uintl6, j uintl6 /*@, Ly ProtolLoc,
sgo ProtoSt @*/) /*@ (11 ProtoLoc, si1 ProtoSt) @/

O 0 N U W N =

the interface and cryptographic checks. The function implementation,
which we omit for brevity, performs the update of the router model’s
packet processing event (see Section 3.5). We explain the function’s
specification below.

3.6.1 Verifying memory safety

Gobra uses implicit dynamic frames (IDF) [21], a variant of separation
logic [31, 32]. The expressiveness of this logic is crucial to tackle the
concurrency and complex heap structures in the SCION code base and to
obtain the modularity needed for a verification effort of this scale. Using
this logic, Gobra checks that programs do not crash and do not exhibit
data races, as explained in Chapter 2.

Recall that Gobra expresses ownership of memory by associating a
permission with each location, which is created during allocation and
can be transferred between different function executions (Section 2.3).
Gobra checks that a function may access a location only if it holds the
corresponding permission; otherwise, verification fails. A function’s pre-
and postconditions express which permissions the function expects from
its caller and which it returns upon termination (see Lines 1 and 5 in
Figure 3.4). Predicates such as PktMem group together the permissions of
entire data structures.

A key difficulty in verifying an existing code base that was not written
with verification in mind is the use of complex code patterns that improve
performance, but complicate reasoning. We give three examples and
explain how we tackle them.

First, packets have two data representations, as a bytestring and as a
struct. Conceptually, bytestrings are unmarshaled into the struct, then
processed, and then marshaled back to the bytestring. However, the
details are more complicated because (1) these three steps are interleaved,
such that the implementation effectively uses both representations, and
(2) struct fields store views of portions of the bytestring (so-called slices
in Go), such that both representations share memory. As a result, it is
difficult to specify permissions and the relevant invariants in a purely
recursive manner, as is standard in automated verification tools. Our
solution instead uses iterated separating conjunctions (ISCs) [31, 37] and
magic wands [31, 80, 81], two separation logic constructs that enable
non-recursive specifications. ISCs represent permissions for every value
of a quantified variable and are commonly used to specify permissions
to random access data structures like arrays (e.g., the ISC forall i

0 <= 1 < len(a) ==> acc(a[i]) gives permission to every element
of the array a). Magic wands are separating implications commonly
used to express permissions to partial data structures (e.g., the wand
tree(x) --x tree(root) representsthe permissions to the tree starting




at root with the exception of the subtree starting at x). ISCs allow us
to describe how the struct’s fields overlap with the bytestring, whereas
magic wands enable us to preserve information when there is a short-lived
overlap between bytestrings and structs. Both of these features, while
standard in the theory of separation logic, are very rarely supported
in automated separation logic verifiers. We have found them (ISCs in
particular) indispensable not only for their traditional use cases like
specifying arrays and partial data structures, but also due to the additional
flexibility they gave us for specifying other code patterns like these
overlapping struct representations.

Second, to avoid memory allocation and reduce the time spent on garbage
collection, the router maintains a pool of allocated structs, for instance, to
represent SCION paths. Whenever a path is created, a struct is retrieved
from the pool and returned afterward. Verification must ensure that
structs do not continue to be used after being returned to the pool, and
that they are properly initialized before they are re-used. We re-use
Gobra’s existing permission system to prove this property: When a struct
instance is returned to the pool, we prove that all permissions to it
are returned to the pool. Thus, it can no longer be used by other code,
since that would require those same permissions that are now no longer
available.

Third, the router implementation makes extensive use of interfaces for
subtype polymorphism. To verify code that uses these interfaces, we have
to annotate each interface with specifications that must be satisfied by each
implementation of the interface. Due to Go’s structural subtyping, one
cannot easily determine all implementations of an interface. This makes
devising interface specifications challenging, as one must anticipate the
behavior of each interface implementation in the entire code base. As
a result, we frequently adjusted interface specifications in the SCION
libraries as we verified new implementations that were not compatible
with the previous version of the specification. Each such change required
re-verifying the already-verified interface implementations against the
adjusted specification. This highlights a limitation of modular verification
when applied to existing code.

3.6.2 Verifying functional correctness

Functional properties describe the result and the state updates performed
by a function. Even if a function’s implementation operates on low-level
data structures such as bytestrings, its specification needs to express the
functional properties in terms of the logical values that the low-level
data structures represent. This data abstraction is essential to making
specifications human-readable and connecting them to the state of the
protocol model.

The implicit dynamic frames logic used by Gobra allows programmers
to express data abstraction via mathematical functions, written as side-
effect-free Go functions, that map a concrete data structure to its logical
representation. In contrast to standard separation logic, these pure func-
tions decouple permission reasoning from reasoning about the values
stored in memory. This allowed us to incrementally extend the specifica-
tions for safety properties discussed earlier with functional properties.

In our example, the pure function Abs abstracts the concrete representa-
tion of a packet pkt to a message in the protocol model. This function is
used in the precondition of process (Line 2 in Figure 3.4) to express that
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5: The label of a field of a marshalled
SCION packet is inferable from its offset
in the packet bitstring.

6: For any function f of type A — B, we
use the notation f to lift f to a function
of type SetA — SetB that applies f to all
elements of its input.

the packet header has been validated. The postcondition at Line 6 states
that process modifies the packet as prescribed by the router model’s
process event. Crucially, specifying these functional properties in the
contract of process does not require changing the safety specifications
previously added.

This step specified and proved critical properties of functions that parse,
serialize, and manipulate the headers of the SCION packets. Many of
these functions are part of the API of SCION. As such, our security
guarantees apply not only to the router implementation, but also to
third-party clients of the SCION libraries.

Abstracting cryptographic material

To relate the messages at the protocol level with those in the implementa-
tion, we assume a function a mapping bitstrings to terms, inspired by the
work by Sprenger et al. in a verified two-party authentication protocol [23,
Sec. 4.2]. The existence of such a function is a standard assumption in
symbolic protocol verification. It represents the common abstraction of
treating bitstring messages as well-typed terms under a perfect cryp-
tography assumption, which precludes, for instance, collisions between
different message types and cryptographic collisions (e.g., MACs). We
also assume that the cryptographic operations at the code level correctly
implement the corresponding abstract operations by relating them using
a.

Formally speaking, « is a surjective function of type
{0,1}* x TypeTag — Term

The type {0, 1} * stands for the type of finite bitstrings, TypeTag is the type
of labels® that indicate whether a bitstring was obtained from computing
a MAC, or a XOR (an in particular, whether it is a segment ID obtained
from XORing the MACs computed at each router), or corresponds to a
non-cryptographic field in the packet, and Term stands for the symbolic
cryptographic algebra used in the router model.

Similarly to the protocol model’s attacker (Subsection 3.4.1), the message
forging capabilities of the bitwise attacker, i.e., the Dolev-Yao attacker
that can observe and inject labeled bitstrings, is modeled as a closure
operator DY’(K), which closes the set of tagged bitstrings that consistute
the attacker’s initial knowledge (K) under the messages the attacker can
derive. It is defined as follows®:

DY =aloDYoq@ (3.3)

Abstracting over bitstrings using the a function ignores the existence
of collisions, i.e., it assumes that every pair of bitstrings and labels
corresponds to a single term. We deem this modeling decision realistic.
In SCION, MAC:s are required to use pseudorandom functions (PRFs),
making collisions unlikely. The situation is more complex for XOR, as it is
trivial for the attacker to craft XOR collisions. However, in SCION, XOR is
used only in the segment identifiers, which have the form MACy(a, X) &
X. Since XORing with a random value yields a random result, the problem
of finding a collision for such terms again reduces to the PRF security of
the underlying MAC scheme. Furthermore, an attacker would need to
find a collision such that the resulting hop fields have valid interfaces
that can be used for forwarding.



1 pred IOSpec(l ProtoLoc, s ProtoSt) {

2 (forall i, pkt :: pkt in s.outputBuffer[i] ==>
3 Send(1l, i, pkt, ?1p) &&

4 I0Spec(1ly, s)) &&

5 (Recv(l, ?i, ?pkt, ?1p) &&

6 I0Spec(1ly, s[inputBuffer[i] += pkt])) &&

7 // other I/0 permissions

8

}

The inability of an attacker to find accidental segment identifier collisions
is a fundamental correctness property of SCION’s control plane, which
we assume to be correctly implemented:

In principle, in case there is a collision of a segment identifier,
splicing multiple segments would become possible. However,
as segment identifiers are not under the control of end hosts,
they cannot be brute-forced; instead, end hosts would need
to wait for accidental collisions. In addition, the probability
of an “accidental” match decreases exponentially with the
length of the segment identifier, I, gID-

— The Complete Guide to SCION: From Design Principles
to Formal Verification [46, Section 5.3.3]

Our proofs are carried out in a symbolic model, which is unable to reason
about collisions and their likelihood. Cryptographic proofs avoid this
issue, but they are often difficult to formalize and scale for complex
protocols. Computational soundness could bridge symbolic and compu-
tational models, but this is impossible for most symbolic models that
include XOR, including ours [82].

3.6.3 Verifying protocol compliance

To verify that the router code implements the protocol correctly, we
prove that each I/O operation performed by the router is permitted
by the abstract router model. To reason about I/O behavior, we asso-
ciate a separation-logic permission with each I/O operation that may
be performed by the implementation. We annotate the relevant 1/0O
operations of Go’s I/O library to require and consume the corresponding
permission. Consequently, a caller may perform the I/O operation only
if it holds the permission; otherwise, verification fails. This approach
was originally proposed by Penninckx et al. [83]; we handle concurrency
differently to make the router model and 1/O specification independent
of the concurrency used in the implementation (see below).

I/O specification The I/O specification generated from the router
model (see Section 3.5) is a separation logic formula that provides the
I/0O permissions for the entire router, that is, expresses which 1I/O
operations the router may perform, their arguments, and in which order
they may occur. Figure 3.5 shows the definition of the predicate I0Spec,
the core of the I/O specification. The predicate’s parameter s represents
the router model’s state; its relation to the router’s concrete data structures
is expressed via abstraction functions (Subsection 3.6.2). I0Spec’s other
parameter, 1, is a protocol location that indicates the execution’s current
position in the protocol; it is used to specify valid sequences of 1/O
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Figure 3.5: The core predicate of the /O
specification generated from our router
model. The predicate includes permis-
sions for all1/O operations prescribed by
the model (we show only the Send per-
mission here). The recursive predicate
application shows how the position in
the protocol (1) and the model state (s)
are updated when an I/O operation is
performed. Variable ?1; is existentially
quantified.

[82]: Unruh (2010), The impossibility of
computationally sound XOR

[83]: Penninckx et al. (2015), Sound, Mod-
ular and Compositional Verification of the
Input/Output Behavior of Programs
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Figure 3.6: A simplified specification of
the Write function of Go’s 1/0 library.
The function sends packet pkt; conn is
the network socket representing the AS
interface that the packet is sent over.
Lines 1 and 3 specify permissions for the
packet and socket. Lines 2 and 4 specify
1/0 permissions.

Figure 3.7: Annotated call to the Write
function.

1 //@ requires SktMem(conn) && PktMem(pkt)

2 //@ requires Token(ly) && Send(ly, conn, Abs(pkt), ?17)

3 //@ ensures SktMem(conn) && PktMem(pkt)

4 //@ ensures Token(1ly)

5 func Write(conn uintl6, pkt *Pkt /*@, 1{ ProtoLoc @+/) /*@ (1, ProtoLoc) @
*/

operations and is advanced whenever the router performs a protocol
step, such as sending a packet.

An individual I/O permission is parameterized with the protocol loca-
tions before and after the operation, as well as the parameters and results
of the operation. For instance, Line 3 in Figure 3.5 provides the permission
to send packet pkt over the AS interface i, provided that the packet is in
the corresponding output buffer (Line 2) and the protocol is at location
1. Performing this operation advances the protocol to location 1,. The
recursive instance of I0Spec at Line 4 lets the router perform the next1/O
operation. Its parameters reflect the new protocol location and the fact
that the router state remains unchanged. Line 5 provides the permission
to receive the next packet pkt over the AS interface i. The router state is
updated so that pkt is added to the input buffer. The condition under
which an I/O operation is permitted and the modification of the router
state are extracted automatically from the guard and update, respectively,
of the corresponding event in the router model.

The router’s full I/O specification, extracted from the router model, is
Token(1l) && I0Spec(l, sgp), where sy is the initial abstract state and
Token (1) indicates the initial protocol location. This specification, which
is a precondition of the router’s entry-point, describes the permitted 1/O
operations of the entire router.

Verifying I/O properties Figure 3.6 shows a specification of the Write
function from Go’s I/O library, which forwards messages to the network.
In addition to the memory permissions specified at Line 1, calling Write
also requires the current protocol location to be 1; and a Send-permission
to send the packet pkt over the AS interface’s network socket conn
(Line 2). To verify the following call to Write

/%@ 1y, :=@+/process(pkt, t, connjy, conngy /*@, 1, s@+/)
Write(conngyt, pkt /*@, 11 @+/)

we use the postconditions at Lines 7 and 8 of process (Figure 3.4),
together with the definition of I0Spec, to obtain the I/O permission
required by the Write operation.

An attempt to call Write without first calling process would fail for two
reasons: First, we could not establish Token(17), i.e., the execution would
be at the wrong protocol location. Second, we could not obtain the I/O
permission from I0Spec because the condition pkt in s.outputBuffer
[i] would not hold, i.e., the router would not be in the expected state.
This illustrates that verification enforces that both the sequence of I/O
operations and the evolution of the router state precisely follow the
protocol model.




Concurrency The router implementation spawns multiple threads,
each of which receives packets, processes them, and forwards the result.
The receive, process, and send operations may occur concurrently, while
operations on the same packet are sequenced (i.e., a packet is received,
processed and sent in sequence by the same thread). The router model,
from which we extract our I/ O specification, is agnostic to the concurrency
used in a concrete implementation. The I/O specification is parametrized
with a global router state (s in Figure 3.5) and describes how this state is
affected by each operation.

Due to the global nature of the I/O specification, verification must
ensure that each thread may obtain I/O permissions and that all threads
collectively maintain the global state used in the I/O specification. To
this end, we treat the I/O specification like a shared data structure in
concurrent separation logic. This data structure consists of (1) global ghost
(that is, verification-only) variables cL and cS for the current protocol
location and the current model state, and (2) an invariant Token(cL) &&
I0Spec(cL, cS) for the current token and I/O specification. We enforce
that each protocol step performed by a thread executes atomically and
preserves the invariant [84]. In this atomic step, a thread may use the
token and I0Spec predicate from the invariant (e.g., to perform an I/O
operation), update cL and cS, and then release the token and I0Spec
predicate to make them available for the next thread.

Notice that the process function is not atomic, and thus, the invariant
may not be open on a call to process. As such, no call to it can satisfy
the precondition in line 3 of Figure 3.4. To solve this issue, we adapt the
specification of process as shown in Figure 3.8:

—

//@ requires PktMem(pkt) && DataPlaneMem(d)

//@requires ifs_valid(Abs(pkt), d, i, j) && crypto_valid(Abs(pkt), d)

//@ requires Invariant(acc(&cL) && acc(&cS) && Token(cL) && IOSpec(cL,
cS))

//@ requires IBufWitness(i, Abs(pkt))

//@ensures PktMem(pkt) && DataPlaneMem(d)

//@ensures update(old(Abs(pkt)), Abs (pkt))

//@ensures OBufWitness(j, Abs(pkt))

func process(pkt *Pkt, d *DataPlane, i uintl6, j uintl6)

[SSIN S
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Notably, the specification of process no longer receives the current
protocol location Iy and state sg as a parameter, and it does not require
the caller to own the resources Token(1p) and I0Spec(1ly, sg). Instead,
it requires that acc (&cL) && acc(&cS) && Token(cL) && IOSpec(cL,

cS) is an invariant (line 3). Once a property is shown to be an invariant,
it will always be an invariant. Thus, repeating the assertion from line 3
as a postcondition is not necessary. The implementation of process is
now responsible for opening the invariant and updating the local and
state of the protocol atomically after processing the packet.

The specification of process may not access the current state and location
of the protocol, as it does not have permissions to variables cS and
cL, respectively (it may only obtain them by performing an atomic
operation). As such, the precondition in line 4 and the postcondition in
line 8 of Figure 3.4 cannot be expressed directly. Instead, we define the
predicate IBufWitness(i, pkt) (resp., OBufWitness(i, pkt)) which
entails that the packet pkt was added to the input (resp., output) buffer
of interface i. I0Spec only allows monotonic additions to the protocol
state, i.e., packets may be added to any input or output buffers, but they
may never be removed. Thus, the validity of IBufWitness (i, pkt) and
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Figure 3.8: Adapted specification of
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7: We have implemented each proof rule
for resource algebras and ghost locations
from Iris in Gobra. Each rule corresponds
to a ghost function in Gobra, where its
premises occur as preconditions and its
conclusions occcur as postcondtions. We
have proven each rule sound in Gobra.

[85]: (2025-2026), resalgebra: A library
for resource algebras in Gobra

[28]: Jung et al. (2018), Iris from the ground
up: A modular foundation for higher-order
concurrent separation logic

8: This ratio is suggestive of the amount
of work that goes into verifying the router
against its current specification. How-
ever, this measurement provides little in-
formation otherwise, and in particular, it
should not be used to draw comparative
conclusions with other projects. Gernot
Heiser has an instructive blog post on
this point [86].

OBufWitness(i, pkt) is preserved by all updates to the protocol state.
Even though Gobra does not have any built-in support for reasoning
about monotonicity, we have soundly’ implemented these predicates and
reasoning principle in Gobra [85] using a formalization of ghost locations
and resource algebras (in particular, using the authoritative reource algebra)
from the Iris program logic [28].

The way of verifying I/O properties for concurrent programs shown in
this section does not restrict the concurrency used by the implementation
and allows the protocol models and the extracted I/O specification to
be completely agnostic of the implementation’s concurrency structure,
which further increases the modularity of our approach.

3.6.4 Results

We equipped the router’s implementation with annotations that allow
Gobra to prove safety, functional correctness, and compliance with the
protocol model. We targeted the current, open-source implementation,
which consists of 4,700 lines of Go code (ignoring comments and empty
lines), including SCION-specific libraries, but excluding third-party li-
braries like the Go standard library or the library gopacket. We achieved
our goal of verifying the deployed, performance-optimized implemen-
tation as is, except for three small and local changes to work around
limitations of Gobra. First, we rewrote one type declaration that uses a
specific combination of Go’s interfaces and Go’s delegation mechanism
that is not supported by Gobra. Second, we split some compound expres-
sions, which allows us to add necessary annotations about intermediate
results. Third, we rewrote some range-loops into regular for-loops,
which in some cases simplifies permission-based reasoning.

Altogether, we fully verified 345 functions across 12 packages. For three
additional functions, we verified only parts of its implementation. Due to
performance problems observed in these functions, their relative lack of
importance (the unverified parts deal with error reporting and a SCION
extension that is not a focus of our project), and our timing constraints, we
never fully verified these functions. Even though these functions are only
partially verified, we are convinced that they are correct. Nonetheless,
they are a part of our TCB until their proofs are finalized (Section 3.7).

In total, we added 16,700 lines of specifications and annotations, including
1,000 for the I/ O specification and the definitions it depends on. We wrote
another 2,600 lines of trusted specifications for the Go standard library
and third-party libraries. The overhead of 3.6 lines of annotation per line
of code ® is typical for SMT-based deductive verification and would be
substantially higher for verification using an interactive theorem prover.
Annotating and verifying the code took roughly 2.7 person years (not
including the time required to extend Gobra); running Gobra on the
implementation takes 46 minutes on a commodity desktop. We expect
that our specifications will also facilitate the safe evolution of the code
base; after annotating any modified parts, Gobra can check whether the
changed implementation is still correct and secure.

Discovered implementation bugs We reported fourteen previously
unknown issues in the router implementation, all of which were con-
firmed and fixed by the SCION developers. The detected issues affect
the router’s safety, functional correctness, and the 1/O behavior. We
list a subset of the errors we found in Table 3.3. While verifying safety



Issue description Type
Missing bounds check when reading a host address from a S
bytestring

Missing bounds check in the function that serializes a SCION S
path

Missing synchronization operation in the main loop of the router

Latent race condition when processing packets with empty paths

nil-pointer dereference when reversing an empty SCION path

N n| n|wn

Setter function does not prevent concurrent mutations to values
of type DataPlane

Improper error handling when forwarding to the internal net- F
work

Missing checks after decoding a SCION path F

Incorrect error reporting when reversing paths

Deserializing an extension header may incorrectly reuse fields
from previous deserialization

Use of wrong operand in a type comparison leads to a comparison F
that always yields false

Missing checks for the number of hop fields in a SCION path F

Packets simultaneously originating from, and bound to the
internal network are not rejected

Missing checks for the validity of the size of path segments P

(referred to as S in Table 3.3), we found missing bounds checks, a nil-
pointer dereference, and data races. Verification of functional correctness
(F) uncovered missing checks after decoding SCION paths, incorrect
error handling, and the incorrect accumulation of metrics. Finally, while
verifying protocol compliance (P), we discovered a critical bug where
the router did not reject packets simultaneously originating from and
destined to the internal network. As a consequence, an attacker could
craft an ill-formed packet that keeps being redirected to the internal net-
work of an AS, potentially jeopardizing the availability of the router. This
behavior is explicitly ruled out by the SCION protocol and our models,
but was allowed by the implementation. These findings demonstrate
that all steps of the code verification were effective in uncovering bugs.
Remarkably, all of these bugs escaped the extensive code reviews, testing,
and fuzzing that are continuously performed on the code base, in parallel
with formal verification.

In addition to these bugs, we identified a loop that could run for at
most one iteration, and proposed a change that replaced the loop with
straight-line code. This change had the positive side-effect of simplifying
our proofs, eliminating the need for loop invariants and termination
measures.

Impact on the Gobra and Viper ecosystems VerifiedSCION is, to date,
the biggest program ever verified in a Viper frontend. In the course of this
project, we often had to extend Gobra to support previously unsupported
features of Go and find new ways to scale verification (Chapter 4).
VerifiedSCION had a big impact on the Gobra and Viper ecosystems
besides these contributions.
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Table 3.3: Selected issues reported in the
official SCION repository on GitHub.
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cation of Finite Blocking in Non-terminating
Programs

[94]: Astrauskas (2016), Input-Output Ver-
ification in Viper

Through VerifiedSCION, we explored less frequently executed paths
and configurations of Gobra and Viper. This uncovered various bugs
(including soundness and completeness bugs) in both Gobra and Viper,
which have since been fixed. Even for the features initially developed
independently of VerifiedSCION, like the support for checking secure
information flow (which we discuss in Subsection 3.6.5), our verified
codebase provided a litmus test for their expressiveness and identified
various shortcomings of the original implementations. In addition, Ver-
ifiedSCION was a big motivator, as well as a judge, for performance
optimizations carried out in Gobra and Viper, which led a member of
our group to coin the sentence “If it works on SCION, it works”.

VerifiedSCION was the product of various collaborators, many of whom
were working on verified codebases for the first time. This motivated the
development of a GitHub Action [87] to ensure that all contributions to
the codebase did not introduce new verification errors, and led to work on
new teaching material for Gobra [88, 89] and a linter to detect specification
issues [90]. In addition, we developed various utility libraries to reason
about slices, concurrency (through resource algebras), and ghost data
structures. Many of these utilities were collected in a reusable library that
acts as a standard library for Gobra [91]. Finally, we formally specified
part of the Go standard library. To reduce our TCB (Section 3.7), we
started verifying part of the Go standard library [92].

3.6.5 Ongoing work

In addition to the properties previously described, we are currently
extending the VerifiedSCION project to verify other kinds of properties.
Furthermore, we are currently looking at how to integrate verification
in the development process of SCION. Here, we describe these ongoing
efforts.

1. Proving finite processing of packets

We are interested in proving that each packet received by the router
is processed in finite time. To that end, we need to show that (1) in
the absence of deadlocks, each function involved in packet processing
terminates, even though the router as a whole may run forever, and
(2) there are no deadlocks. So far, we completely achieved the former. To
prove termination, we added a termination measure (or ranking function) to
each loop. Gobra checks the following conditions:

1. the termination measure strictly decreases in every loop iteration,
2. the termination measure is always non-negative,
3. the loop body contains only calls and nested loops that terminate.

Together, these three properties imply that the loop terminates. Functions
are handled analogously; their termination measures must decrease on
every recursive call, including indirect recursive calls.

In order to prove the absence of deadlocks in Gobra, we consider extend-
ing Gobra with support for verifying finite blocking [93], i.e., proving that
no thread is blocked forever. We expect this to be mostly an engineering
task, and we believe that we may be able to reuse Nagini’s encoding for
checking this property [94].



2. Proving Secure Information Flow

Each border router in an AS A is configured with A’s confidential
MAC key so that the router can check whether paths are authorized.
In principle, the router implementation could leak secrets indirectly by
performing output that depends on the MAC key. In such a case, the
attacker could obtain secret information by observing the I/O behavior
of the system and then use this information to mount an attack.

More recently, we started verifying that the router’s implementation does
not leak information derived from the key except for the updated segID
computed in each hop along the forwarding path (Subsection 3.4.2). We
assume a threat model where an attacker may observe any messages sent
to and from the router, but it may not inspect the memory of the router
directly.

We follow the methodology by Wolf and Miiller [95] to specify and
verify security policies, i.e., policies describing under which conditions
confidential data may be declassified. We introduce the security policy
in two steps:

1. we extend the router’s I/O specification with a new declassify event,
signaling the declassification of a message’s segID. This event is
enabled for every message to be sent by the router. We show, on paper,
that the I/O specification extended with declassification refines the
previous router I/O specification [96], and thus, it preserves all of
its safety properties.

2. we introduce a classification policy to describe the expected confiden-
tiality of the inputs and outputs of the events of our I/O specification.
For each event E(out, in), where out is the output of the action
and in is the input, we provide a classification specification as a
Hoare triple { P } E(out, in) { Q }, where P and Q describe the
lowness of the outputs and inputs, respectively. If an action does not
have inputs or outputs, we omit the corresponding argument.

We provide the following triples for our I/O events:

{ true} recv(pkt) {low(pkt)}

{ low(pkt) } send(pkt) {true}

In addition, we provide the following triple for the declassify event
{true } declassify(x) {low(x)}

In the triples above, we use the assertion low(e) to indicate that e
has low sensitivity, i.e., it is not confidential. Thus, the triples above
specify that all messages received by the router are not confidential
(as the attacker may have observed them), whereas the router may
send only non-confidential messages. Finally, declassifying a value
turns that value non-confidential.

We use Gobra to ensure that the router complies with the security policy by
showing (1) that the router complies with the I/O specification extended
with the declassify event using the approach outlined in Subsection 3.6.3,
and (2) the router complies with the classification policy by using Gobra’s
support for checking secure information flow (SIF), which is specified
as a variation of observational determinism [97, 98] that accepts non-
deterministic I/O behaviours that do not depend on secrets [95].

As done for all properties specified and proven before, we layer the
classification annotations on top of the pre-existing specifications and
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9: Note that, for a slice s, the assertion
low(s), implies only that the memory
address of s is low, not its contents.

verify SIF gradually. We start by annotating the methods that perform
1/0O with their classification specifications. As an example, we add the
precondition Abs (Low(pkt) ) to the Write function (Figure 3.6), requiring
that the packet to be sent does not contain confidential information. To
verify the call to Write in Figure 3.7, we must specify that the process
function does not leak the key when a packet is processed. We do so
by adding low(Abs (pkt)) as both a precondition and postcondition of
process, which in turn, requires that we extend the specifications of the
methods called from process. In this way, SIF annotations propagate to
the entire codebase.

So far, we have added SIF annotations to all first-party dependencies of
the SCION router, and we verified all but one of these dependencies.
While doing so, we identified and fixed various problems with the
support for verifying SIF in Gobra, as the original implementation was
still experimental and didn’t integrate well with features like magic
wands, type casts, and closures. We are currently verifying the remaining
unverified dependency of the router and the router package itself. Our
current progress is slowed down by the following two problems, which
we are working to solve:

Performance problems. We are currently experiencing performance
and verification stability problems in the currently-unverified packages.
We believe these problems originate from the product program construc-
tion used by Gobra to verify SIF [99, 100], which significantly increases
the size of the Viper programs generated by Gobra and negatively af-
fects verification times (Chapter 4). Similar to the work by Frumin et
al. [101], we are currently exploring combinations of the product program
transformation with a SIF type system for which there is an efficient
type-checking algorithm, so that Gobra applies the product program
transformation only when SIF cannot be checked automatically by the
type-checker.

Idiomatic specifications. As mentioned above, we layer the SIF annota-
tions on top of the specifications for all aforementioned properties. In
the style of IDF, we would like to abstract over the confidentiality of
data structures using pure heap-dependent functions. As an example,
we would like to define the following pure function that returns whether
the contents of a slice are confidential *:

1 ghost

2 requires forall i int :: 0 <= 1 & 1 < len(s) ==> acc(&s[i])
3 pure func LowSlice(s []int) bool {

4 return low(len(s)) &&

5 forall i int :: 0 <=1 & i < len(s) ==> low(s[i])

6

}

By the time we started specifying and verifying SIF, the product program
transformation that Gobra depends on did not yet support Low assertions
in pure functions. We have prototyped an extension of the product
program transformation that allows for these idioms, and we are currently
evaluating its expressiveness on the router implementation.

3. Integration with the upstream SCION repository

In the process of verifying the SCION router and its dependencies, we
maintained a separate fork of the SCION repository where we added our




specifications and proofs of correctness. We are currently exploring the
migration of the specifications and proof annotations from the Verified-
SCION fork to the official SCION repository and the addition of Gobra
to the CI workflow of the SCION repository. So far, we have opened two
pull requests to the SCION repository [102, 103] that added basic memory
safety specifications and proofs to two important packages: pkg/addr,
which defines the addresses of the SCION hosts, and pkg/slayers/path,
which defines a common interface implemented by all kinds of paths
that the border router supports. These proposals are the first step in
transferring the responsibility of proof maintenance to the developers of
SCION.

3.7 Assumptions and TCB

Our verification methodology guarantees that the properties we show
to hold for the protocol model are preserved all the way down to
the routers” implementation. Our guarantees hold under the following
assumptions:

Environment. We prove the security of the SCION router based on a
model of the environment consisting of a network and an attacker
model; we assume that these models cover the behavior of the real
environment. We assume the absence of collisions in cryptographic
material that justify the adequacy of our mapping « from bitstrings
to symbolic cryptographic terms, as explained in Subsection 3.6.2,
which in turn depends on the correctness and security of the control
plane.

Manual translation of I/O specification. We connect the protocol model
to code via an I/O specification. We assume the I/O specification
is translated correctly from Isabelle/HOL to Gobra’s syntax. This
translation is manual, but it can be automated in the future.

Partially verified functions. As mentioned in Subsection 3.6.4, three
functions are only partially verified.

Libraries. The router implementation uses external libraries (Go’s stan-
dard library, Prometheus [104], and GoPacket [105]), whose behaviors
we specified using pre- and postconditions, but we did not verify
their implementations. We did the same for auxiliary SCION libraries
that perform logging, allocation of error values, and declaration of
new GoPacket’s layer types. Finally, we specified but did not verify
the implementation of network operations for sending and receiving
packets.

Tool soundness. We assume that the Isabelle/HOL and Gobra verifica-
tion tools are sound. Moreover, we verify the router’s source code, but
assume the correctness of the compiler, runtime system, operating
system, and hardware.

3.8 Lessons learned

In this section, we reflect on our project and draw lessons learned for
future large-scale verification efforts.
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3.8.1 Overall approach

The most important success factor for our project was to separate protocol
and code verification, which worked remarkably well.

First, this separation proved to be very valuable, since it allowed us
to use the right tools for each task. Performing both verification tasks
within one framework would have been much harder. For example,
to simplify reasoning about path segments, we derived tailor-made
induction schemes. We also built protocol models that are parametrized
on cryptographic schemes and assumptions about them. These features
are not commonly available in SMT-based program verifiers. However,
performing the entire verification within an interactive proof assistant
would have meant forgoing the high degree of automation offered by
SMT-based program verifiers and incurred a significant increase of the
verification effort.

Second, our project demonstrated that the linked protocol and code
verification processes are mutually beneficial, as opposed to the protocol
models just serving as a specification of the code. By soundly linking
the models to the code, we detected not only discrepancies between the
models and the specified security properties, but also instances where
the models did not faithfully capture the informal protocol specification.
For example, initially our models performed checks on packets upon
exiting an AS whereas the implementation correctly conducts checks on
entry. In another example, described in Subsection 3.6.4, a discrepancy
between models and code turned out to be an error in the implementation
instead.

Using two frameworks, Isabelle and Gobra in our case, requires a semantic-
preserving translation between them. The existing Igloo methodology
soundly links the two formalisms using I/O specifications. We extended
it with an automated, sound extraction of I/O specifications in Is-
abelle/HOL, which made the extraction of the router’s I/O specification
effortless and reduced its further translation to Gobra to simple syntactic
transformations (see Section 3.7). The generated I/O specification is rela-
tively simple and can be reused for different router implementations.

Overall, our success suggests that our verification approach can be
used in other verification projects that target protocols and their pre-
existing implementations. It is flexible enough to accommodate any
protocol modeling approach based on transition systems. This includes,
for example, Tamarin protocol models [106], and many program verifiers
based on separation logic for different programming languages, including
C, Go, Java, Python, and Rust.

3.8.2 Continuous development

Like most software, the SCION protocol and code are constantly evolving.
In such projects, one cannot defer verification until the software reaches
a stable state. Instead, we started our verification effort already when
SCION was just a research project and evolved our formalizations and
proofs along with the protocol and code.

Verifying the protocol and code already during their development has
substantial benefits. As described in Subsection 3.4.4, we uncovered
vulnerabilities and made suggestions to strengthen the obtained security
guarantees, which were implemented early. In contrast, updating already



widely-deployed protocols is hard and costly. Similarly, detecting imple-
mentation bugs early reduces the risk of their exploitation by attackers,
which would cause economic and reputation damage. This is especially
critical for a secure next-generation Internet architecture that is seeking
widespread acceptance.

However, the early start also led to significant challenges. We faced
multiple protocol changes that affected our models. Evaluating their
effects on the security properties would have required laborious mod-
ifications to all models in the refinement sequence for each proposed
change. To adapt to changes quickly, building on prior work [61, 107],
we used parametrization to prove the security of an entire class of data
plane protocols. The formalization defines several parameters (such as
a cryptographic check function) and conditions that are sufficient for
proving security in the parameterized refinement development. Since
the proof effort for each instance is minimal, we could easily adapt to
protocol changes.

The development of the router implementation was driven by strict
performance and schedule constraints, such that extracting it from
a formal model or co-developing code and proofs was not possible.
Consequently, we verified an existing implementation that was frequently
changing, as developers added features, optimized performance, and
fixed bugs. We annotated a fork of the SCION repository and, for a period
of 8 months, we ported changes from the original repository weekly to
keep both repositories in sync. We eventually fixed the version of SCION
to have a stable target for a publication!’. Porting changes to our code
base required adding and often adapting annotations. In this process,
we benefitted greatly from using modular verification, which confines
the adaptations to a local scope and avoids adapting or re-verifying the
unaffected parts of the code base.

We showed that conducting quality assurance during development is
feasible, but requires strong modularity to limit the impact of changes.
The reward is a higher chance of fixing found problems.

3.8.3 Limits of automated code verification

It was initially unclear whether SMT-based, automated verification
would scale to the SCION router’s Go implementation. While we hoped
automation would make verifying a large, complex implementation a
manageable task, SMT-based verification has two known limitations.

First, automated verification gives users less control over the proof, with
limited means for debugging when the tool cannot automatically prove
a property. We often found strategies to work around this limitation
by phrasing annotations in a way that is beneficial for the SMT solver.
In some cases, this required a good understanding of the tool’s inner
workings.

Second, proof automation may be slow, hindering the workflow of writing
and incrementally improving specifications. As explained in Chapter 4,
verification performance is a central challenge when SMT-based verifiers
are used, and scaling them requires developing new strategies and
improving the tools.

We conclude that automated verification of real-world code bases in
complex languages is feasible. We are confident that automated verifi-
cation greatly reduced the effort of verifying the code base compared

3.8 Lessons learned 51

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols
[107]: Klenze et al. (2022), IsaNet: Formal-
ization of a Verification Framework for Secure
Data Plane Protocols

10: We have resumed our efforts to keep
the verified codebase in sync with the
upstream SCION repository. We recently
updated the annotations for all depen-
dencies of the SCION router [108], but
our efforts to verify the router were
stopped by a large ongoing refactoring.
We believe this refactoring provides a
great case-study for techniques for auto-
mated proof repair.



52 | 3 Formal Verification of a Next-Generation Internet Router

[109]: Gladshtein et al. (2026), Founda-
tional Multi-Modal Program Verifiers

[49]: Khurshid et al. (2013), VeriFlow: Veri-
fying Network-Wide Invariants in Real Time
[50]: Kozen (2014), NetKAT — A Formal
System for the Verification of Networks

[51]: Weitz et al. (2016), Scalable Verifica-
tion of Border Gateway Protocol Configura-
tions with an SMT Solver

[52]: Beckett et al. (2017), A General Ap-
proach to Network Configuration Verification

[53]: Pirelli et al. (2022), Automated Verifi-
cation of Network Function Binaries

[54]: Zhang et al. (2020), Automated Verifi-
cation of Customizable Middlebox Properties
with Gravel

[55]: Zaostrovnykh et al. (2019), Verifying
software network functions with no verifica-
tion expertise

[56]: Liu et al. (2018), p4v: practical verifi-
cation for programmable data planes

[57]: Zaostrovnykh et al. (2017), A For-
mally Verified NAT

[61]: Klenze et al. (2022), IsaNet: A frame-
work for verifying secure data plane protocols
[107]: Klenze et al. (2022), IsaNet: Formal-
ization of a Verification Framework for Secure
Data Plane Protocols

[110]: Chen et al. (2015), A Program Logic
for Verifying Secure Routing Protocols

[111]: Arnaud et al. (2014), Modeling and
verifying ad hoc routing protocols

[112]: Arnaud et al. (2011), Deciding Secu-
rity for Protocols with Recursive Tests

[9]: Bhargavan et al. (2013), Implementing
TLS with Verified Cryptographic Security
[10]: Delignat-Lavaud et al. (2017), Imple-
menting and Proving the TLS 1.3 Record
Layer

[11]: Delignat-Lavaud et al. (2021), A Se-
curity Model and Fully Verified Implementa-
tion for the IETF QUIC Record Layer

[14]: Protzenko et al. (2017), Verified low-
level programming embedded in F*

to a more manual approach, but there were times when fine-grained
control over the proof would have been very helpful to debug proof
failures and to prevent the SMT solver from diverging. We believe that an
hybrid approach like that of Loom [109] which combines automation by
default with manual proof development when needed is an exciting and
promising way to deal with the shortcommings of SMT-based verifiers.

3.9 Related work

We discussed operating system and compiler verification in the introduc-
tion. We focus here on the verification of networking systems, security
protocols, and other distributed systems.

Networking-related verification As noted in the introduction, our
work differs from verifying network configurations [49-52], which only
considers the model level, and network functions [53-57], which focuses
on the fully automated verification of local properties of network com-
ponent implementations. In contrast, we combine protocol model and
code verification to establish both network-wide security properties and
local properties of the router. Moreover, the complexity of the existing
implementation mandates deductive verification, requiring substantially
more human effort.

As mentioned previously, we build on an existing protocol verification
of a simplified version of SCION [61, 107]. We adopted their refinement-
based approach, but extended the models substantially. Chen et al. [110]
model S-BGP and an early version of SCION in a Prolog-style declarative
language for networking protocols, and verify route authenticity (control
plane) and data path authenticity (data plane, for SCION only). The latter
is weaker than path authorization, as it considers each hop separately
instead of relating successive hops. Hence, it does not rule out path
splicing attacks.

Arnaud et al. [111, 112] model routing protocols in a process calculus
and propose two decision procedures for their analysis. One analyzes a
protocol for any topology and the other works for a given topology. All
of these works are limited to protocol design verification, whereas we
also provide guarantees for the implementation.

Verified security protocols The Everest project has verified several
security protocols, including TLS [9, 10] and QUIC [11] at the code
level. They implement the TLS and QUIC protocols in F# [9] and F* [10,
11], respectively, and use the associated refinement type checker (F7
and F*, respectively) for the cryptographic security proofs. As they
use a computational attacker model, their proofs yield stronger security
guarantees than are possible in a Dolev-Yao model. The resulting protocol
implementations, written in F# or in OCaml extracted from F*, are
reference implementations, which were designed for verification and
achieve a significantly lower performance than OpenSSL. The authors also
provide more efficient implementations written in language fragments
that can be compiled to C (e.g., the Low” fragment of F* [14]), which
achieve a performance similar to an optimized implementation in some
cases, but require an additional proof of equivalence with the reference
implementation [10, 11]. In contrast, we verified a pre-existing, optimized



protocol implementation and soundly connect it to a protocol model
using the Igloo methodology.

Both DY* [113] and Arquint et al. [106] verify security protocols at the code
level by proving invariants over the protocol traces and showing that
these invariants entail the desired security properties. Our refinement-
based approach increases modularity, which is crucial for verifying
systems of the size and complexity of SCION. Arquint et al. [114] extend
the Tamarin prover with the automated generation of each protocol
role’s 1/0O specification and verify the official Go implementation of
the WireGuard key exchange protocol. As said earlier, Tamarin is not
expressive enough for our purposes.

Distributed system verification IronFleet [6], Verdi [7, 115], and Velisar-
ios [8] verify respectively the Paxos, Raft, and PBFT consensus protocols.
Chapar [116] proves causal consistency of key-value stores. In IronFleet,
models and implementation are written in Dafny [17], which does not
allow for concurrent code, and are verified with an SMT solver. The
other approaches model algorithms in Coq and rely on code extraction
from Coq, which is unsuitable for verifying existing implementations in
commonly-used programming languages. Anvil [16] is a framework for
building and verifying Kubernetes controllers. It restricts the structure
of the implementation, making it unsuitable for verifying pre-existing
code.

3.10 Conclusion

We verified the SCION router from its high-level design down to its
performance-optimized implementation. A key success factor was our
highly modular verification approach, which allowed us to reduce the
verification complexity, work in parallel on different aspects of the
problem, and confine the impact of protocol and implementation changes.
We discovered both design and implementation errors, critically affecting
the router’s security, that evaded all prior reviews and testing and have
all been subsequently fixed. Future work includes a tighter integration of
code development and verification, finding automated ways of repairing
specifications and proof annotations when the code inevitably changes,
incorporating upcoming features of the SCION router, and verifying the
control plane.
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Taming Verification Performance

One of the greatest obstacles to using SMT-based verifiers in large
verification developments is their proneness to unpredictable, bad, and
unstable verification performance. In the VerifiedSCION project, the size
and complexity of both the verified code and its specifications repeatedly
led to scalability issues with Gobra, resulting in verification times that
were too long to make effective progress. In fact, performance problems
were, by far, the biggest practical hurdle we faced when using Gobra in
the VerifiedSCION project.

In this chapter, we distill important lessons about the performance of
Gobra. Furthermore, we present and evaluate various effective strategies
to improve verification performance that we curated while working on
VerifiedSCION. While the analysis and strategies presented in this chapter
focus on Gobra and its intermediate verification language (Viper), we
observe that the performance issues discussed here are prevalent in SMT-
based program verifiers and believe they are of wider applicability.

4.1 Introduction

Program verifiers based on SMT solvers like Dafny [17], F* [117], Raven [118],
Verifast [119], Viper [18], and its family of verifiers (which includes Go-
bra[29], Nagini [78], Prusti [120], and Vercors [121]) extract proof obligations,
i.e., logical conditions that, together, imply the correctness of the pro-
gram, from annotated programs. Then, most! of these conditions are

encoded into satisfiability problems that are discharged by SMT solvers.
Because they rely on SMT solvers to prove complex properties, these

verifiers often allow for surprisingly short and mostly automated proofs

of correctness. Unfortunately, the reliance on SMT solvers, which allows

for a high level of automation, is also the cause of two major usability
problems that appear to be endemic to SMT-based verifiers and that

severely delay and block larger verification efforts: unpredictable and long

verification times, and proof instability [122].

First, unpredictable and long verification times disrupt interactive proof
development, which proceeds iteratively as discussed in Section 3.6. If a
single run of the verifier takes many minutes, by the time it is over, the
proof authors have moved on to a different task. If verification errors
are found, the authors have to switch contexts to understand the issue.
In some cases, verifiers may even appear to diverge (i.e., they time out
after a few hours spent verifying a single member) without finding
any verification errors. These cases are particularly frustrating, as they
provide very little information about the correctness of the program or
the state of the proof.

Second, proof instability, which is characterized by seemingly innocuous
changes to the source program or its specification altering the verification
results (e.g., changing the identifiers used in the program), sidetracks
proof authors by forcing them to revisit and stabilize old proofs. To
make matters worse, the causes of instability are hard to isolate because
(1) their effects are sometimes non-local, i.e., verification errors are
reported spuriously in members that do not contain the root cause of the
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instability, and (2) they are highly dependent on the internal state of the
verifier, which makes these issues difficult to minimize and reproduce. A
particularly puzzling example of this was reported in the issue tracker
of Gobra [123]. In this example, adding empty lines to the program
caused it to either verify or be rejected, depending on the number of
added empty lines. This issue happened in an older version of Gobra,
where the variable identifiers used in the SMT queries depended on the
position of the corresponding member in the file. Thus, adding new lines
in the Gobra program changed the identifiers (and nothing else) of the
generated SMT queries and the SMT solver reported different verification
results based on that. Similar issues have been reported in Dafny [124].

Both kinds of issues frustrate and bamboozle even the most experienced
proof engineers and verifier developers, who have grown to see them as a
fact of life. However, in the context of verifying large pre-existing projects
where software engineers without extensive expertise in formal methods
might eventually be expected to maintain the proofs, these problems are
absolute show-stoppers.

While using Gobra on VerifiedSCION, we consistently experienced both
classes of issues. In fact, performance issues were, by far, the biggest
roadblock to making steady progress towards our verification goals. Most
of the performance problems we encountered could be attributed to one
or both of the following causes:

1. Long functions: Gobra verifies code using symbolic execution, which
verifies each path in the control flow and each case in the specification
(e.g., for disjunctions) separately, leading to a potentially large
number of branches (Section 4.2). The time required to verify a
function depends primarily on the size of the function, the number
of branches, and the complexity of the properties to be verified. The
SCION router implementation contains several large functions (e.g.,
the function Run has 96 lines of Go code and prepareSCMP has 101
lines, excluding verifier annotations) with many branches, for which
verification was slow.

2. Large verification context: While we verify each function separately,
the effort for the verification tool is affected by the entire program’s
verification context, which includes user-provided type declarations
and invariants, as well as mathematical axioms generated by Gobra
to model Go’s built-in types such as slices, structs, and interfaces.
Large verification contexts have a severe impact on verification
performance [125] and stability [126] because the resulting global
declarations and (quantified) axioms in the proof obligations can
overwhelm the SMT solver by causing too many quantifier instantia-
tions.

Besides limiting our ability to verify code quickly, poor verification
performance often discouraged us from making large changes to the
proofs (e.g., to make them more readable), as the cost of re-verifying and
stabilizing the new code was too high in some cases. Furthermore, it made
it hard for people to contribute to the project, especially our Bachelor’s
and Master’s students, who had no prior verification experience and
found the performance problems inscrutable.

In this chapter, we analyze the performance of Gobra on VerifiedSCION
and we discuss and evaluate the strategies adopted to improve Gobra’s
performance. Our goal is to provide an overview of the current perfor-
mance bottlenecks in Gobra that may serve as a starting point for further
research in verification performance and (in)stability. We organize the
remainder of this chapter as follows: In Section 4.2, we summarize the



4.2 Symbolic execution of Gobra | 57

background on the symbolic execution engine of Gobra that is relevant
for understanding later sections. In Section 4.3, we present the most
important strategies we adopted to overcome the performance problems
and discuss their effectiveness on VerifiedSCION. These solutions are
complementary and focus on minimizing and managing the proof con-
text and on tweaking the verification algorithms to change the structure
of the proof obligations emitted by Gobra. Incidentally, the solutions we
propose for managing the context seem not only to improve verification
time but also to help with proof stability. In Section 4.4, we present data
collected during the verification of the latest version of VerifiedSCION,
and we distill important observations about how the time is spent by
Gobra in the latest version of VerifiedSCION. Our goal with this section
is to clearly show the bottlenecks of the verifier, in order to guide future
research in verification performance. In Section 4.5, we describe the
existing research addressing the performance and stability of SMT-based
verifiers. Finally, we conclude this chapter in Section 4.6 and discuss
future research directions.

While we focus specifically on Gobra in this chapter, other SMT-based
verifiers are likely to encounter some of the same issues described here
given sufficiently complex codebases and specifications. We believe
that the strategies presented here (especially those based on context
management) apply to other verifiers as well.

4.2 Symbolic execution of Gobra

The Gobra verifier translates annotated Go programs to Viper [18] pro-
grams that are verified using Silicon [33], the symbolic execution engine
of Viper. During this translation, non-pure functions and methods in
Go/Gobra are translated to Viper methods, pure functions and methods
are translated to Viper functions, and Gobra predicates are translated to
Viper predicates?, and Viper domains axiomatizing built-in types from
Go and Gobra are generated. Understanding the performance problems
in Gobra thus requires some understanding of Silicon. In this section, we
provide a quick tour of Silicon, which provides the background required
to understand the remaining sections. We assume some familiarity with
Viper; unfamiliar readers may consult its tutorial [127].

Silicon performs verification in two separate steps. In the first, functions
and predicates are verified sequentially for well-formedness (e.g., that
the preconditions of all callees and partial operators like division hold).
To this end, Silicon symbolically inhales the bodies of predicates and
discharges the proof obligations computed from them (e.g., that the
preconditions of all function calls hold at the places where they are
called). Likewise, Silicon checks the well-formedness of functions by
evaluating their bodies, assuming their preconditions, and proving that
the postcondition is established. In the second step, Silicon verifies each
method by symbolically executing its body, starting from a state that
satisfies the precondition. Silicon is method modular, i.e., it verifies each
method separately from the others, and each method call is verified with
respect to the specification of the callee and not its implementation. For
each method, Silicon discharges the proof obligations generated by the
execution of each statement (e.g., that the preconditions of a method
hold when it is called), and checks that the postcondition is guaranteed
to hold by the end of the execution. In this step, functions are assumed to
have been verified and their behavior is axiomatized via two (universally

[18]: Miiller et al. (2016), Viper: A Verifi-
cation Infrastructure for Permission-Based
Reasoning

[33]: Schwerhoff (2016), Advancing Auto-
mated, Permission-Based Program Verifica-
tion Using Symbolic Execution

2: The translation scheme used by Gobra
is subtler than presented here, e.g., the
use of some features like closures and
outline statements (Subsection 4.3.2)
may cause a single function to be trans-
lated into various Viper methods; the
one presented here is only a good ap-
proximation.

[127]: (n.d.), Viper Tutorial
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quantified) axioms per function: one that equates the value of a function
call to its body, and another that establishes the postcondition on every
call.

4.2.1 Symbolic state and symbolic execution

During the verification of all functions, predicates, and methods, Silicon
maintains a symbolic state consisting of three components: the store, the
path condition, and the symbolic heap.

The store y is a function that maps local program variables to symbolic
values, i.e., expressions that depend on symbolic variables.

The path condition T is a stack that contains all assumptions made on the
current path, which includes the branch conditions taken on conditional
control flow and the assumptions introduced by explicit assume state-
ments and method calls (i.e., their postconditions). When Silicon executes
an if-statement or evaluates a conditional expression (b ? el : e2)or
implication (b ==> e), it branches: it forks the current symbolic state into
two copies (one where the b is assumed, and one where its negation is
assumed) and verifies each path independently to completion. Given
that each verification path may take a non-negligible amount of time to
verify, by default, Silicon stops executing a path when it is able to prove
that the path condition entails false, as this implies the current path
is infeasible. In addition, Silicon joins paths right after evaluating pure
conditional expressions and implications, i.e., those that do not contain
accessibility predicates for memory locations or predicates. By default,
Silicon does not attempt to merge the paths resulting from an if-statement
or from evaluating impure conditionals and expressions. Silicon may also
branch temporarily when evaluating unfolding expressions: evaluating
unfolding P(x) in e expressions cause multiple paths to be created
for evaluating e, which are joined immediately afterwards.

Finally, the symbolic heap h is a multiset of heap chunks, each representing
a fractional permission to access a heap location or a predicate instance,
along with the values stored in the corresponding locations. For example,
a heap chunk for the assertion acc(x.f, 1/2) records the receiver x,
the field f, the symbolic value of the field, and the fractional permission
held 1/2. Silicon uses the symbolic heap to record the resources currently
owned.

Discharging heap-related proof obligations Heap-related proof obli-
gations, such as checking permissions during field accesses, result in
checks performed on the symbolic heap.

Various algorithms for discharging proof obligations in separation logic
have been proposed [128]. By default, Silicon uses the SE-PS algo-
rithm [128]: To prove that an assertion such as acc(x.f, p) holds in
the current state, Silicon traverses the heap until it finds a chunk for the
memory location x. f with a permission amount greater or equal to p.
It may be the case that no single chunk contains permission p, but two
chunks for x. f exist with permissions pl and p2 such that pl + p2 >
| p|. Because of this, when Silicon cannot find a corresponding chunk to
prove the ownership of a resource, it performs heap consolidation, i.e., it
merges the chunks for the same receiver into a single chunk by adding
their permission amounts, and then tries once more to find a suitable
chunk. Importantly, not all heap-related proof obligations may result in
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queries to the SMT solver. For example, Silicon may be able to discharge
a proof obligation acc(x.f, p) without resorting to the SMT solver
by finding a chunk whose memory location and permission amount
syntactically match x. f and p, respectively. The other proof obligations,
including functional properties, result in queries to the SMT solver.

The SE-PS algorithm suffers from a fundamental incompleteness in the
presence of disjunctive aliasing, i.e., when a reference may alias at least two
different references, but the reference that it aliases is not fully determined
by the path condition.Figure 4.1 illustrates disjunctive aliasing:

1 inhale acc(x.f) && acc(y.f)
2 inhale z =x || z ==y
3 assert acc(z.f)

With SE-PS, the assertion in line 3 can never be proven: by the time the
assert statement is reached, there are two chunks in Silicon’s represen-
tation of the heap, one providing full permission to x. f, and the other
providing full permission to y . f. Because no single chunk is enough to
establish the full permission to z. f, this example fails to verify.

To overcome this incompleteness, Silicon may be configured to use the
SE-PC algorithm [128]. Using this algorithm, to prove that the assertion
acc(x.f, p) holds, Silicon sums the total permission amounts of all
chunks for fields that may alias with x. f, and checks that it is at least p.
When SE-PC is used in the example above, the sum of the permissions
to z.fis given by the expression (z == x 2 1 : 0) + (z ==y ? 1 :

0), which together with the path condition, implies that the permission
amount to z. f is 1. The increased completeness of SE-PC comes at the
cost of more complex heap-related proof obligations, which may take
longer to be discharged by the SMT solver.

Finally, quantified permissions [37], which are Viper’s implementation of
the iterated separating conjunction, are handled differently in Silicon: the
verifier uses specialized heap chunks to represent them, with dedicated
algorithms for inhaling, exhaling, and checking permissions. The details
of these algorithms are not critical for this thesis and we defer them to the
original paper [37]. The relevant aspect for this thesis is that, as Vytautas
Astrauskas suggests in his doctoral thesis [129, Appendix A], programs
with quantified permissions are prone to performance problems: the
computation of the permission amounts for memory locations occurring
in quantified permissions may cause the SMT solver to do a case analysis
where the number of explored cases is exponential in the number of heap
chunks that may provide permission to a memory location. We discuss
the potential impact of this in the next sections.

4.2.2 Verification context

Having summarized how Silicon performs symbolic execution, we may
now define the verification context as the set of facts assumed and provided
to the SMT solver to establish a given proof obligation. Given a proof
obligation in a Viper method generated by Gobra, the verification context
contains the environment axiomatizations of Gobra’s data structures
defined in terms of uninterpreted functions, the universally quantified
axioms generated for each function defined in the current program, and
the current symbolic state. The context of proof obligations occurring in
predicates and functions is similar, but contains only the axioms for the
functions verified up to that point.

Figure 4.1: Example of disjunctive alias-
ing.

[37]: Miiller et al. (2016), Automatic Verifi-
cation of Iterated Separating Conjunctions
Using Symbolic Execution

[129]: Astrauskas (2024), Leveraging
Uniqueness for Modular Verification of Heap-
Manipulating Programs
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An important part of the context is the set of assumed universally
quantified assertions. Silicon relies on the e-matching algorithm [130] of
the SMT solver to determine when to instantiate universal quantifiers
based on syntactic triggers—when a ground term matching a trigger
appears, the solver produces a new instance of the quantified formula.
Each instantiation may introduce new ground terms that match other
triggers, potentially leading to long chains of quantifier instantiations and,
in the worst case, to a matching loop, i.e., an infinite loop of instantiations
where each instantiation produces a new expression that matches the
trigger. In practice, the number of quantifier instantiations is a common
cause of long verification times in SMT solvers, and the selection of
triggers has consequences for both the performance and stability of
SMT-based verifiers [131].

4.3 Improving verification performance

In this section, we describe the most effective strategies we identified
to overcome the performance problems found in VerifiedSCION. Our
strategies can be divided into two groups: those for managing the proof
context (as defined in Section 4.2), and those that change the verification
algorithms used to generate the proof obligations.

On the side of context management, we extended Gobra with two novel
features to eliminate unnecessary context. First, we introduce a slicing
algorithm that automatically prunes unnecessary definitions from the
context (Subsection 4.3.1). Second, we introduce outline statements,
which allow verifying a sequence of statements against a contract, and
treat that code as opaque in the place where it occurs (Subsection 4.3.2).
Together with the information hiding features of Gobra (opaque functions
and abstract predicates), which we discuss in Subsection 4.3.3, proof
authors have a high degree of control over the proof context, with
slicing handling the coarse-grained pruning of unrelated package-level
declarations and the manual features giving users finer control where
the automatic analysis is too conservative.

On the side of algorithms, we explore the trade-offs involved in choos-
ing algorithms for generating proof obligations in separation logic—in
particular, joining paths more frequently to reduce the number of paths
explored by the symbolic execution verifier, at the cost of making the sym-
bolic states more complex—which may lead to vastly different verification
times.

These approaches are highly complementary: the techniques to manage
proof context simplify the proof obligations by eliminating redundant
or unnecessary context, which may reduce the verification time of each
SMT query, whereas the choice of the verification algorithm can lead to
fewer paths, and thus, to fewer SMT queries.

These strategies improved Gobra’s performance substantially and enabled
the successful verification of the router. All of these strategies can now
also be applied in other verification projects.

4.3.1 Automatically minimizing the context in Gobra

As discussed in Section 4.2, every SMT query that Silicon issues is
discharged against the entire verification context, which includes back-
ground theories, defined as sets of uninterpreted functions and their
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axioms (which often contain quantified assertions), and the definitions of
all functions and predicates of the Viper program under verification.

Gobra’s encoding emits a single Viper program per package, and it
heavily relies on background theories (i.e., Viper’s domains), uninterpreted
functions and fields to define the semantics of various data-structures,
including Go’s arrays and slices, structs, strings and interfaces. All
of these definitions are part of the proof context of every member
verified with Gobra, even though the proof obligations of any individual
member typically depend only on a small fraction of them. The irrelevant
declarations increase the size of the formulas dispatched to the SMT
solver, which directly impacts its verification performance.

To minimize the irrelevant context available at each member, we ex-
tended Gobra with the slicing algorithm proposed by Wolf [132] which
conservatively identifies and prunes irrelevant definitions and axioms
in the verification context prior to verification. Verification slicing is an
automatic, sound pre-processing step implemented at the Viper level
that, for each Viper member, computes a slice of the Viper program which
over-approximates the declarations that the member’s proof obligations
can depend on, and then verifies the member against that slice rather
than the full program.

The slicing algorithm can be used in two modes:

1. The user can explicitly select a subset of members of the program
under verification to be verified. The analysis then generates a Viper
program containing the selected Viper members and its relevant
context. This enables a workflow where the user does not need to
transform the source program to only focus on the proof obligations
of the current method®.

2. The user may split a program into a set of smaller programs with
smaller contexts such that if all programs in the set are correct, then
the original program is correct. The user must provide the maximum
number of programs that the program should be split into as a
configuration option, and the slicing algorithm generates multiple
Viper programs with only part of the context. This works in three
steps: (1) Viper identifies all members that have proof obligations
(methods, functions and predicates); (2) for each member with
proof obligations M, Viper generates a slice containing M and its
dependencies, computed using the algorithm described below; (3)
Viper merges each slice until the number of slices remaining is at
most the user-provided bound. To make effective usage of the context,
Viper uses heuristics to group members with similar dependencies
in the same Viper program.

To compute a program slice for a Viper member (field declaration, func-
tion*, method, predicate, or domain axiom) M in the first mode, Viper
performs a conservative may-depend analysis that identifies all the mem-
bers that may logically affect the verification results of M. In particular,
Viper detects dependencies between parts of Viper members. There are eight
kinds of parts considered: field declarations, function signatures (includ-
ing their specifications), function bodies, method signatures (including
their specifications), method bodies, predicate signatures, predicate
bodies, and axioms. Viper finds the following dependencies:

1. afunction body may depend on its signature. Likewise for predicates
and methods.

[132]: Wolf (2024), Automated Verification
of Advanced Correctness and Security Prop-
erties

3: One may wonder about the interplay
between this feature and the caching
of verification results. Various verifiers
that are method-modular, like Dafny and
Viper, support caching verification re-
sults. Thus, when a member changes,
only the members that directly depend
on what was changed need to be reveri-
fied. For example, if the specification of a
Viper method changes, then only the bod-
ies of the callers of that method need to
be re-verified (and nothing else). If only
the body of a method changes, no other
member needs to be reverified. Thus, it
may seem like the slicing algorithm is re-
dundant in the presence of caching. The
reason this is not the case is that the slic-
ing algorithm enables workflows where
the verifier hasn't run through the en-
tire codebase once. This is often the case
in packages that are still going through
verification, or when there are different
members of the team verifying different
parts of the same package, or when the
verifier is updated which might lead to
changes in the verification results.

4: We treat domain functions and func-
tions declared outside domains equally
for the purposes of this analysis
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Listing 4.1: Example of Viper’s auto-
mated slicing — Full program.

2. Mmay depend on the specification of a function F that it calls; if F is

not opaque (Subsection 4.3.3), then M may depend on its body too. If
F is opaque, M may depend on F if it explicitly reveals a call to F.

. Mmay depend on the specification of a method N if it calls it. M may

never depend on the body of N;

. Mmay depend on a predicate P that it explicitly mentions. M may

depend on the body of P if it ever folds or unfolds an instance of P.

. an axiom M may depend on any function called in its body.
. a function M may depend on an axiom A if either (1) A is not a

quantified assertion and it contains a call to M, or (2) A is a quantified
assertion and a call to M occurs in the triggers of A.

. M may depend on the declaration of a field F if M contains a field

access to F.

The slice computed for a part of a member M is given by the transitive
closure of the may-depend relation. Any part of a member not occurring in
the slice cannot logically affect the verification results of M. We exemplify
the slicing algorithm in the snippet below:

1
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48
49

field next: Ref

field val: Int
predicate list(l: Ref) {
1 !'= null ==> acc(l.next) && acc(l.val) && list(l.next)
}
@opaque() function length(l: Ref): Int

requires list(1l)
ensures 0 <= result
{
unfolding list(l) in 1 == null ? 0 : 1 + length(1l.next)
}
@opaque() function get(l: Ref, i: Int): Int
requires list(1l)
requires 0 <= i < length(1)
{
unfolding list(l) in
let len == (@reveal() length(l)) in
i==07? 1l.val : get(l.next, i - 1)
}
method store(l: Ref, i: Int, v: Int)

requires list(1l)
requires 0 <= i < length(1)
ensures list(l)
ensures length(l) == old(length(1l))
ensures get(l, i) == v
ensures forall j: Int :: 0 <= j < length(l) & j != 1 ==>
get(l, j) == old(get(l, j))
{
// implementation
}
method swap(l: Ref, i: Int, j: Int)
requires list(1)
requires 0 <= i < length(l) && 0 <= j < length(1l)
ensures list(1l)
ensures length(l) == old(length(1l))
ensures get(l, i) == old(get(l, j)) && get(l, j) == old(get(l, 1))
ensures forall k: Int :: 0 <= k < length(l) &&
k '=1 & k !'= j ==> get(1l, k) == old(get(l, k))
{
var tmp: Int := get(l, i)
store(l, i, get(l, j))
store(l, j, tmp)
}
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This snippet defines two fields, next and val, to store the next element
in the linked list, and the value of the current element, respectively. In
addition, it defines the predicate 1ist, which stands for the ownership
of an entire linked list, functions length to compute the length of a list
and get to access an element at a given valid index, and finally, methods
store to modify the value in the list at a given index, and swap to swap
two elements of the list.

Computing the slice for method swap results in a much smaller pro-

gram:
- - Listing 4.2: Example of Viper’s auto-
1 predicate list(l: Ref) mated slicing — Slice for the swap
method.
3 function length(l: Ref): Int
4 requires list(1l)
5 ensures 0 <= result

7 function get(l: Ref, i: Int): Int
8 requires list(1l)
9 requires @ <= i < length(1l)

11 method store(l: Ref, i: Int, v: Int)

12 requires list(1l)

13 requires 0 <= i < length(1l)

14 ensures list(1l)

15 ensures length(l) == old(length(1l))

16 ensures get(l, i) == v

17 ensures forall j: Int :: 0 <= j < length(l) & j !'= i ==>
18 get(l, j) == old(get(l, j))

20 method swap(l: Ref, i: Int, j: Int)

21 requires list(1l)

22 requires 0 <= i < length(l) && 0 <= j < length(1)

23 ensures list(l)

24 ensures length(l) == old(length(1l))

25 ensures get(l, i) == old(get(l, j)) && get(l, j) == old(get(l, i))
26 ensures forall k: Int :: 0 <= k < length(l) &&

27 k '=1 &8 k !'= j ==> get(1l, k) == old(get(l, k))
28 {

29 var tmp: Int := get(l, i)

30 store(l, i, get(l, j))

31 store(l, j, tmp)

32 }

As method swap directly references all other members, their definitions
must all be included in the slice. However, the body of method store
need not be included, as Viper verifies methods modularly. Even though
swap depends on functions length and get, their bodies are never
revealed, and thus, their body may not influence the verification of
swap. For a similar reason, the body of list need not be included, as
this predicate is never unfolded in the body of swap or in its other
dependencies. The slicing algorithm performs more effectively in projects
with strict information hiding disciplines (Subsection 4.3.3). This point is
demonstrated by the use of opaque functions here. If get was not opaque,
the slice of swap would also include the body of get, as well as the bodies
of list and length, as they are unfolded and revealed (respectively) in
the body of get.

Gobra lifts the slicing algorithm from Viper to Gobra programs. Impor-
tantly, the algorithm is completely transparent to the user, both at the
Viper level and at the Gobra level. The user does not need to provide
annotations to identify each program slice, as this is done completely
automatically. We defer the full technical description of the algorithm to
Wolf’s thesis [132].
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[20]: Reynolds (2002), Separation Logic: A
Logic for Shared Mutable Data Structures

Listing 4.3: Example of Gobra’s outline
statement — Program without outline
statement.

Evaluation. We evaluated the effectiveness of this strategy by auto-
matically slicing the router package from VerifiedSCION into 10 Viper
files. We ran Viper with the best configuration we identified (which we
describe in Subsection 4.4.1) on all generated files. We verified all files
5 times, and averaged their total execution times. On average, the total
verification time was 2424 seconds (with a standard deviation of 82ms),
which represents a speed-up of 11% compared to the average execution
time of the original program. Inspecting an arbitrary execution, which
we assume to be representative due to the low standard deviation, we
observe that the total number of SMT queries has increased — 1,734,664
queries, compared to 1,316,837 in the unsliced version — due to redun-
dancy, as Viper predicates, functions, and method signatures may be
included in multiple slices. Nonetheless, the total time spent in queries
to the SMT solver decreases to approximately 1600 seconds, compared
to the 2000 seconds spent without slicing,and the total number of SMT
queries taking 1 second or longer decreased to 91, compared to 162 in the
unsliced version. These speed-ups suggest that the unnecessary context
in a large verification project is noticeably detrimental to the verification
time.

4.3.2 Manually managing the context with outline
statements

Verification slicing prunes the proof context coarsely, at the granularity
of package-level declarations, but it is ineffective at pruning the current
symbolic state, i.e., it cannot remove unnecessary facts from the path
condition and unnecessary heap chunks from the current heap. Long
functions therefore remain a problem: every assertion is discharged
against a context that accumulates everything established earlier in the
body. A natural answer is to refactor a long function into several shorter
ones, each with its own contract, so that verification proceeds method by
method. This option, however, was not available to us. Because our goal
was to verify the existing SCION router as is, we didn’t have the freedom
to refactor the code to split functions.

To obtain the same effect without changing the code, we designed a
new code annotation, the outline statement, which causes verification to
handle a sequence of statements as if they had been extracted into a
separate function. Analogously to functions, outline statements have
pre- and postconditions and are verified modularly, so they split the
verification of a function into smaller logical parts without altering the
implementation. Unlike an actual extracted function, however, an outline
statement transparently shares the scope of its enclosing member: the
statements inside the outline statement can read and update the same
local variables, parameters, and receiver as the surrounding code, without
the user having to thread anything through an argument list or a return
tuple. The construct can be seen as a localized application of separation
logic’s frame rule [20] at the statement level: the precondition explicitly
selects the resources the outlined statement needs, and everything else
is framed around it. As a concrete (contrived) example, consider the
following code:

f=5
f=6
ssert x.f <y.f

X.
2 y.
3 a

Pretending that the second statement was difficult to verify, we could
extract it as follows:
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)

assert x.f < y.f

1 x.f =5

2 requires acc(y.f)

3 ensures acc(y.f) & y.f == 6
4 outline (

5 y.f =6

6

7

This feature allows for fine-grained control over the proof context, as
(1) the preconditions of outline statements can be used to prune the
proof context for the outlined statement, and (2) quantified assertions that
are established and used only in an outline statement are not included
in the proof context of the entire function.

In addition, outline statements helped us in two other ways during the
verification of the SCION router. They made it easier to isolate verification
errors: a verification query that fails to terminate inside a large function
will, once the offending region is wrapped in an outline statement, often
terminate with a localised error message scoped to that statement. They
also expose additional opportunities for parallel verification, since each
outlined statement is verified independently of its enclosing method
and can be dispatched to a separate verifier instance. Finally, outline
statements may be used to reduce the number of paths explored during
verification by outlining if statements and other branching statements.

Implementation. outline statements are replaced in a compilation
step that moves the outlined statements into a fresh Viper method whose
contract is taken from the pre- and postconditions written immediately
before the outline keyword, and the outline statement is replaced by a
call to that method. The user does not have to declare which variables
the new method takes or returns: Gobra infers its input parameters by
scanning the outlined statement for variables that are defined outside
and read inside, and infers its output parameters from the local variables
that are defined inside the outlined statement, together with variables
that are defined outside but modified inside the statement. By the
time Gobra emits Viper, an outline statement looks like an ordinary
method call. The current implementation imposes restrictions on the
control flow inside outlined statements: currently, return statements
are disallowed, as well as break and continue statements whose target
loop lies outside the outlined statement. These features can easily be
supported by extending the methods generated for outlined statements
with boolean return parameters that identify whether any of these kinds
of statements was executed, together with corresponding support on
the caller (e.g., the surrounding method should return if the outlined
statement returned), and by extending the assertion language for contracts
in outline statements with boolean expressions so that postconditions
may be conditional on the control-flow that was executed.

Evaluation. In total, by the end of the VerifiedSCION project, there
were 13 outline statements in the router package, spread across 7
Gobra functions, and 17 more in the rest of the codebase. To evaluate
the effectiveness of this solution, we measure the average verification
times of the program slices obatained for each member with an outline
statement (using the slicing algorithm described in Subsection 4.3.1)
across 3 executions with the configuration described in Subsection 4.4.1,
and we compare them against the average verification time of each slice

Listing 4.4: Example of Gobra’s outline
statement — Program with an outline
statement.



66 | 4 Taming Verification Performance

Table 4.1: Verification time for members
that contain outline statements in the
router package.

with the outline statements replaced by their bodies. We present the
results in Table 4.1:

Member | #outlines | VIO | SDO | VT | SD | SU
AddSvc 2 53.53 0.77 54.03 1.54 1.01
Run 1 145.56 1.43 197.23 2.76 1.35
closureCall_Run 6 532.24 | 99.89 | 585.28 | 125.10 | 1.10
initMetrics 1 154.95 1.96 152.34 2.04 0.98
prepareSCMP 1 109.94 2.70 154.45 6.03 1.40
processOHP 1 162.83 | 070 | 19295 | 3.61 | 118
testRun 1 110.53 0.48 111.90 1.23 1.01

In this table, the column #outlines stands for the number of outline
statements in the corresponding member, VTO and SDO stand for the
average verification time and standard deviation of the executions with
outline statements respectively, and VT and SD stand for the average
verification time and standard deviation of the executions without outline
statements, respectively. SU stands for the speed-up, computed as VT /
VTO.

These metrics show that outline statements had noticeable effects on
verification times, with various members taking tens of seconds less to
verify. The most noticeable improvements occur in prepareSCMP and
Run, with speedups of 1.40 and 1.35, respectively. At the same time,
outline statements may not lead to significant speed-ups and can even
cause small slowdowns (e.g., initMetrics). As such, it may appear
odd that some of these outline statements exist, given that each such
statement introduces additional annotations for the contract, without
performance benefits. These outline statements were first introduced
in earlier versions of the codebase, when the respective members were
still under verification and had verification errors. In our experience, the
verification of members with errors often took longer to terminate and
even diverged without providing useful debugging information. The
outline statements allowed us to verify the problematic parts of the code
in isolation, which made it easier to localize the sources of the verification
errors in a timely fashion. Most of these uses of outline statements
were erased from the codebase when the corresponding member was
fully verified, while a few others survived to the current version of the
codebase.

4.3.3 Manually managing the context through
information hiding

In this subsection, we discuss two idioms we relied on in VerifiedSCION to
manage the definitions in scope: opaque functions and abstract predicates.
They are both manual mechanisms, in the sense that the proof author
decides where a fact is revealed.

Gobra inherits from Viper the notion of an opague function: a pure function
whose body is treated by the verifier as uninterpreted unless the user
explicitly reveals it at a given program point. At all other program points,
the only facts known about the function are its signature and its contract;
in particular, none of the quantified axioms implied by its body enter
the proof context. This is the standard idiom for information hiding in
SMT-based verifiers, and similar mechanisms are available in various
other SMT-based verifiers (see Section 4.5). In VerifiedSCION, we use
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opaque for pure helper functions whose body is large or complex, but
whose precise definition is needed only in a few places. In total, there are
56 pure functions in the entire Verified SCION codebase, including the
router package but also all other verified packages °. In the codebase
of the router package alone, we reveal definitions 173 times. This level
of fine-grained control was absolutely essential for keeping verification
times under control: removing all opaque and reveal annotations leads
verification to time out ater 6 hours.

A different idiom that emerged during the verification of the SCION
router is to use Viper’s isorecursive semantics for separation logic pred-
icates [38] not only to abstract over resourceful assertions, but as a
deliberate way of controlling the information provided to the SMT solver.
Under this interpretation, owning a predicate instance P(x) does not
automatically entail ownership of the resources abstracted away in the
predicate. Instead, the proof author must explicitly convert between a
predicate instance and its body with fold/unfold statements. The main
example of this is how we dealt with permissions for slices of bytes in
VerifiedSCION, which are used extensively to store packets and packet
headers. Rather than writing specifications for members that access
and manipulate slices with quantified permissions for the elements of
aslice s (i.e., forall 1 int :: 0 <= i < len(s) ==> acc(&s[i]),or
acc(s) for short), we defined and used the predicate Bytes(s), which
abstracts over the same permissions. This strategy was one of the earliest
and most consequential strategies we found, as it effectively reduces
the number of quantified permission chunks in the context. This is
particularly important when multiple slices of bytes are in the context.
In such cases, Silicon needs to consider the possibility that the slices
overlap, which leads to complex permission expressions for the memory
locations in the quantified permission and to the performance problems
discussed in Section 4.2. While a more thorough performance analysis is
still required, we observed in an informal experiment that substituting
every instance of the Bytes predicate with its body — and removing the
corresponding fold and unfold statements and unfolding expressions
— caused verification to time out after 6 hours.

Finally, predicates compose naturally with outline statements (Subsec-
tion 4.3.2), leading to outline statements with the following shape:

requires Bytes(s)
ensures Bytes(s)
ensures ... // functional spec
outline (
unfold Bytes(s)
. // statements that read and modify the slice
fold Bytes(s)
)

® N U WN =

We relied on this combination in our proofs to limit the scope in which
quantified permissions are known to the verifier. Likewise, outline
statements can be combined with opaque functions to limit the context
in which a function definition is revealed, but we didn’t rely on this
combination.

4.3.4 Picking and tweaking verification algorithms

All strategies shown so far focus on managing and reducing the ver-
ification context available to the verifier, but they do not change the
verification algorithms ultimately used by Gobra and Viper. In addition

5: Given that the router package im-
ports all other verified packages, the pure
functions defined in these packages are
part of the verification context of any
proof obligation of the router.

[38]: Summers et al. (2013), A Formal Se-
mantics for Isorecursive and Equirecursive
State Abstractions

Listing 4.5: Example of the combination
of outline statements with predicates
for precise managing of the verification
context.
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Listing 4.6: Example of branching lead-
ing to redundant SMT queries.

[133]: Bosiger (2021), Performance Improve-
ments of a Program Verifier

to these strategies, we experimented with several additional optimiza-
tions and configurations of Silicon to explore the trade-offs between
performance and completeness. We discuss these experiments here.

Complexity of SMT queries and number of paths

As seen in Section 4.2, Silicon creates a new verification path every time
it executes an if-statement, or when it evaluates implications (of the
form b ==> e) and conditional expressions (of the formb ? el : e2),
where b is an expression of type bool and e, el, and e2 are pure boolean
expressions (i.e., boolean expressions that do not provide permissions
to resources) or impure expressions providing permissions to resources
(e.g., acc(x.T)).

In verification based on symbolic execution, excessive branching may
lead to long verification times. A reason for this is that branching has
the potential to generate redundant queries to the SMT solver, as shown
below:

1 pred P()

2 pred Q()

4 func m(bl bool, b2 bool, x int)

5 requires 1 < x

6 {

7 inhale bl ==> P() // <-- branching due to impure implication
8 inhale b2 ==> Q() // <-- branching due to impure implication
10 assert 0 < x // <-- 4 branches reach this assertion

1}

Here, the two impure implications inhaled at the beginning of the
program cause Silicon to create 4 paths that reach assertion ® < x. Given
that the assertion does not depend on the inhaled resources, all four
paths verify essentially the same proof obligation. In contexts where the
assertion may be costly to prove (e.g., it falls in the theory of non-linear
integer arithmetic) or where each new path may be long-lived, the time
spent on redundant queries may become unacceptable.

To reduce the number of paths, Silicon is able to join paths by merging the
symbolic states of each path. By default, Silicon merges verification paths
only immediately after evaluating pure implications and pure conditional
expressions — because evaluating pure expressions cannot change the
symbolic state, the joined paths continues from the current symbolic
state.

There is ample opportunity to optimize verification times by reducing
the number of paths even further. To this end, we explored various con-
figurations of Silicon and we found two options to particularly improve
the verification performance of SCION. First, Silicon can be configured
to perform more joins [133]. In particular, there are two modes for this
configuration:

» Join when evaluating impure expressions - under this option, Silicon
joins paths immediately after evaluating impure implications and
conditionals.

» Always join - under this option, Silicon performs all the joins per-
formed in the previous mode. In addition, it also joins paths after
if-statements.
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When Silicon performs more joins, it needs to compute the new symbolic
state for the new joined path. To that end, Silicon employs a state merging
algorithm to merge the symbolic states of the paths being joined. Symbolic
states (y1, m1, h1) and ()7, 2, hy) are joined as follows:

» Merging stores: If x € dom(y1) but x ¢ dom(y,) or vice-versa, we
omit x from the new store ys: since Viper has the usual lexical
scoping, x cannot be referenced later on the verification path. If
y1(x) = v1 and ya(x) = vy, we set y3(x) — ite(by, v1,v2), where
ite(b, e1, e2) evaluates to ey if b holds and to e, otherwise.

» Merging path conditions: the path conditions collected on each
path are guarded by an implication from the corresponding branch
condition.

» Merging heaps: Let r.f +— v #p denote a heap chunk® with receiver
1, location f, symbolic value v, and permission amount p. Chunks
present in both h; and hy are carried over to the new heap h3
unchanged. A chunk r.f +— v#p present only in /i is added to
h3 with its permissions guarded by the branch condition: r.f
vi#ite(by, p,0). Likewise for chunks only in .

Joining paths can thus be seen as a way to reduce the number of verifica-
tion paths that are explored, at the cost of making the symbolic states
more complex, which in turn leads to more complex SMT queries that
may take longer to be discharged as the SMT solver may perform more
case splits.

Second, Silicon may be configured to perform a Viper-to-Viper transfor-
mation that conditionalizes permission expressions to potentially reduce
the number of symbolic execution paths. More precisely, under this con-
figuration, Silicon rewrites implications of the form b ==> acc(e, p)

toacc(e, b ? p : none) when doing so is safe. This rewrite is subject
to strict syntactic restrictions that prevent a well-formed expression
from being rewritten into a non-well formed one, e.g,., if the resource e
includes an access to a field like in P(x. ), then the implication cannot
be rewritten, as the permissions to x. f may only be available in case b
holds.

1 field f: Int
3 predicate P(x: Int)

5 method m(b: Bool, x: Ref)

6 requires b ==> acc(x.f)

7 A

8 // The following impure implication cannot
9 // be conditionalized. Rewriting it to

10 // acc(P(x.f), b ?2 1 : 0) results in an

1 // ill-formed expression, as the permission
12 // to x.f is not available

13 inhale b ==> P(x.f)

14 }

Given that the expression denoting the permission amount must be pure,
as it denotes a permission amount rather than a resource, Silicon can
immediately join them without resorting to the state merging algorithm.
In comparison, enabling more joins leads to more complex symbolic
states due to the merging of the heap chunks.

Evaluation. We evaluate the effectiveness of the different configurations
of Silicon discussed in this section by verifying each of the five slowest
functions in the router package (which are listed in Subsection 4.4.2) over

6: For simplicity, we only consider
chunks for fields here. Predicate chunks
are handled similarly.
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Table 4.2: Verification times of the slow-
est functions of the router package with
different Silicon configurations.

all possible six combinations of the option to conditionalize permissions
and joining paths. We verify each member in each configuration three
times, with a timeout of 20 minutes. Our results are shown in Table 4.2:

Member | CP | MJ | MVT (timeouts) | TP
closureCall_Run | False | No -(3) -
closureCall_Run | False | IC -(3) -
closureCall_Run | False | All -(3) -
closureCall_Run | True | No -(3) -
closureCall_Run | True | IC -(3) -
closureCall_Run | True | All 600 (1) 1
process False | No -(3) -
process False | IC 736 (0) 119
process False | All -(3) -
process True | No -(3) -
process True | IC 829 (0) 119
process True | All -(3) -
processOHP False | No 71(0) 118
processOHP False | IC 20 (0) 16
processOHP False | All 194 (0) 1
processOHP True | No 321 (0) 78
processOHP True | IC 108 (0) 16
processOHP True | All -(3) -
processPkt False | No -(3) -
processPkt False | IC 37 (0) 23
processPkt False | All -(-) -
processPkt True | No -(3) -
processPkt True | IC 68 (0) 23
processPkt True | All -(-) -
doXover False | No 28 (0) 4
doXover False | IC 19 (0) 2
doXover False | All 67 (0) 1
doXover True | No 72 (0) 4
doXover True | IC 43 (0) 2
doXover True | All 104 (0) 1

In this table, the CP column stands for whether permission condition-
alization is enabled, MJ stands for whether the options for more joins
are enabled (No — default Silicon joining behaviour, IC — Silicon joins
immediately when evaluating impure expressions, All — Silicon joins
paths after evaluating impure expressions and if statements), MVT
stands for the mean verification time (in seconds) taken to verify the
corresponding method, measured over the executions that do not time
out (together with a count how many of these executions timed out), and
TP stands for the number of terminal paths, i.e., the number of paths that
are not terminated early and reach the end of the execution of the member.
We highlight the fastest configuration for each member in yellow, and
we highlight in orange the two configurations that introduced spurious
verification errors.

Our measurements illustrate the trade-off between the number of verifi-
cation paths and the complexity of the symbolic state on each path. Three
of the five functions (closureCall_Run, process, and processPkt) time
out under the default configuration (CP disabled, M] set to No). Enabling
joins for impure expressions (IC) yields the fastest configuration for four
of the five functions: process, processOHP, processPkt, and doXover.
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For processOHP, for example, joining paths from impure branches re-
duces the number of terminal paths from 118 to 16 and the verification
time from 71 seconds to 20, a speedup of 3.5x.

Reducing the number of paths further — by also joining paths after
if-statements (M] set to All) — does not always improve performance and
can even severely degrade it. For processOHP, going from 16 terminal
paths (IC) to a single path (All) increases the verification time from 20
seconds to 194 seconds, as the merged symbolic state becomes significantly
more complex. For process, it causes all three runs to time out, despite IC
being able to verify the function. For processPkt, it introduces spurious
verification errors. On the other hand, closureCall_Run can only be
verified with the most aggressive joining (CP enabled, M] set to All).

Conditionalizing permissions (CP) shows mixed results. While it con-
tributes to the termination of closureCall_Run (together with MJ set to
All), it often increases verification times when combined with IC, as seen
for processOHP and doXover.

These results show that there is no single configuration that is universally
optimal. Instead, finding the right balance between the number of paths
and the complexity of each path condition is function-dependent. In
practice, joining on impure expressions without enabling permission
conditionalization offered the best trade-off for the functions in our
evaluation. However, in the context of the entire router package, we
found that joining on impure expressions and enabling permission con-
ditionalization, together with per-function configuration in problematic
functions like closureCall_Run, led to the best global verification times.
A reason for this is that the implementation of more joins in Silicon
is currently not applied during the verification of predicates and pure
functions, which misses out on optimization opportunities.

Completeness of the decision procedures for reasoning about the heap

Given that various functions of the router code exhibit disjunctive aliasing,
we initially verified the router with the SE-PC algorithm. In an attempt to
reduce the verification times, we extended Gobra to support annotating
each member with the verification algorithm to be used for that member,
with the goal of using the SE-PS algorithm whenever possible, as the
proof obligations generated by it are simpler.

In the end, the approach of selecting an algorithm per member became
too onerous, and not useful until a member was fully verified: we often
could not predict beforehand whether a function exhibits disjunctive
aliasing. Thus, we would be confident switching to the more efficient
algorithm only once the method is verified, to make sure the heap-related
verification errors we run into during verification are not possibly caused
by the incompleteness of SE-PS.

Finally, we tried a hybrid verification algorithm that discharges heap-
related proof obligations first using the SE-PS algorithm, and if it fails, it
consolidates the heap and re-attempts to discharge the proof obligation
using SE-PC. Unfortunately, this strategy was not effective either: we
enabled this configuration and ran it five times on the most recent version
of the router (Subsection 4.4.1). Out of these executions, two timed-out
after two hours, a sign of verification instability. The three remaining
executions took, on average, 3814 seconds compared to the 2648 seconds
that it takes on average with the SE-PC algorithm (Subsection 4.4.2), even
though the 99th percentile for the duration of each query went down to 23

71
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[33]: Schwerhoff (2016), Advancing Auto-
mated, Permission-Based Program Verifica-
tion Using Symbolic Execution

[128]: Eilers et al. (2024), Verification Al-
gorithms for Automated Separation Logic
Verifiers

milliseconds. We attribute this increase of verification time to the increase
in the number of heap-related SMT queries generated by the hybrid
algorithm, which nearly tripled — 336,608 queries compared to 118,911 —
compared to the number of queries performed using SE-PC exclusively
(Subsection 4.4.3), while the numbers of other query types remained
roughly the same. We believe these additional queries result from (1)
more common failures when discharging proof obligations due to the
incompleteness of SE-PS, which makes Silicon consolidate the heap and
re-attempt the failed proof obligation once more, and (2) the additional
queries performed during state consolidation, after failed first attempts,
which attempts to merge aliased heap chunks in the symbolic heap until
a fix-point is reached [33, 3.4.2. Overcoming Heap Incompletenesses].

In addition to trying out different variations of the symbolic execution en-
gine, we also attempted to run Gobra with the verification condition gener-
ation backend for Viper (which implements the VCG-TA algorithm [128]),
but we were discouraged from continuing due to performance issues in
simple examples in the Gobra test suite and lack of support for features
supported in Silicon (e.g., magic wands with quantified permissions on
the right operand) which were used at some point in our codebase. As
such, we leave the exploration of the performance of VerifiedSCION with
verification condition generation for future work.

4.4 Verification performance in Verified SCION

Silicon verifies each member by symbolically executing it: it explores
the branches of the member’s control flow and, along each path, dis-
charges proof obligations by querying the SMT solver. Verification time
is therefore determined by the number of queries issued and by the
cost of each query. The former grows with the number and depth of
paths explored during symbolic execution. The latter depends on the two
components of a query: the verification context presented to the solver —
where quantified assertions are especially costly, as they may give rise to
large numbers of quantifier instantiations — and the proof obligation
itself. To understand which of these dimensions drives the performance
problems in VerifiedSCION, we must first determine where verification
time is actually spent. We therefore collect metrics during verification
that serve as proxies for these factors, and structure our analysis around
the following research questions:

Q1 How is verification time split between different members?
Q2 How much time is spent by the verifier on queries to the SMT solver?
Q3 Which queries to the SMT solver are the slowest?

By answering these questions, we illuminate the performance bottlenecks
that currently exist on VerifiedSCION, after applying the techniques
discussed in Section 4.3, which we hope can guide future research in
verification performance.

4.4.1 Experimental setup

In this chapter, we analyze metrics collected from the router package of
VerifiedSCION, which implements the SCION border router. This is the
largest package in the entire project and the slowest to verify.

For simplicity, our analysis is performed on the Viper files extracted
from the latest version of the Gobra files from VerifiedSCION (commit
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fdec91c9). This removes one level of indirection from our discussion
of the results, i.e., we do not map the results of verifying the Viper
program back to the original program but instead discuss them at the
Viper level.

The Viper files analyzed here (as well as in the rest of the chapter) were
obtained from Gobra (commit a208a792) and verified with a version of
Silicon based on commit 475f5e42 from the master branch of Silicon,
extended to collect metadata about each verified member and SMT query.
We use Z3 [19] (version 4.8.7) as our SMT solver. Our measurements are
collected on a 2022 Macbook Pro with an M2 Max CPU and 64GB of RAM.
Unless stated otherwise, we run Silicon with the standard configuration,
with the exception that (1) we disable per-method parallelism so that
the effects of the proposed optimizations are not masked by threads
verifying slow members, (2) we use the SE-PC algorithm for discharg-
ing heap-related proof obligations due to the presence of disjunctive
aliasing (Section 4.2), and (3) we enable joins on impure branches and
permission conditionalization globally, which significantly speeds up ver-
ification, but provide function-specific configurations for functions that
do not terminate in a timely fashion otherwise (e.g., closureCall_Run
(Subsection 4.3.4).

4.4.2 Q1: How is verification time split between different
members?

Using Gobra to generate a Viper file from the router package yields a
Viper program with 2313 total members, split as shown in Table 4.3:

Abstract | Non-abstract | Total
Functions 370 517 887
Predicates 57 97 154
Methods 802 470 1272
Total 1229 1084 2313

In this table, we distinguish between abstract members, i.e., members
whose bodies are not provided to the verifier, and non-abstract ones.
Abstract members are, in general, generated for three reasons: (1) they
are used to encode built-in constructs in Go or Gobra, (2) they are used
in the specifications of trusted members from trusted packages (e.g.,
the Go standard library specifications), and (3) they correspond to the
specifications of functions from imported packages and methods that
should not be re-verified. The large number of abstract methods here
can mostly be attributed to the large number of packages imported by
the router package, which come either from first-party libraries that we
verified, or from trusted packages.

Verifying the router package in Silicon usually takes around 45 minutes
in total. We measured the verification time of 5 executions of Silicon on
the Viper program extracted from the router package. On average, an
execution takes 2691 seconds, with a standard deviation of 164 seconds.
This suggests that the verification times obtained in different executions
are stable. For the sake of simplicity, we look at a single execution picked
arbitrarily in the rest of this section, which we assume to be representative,
given the low variance in verification times. In this execution, verification
takes 2648 seconds in total, of which only 16 are spent directly verifying
abstract members’. The direct overhead of re-verifying the contracts of

[19]: De Moura et al. (2008), Z3: An effi-
cient SMT solver

Table 4.3: Distribution of generated
members per kind.

7: Even abstract members have proof
obligations. For example, the specifica-
tions of abstract functions and methods
are checked to be self-framing and well-
formed, i.e., the preconditions of all their
operations hold.
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8: This is an imperfect proxy because it
does not take into account the complexity
of predicates that are unfolded and of
the contracts and bodies of functions and
contracts of methods that are called in the
body. As such, an unfold statement for a
complex predicate has the same weight,
in this metric, as an unfold statement of
a predicate whose body is just true.

Figure 4.2: Distribution of verification
times of non-abstract predicates

Table 4.4: Performance metrics of the
slowest predicates.

the imported members is negligible relative to the total verification
time, but the increased context may still hurt verification times in less
direct ways. We analyze this possibility in Subsection 4.3.1.

We look at the performance of each kind of member in isolation. We
list the slowest members of each kind, focusing on predicates that take
longer than 1s to verify and functions and methods that take more than
15s to verify. We report multiple dimensions that may be indicative of
high verification times:

1. The number of terminal paths.

2. The number of lines of code and specification, which we take as
an imperfect proxy for the complexity of the proof obligations®,
including the complexity of the path condition.

3. The total time spent on SMT verification, and the total verification
time.

4. Thelongest SMT query performed during that member’s verification.

Predicate verification. All predicates verify quickly, as shown in Fig-
ure 4.2:

90

80
14

12
10

Number of predicates

o N B~ O ©

/T /]
0 500 1000 1500 2000 2500 3000 3500 4000
Duration (milliseconds)

Only two predicates take more than one second to verify, and none takes
more than four seconds. In Table 4.4, we present various performance
metrics relative to these predicates: the number of terminal paths (TP),
the total verification time (Time), the number of lines of Viper code
comprising the body of the predicate (LoC), the total time spent in SMT
queries (SMT), and the duration of the slowest SMT query (SQ). All
times are reported in milliseconds.

Name | TP | Time | LoC | SMT | SQ
Mem_DataPlane | 512 | 3,542 54 2,967 7
dynamic_pred_1 4 2,237 | 185 | 1,200 5

The predicate Mem_DataPlane is the invariant of the DataPlane data-
structure, which contains a configuration of a SCION border router, and
it provides the ownership of all its fields and the data reachable from
them if they are already initialized. The predicate dynamic_pred_lisa
predicate generated by the interface encoding that captures the invariant
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of all implementations of an interface type, depending on its runtime
type. Mem_DataPlane is by far the predicate that leads to the highest
number of terminal paths in the entire codebase (the predicate with the
second highest number of paths has 4). This high number results from
having 9 impure implications of the form

d.fieldX ==> acc(PredX(d.fieldX))

in its definition, where fieldX is a placeholder for a field of DataPlane,

and PredX is a predicate that depends on the value of the field”. The over-  9: Passinga field as a parameter to PredX
whelming majority of the time spent verifying this predicate (2801ms) is ~ here prevents this implication from being
spent on checking the infeasibility of paths in order to prune unreachable conditionalized (Subsection 4.3.4).
ones, which is a consequence of the high number of paths explored

during its verification. dynamic_pred_1 is the predicate with the longest

body (the one in second place having only 133 lines). Interestingly, in

both cases, the time spent on queries to the SMT solver is more than

half the verification time, but each individual query finishes in less

than 10 milliseconds. The cost therefore accumulates over many small

queries, not from a few heavy ones.

Function verification. Verification times for functions are low in general.
In fact, 95% of the (non-abstract) functions verify in less than 2s, as shown
in Figure 4.3.
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times of non-abstract functions
In total, only 3 functions take more than 15 seconds, and none takes more

than 27 seconds. The functions that take the longest to verify are listed in

Table 4.5. This table has the same columns as Table 4.4, with the addition

of LoS which stands for the number of lines of specification in Viper.

Table 4.5: Performance metrics of the

Name ‘ P ‘ Time ‘ LoS ‘ LoC ‘ SMT ‘ SQ slowest functions.
DstlsLocallngressID | 1 | 26,188 6 9 14,361 | 35
LastHopLen 1 (25874 | 8 10 | 13,905 | 35

DpAgreesWithSpec | 1 | 17,760 | 2 4 112,989 | 8

These functions take the longest to verify, despite their short contracts and
bodies. DstIsLocalIngressID and LastHopLen unfold the predicates
that take the longest to verify (Mem_DataPlane and dynamic_pred_1),
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Figure 4.4: Distribution of verification
times of non-abstract methods

and DpAgreesWithSpec unfolds Mem_DataPlane, which causes many new
paths to be executed. In all these functions, there is only one terminal path,
as none of their preconditions contain impure implications or conditional
expressions, and the predicates are unfolded using unfolding P(x) in

e expressions, which cause multiple paths to be explored for evaluating
e, which are joined immediately afterwards (Section 4.2). Similarly to
the verification of Mem_DataPlane, the vast majority of the verification
time in these functions (more than 11 seconds in each function) is spent
checking which paths are feasible, which is a direct consequence of the
number of paths temporarily created to evaluate the bodies of unfolding
expressions.

Like the predicates shown above, in all three cases, the time spent on
queries to the SMT solver is more than half the verification time, but each
individual query finishes quickly, in no more than 35 milliseconds.

Method verification. In general, methods take the longest to verify, but
the large majority of them verify quickly; in fact, 95% of the methods
verify in less than 9 seconds, as shown in Figure 4.4:
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At the same time, there are 16 methods that take longer than 15 seconds to
verify, which we show in Table 4.6. Of these methods, two of them take a
prohibitively long time: the method closureCall_Run implements the
receive-process-send loop that the router runs on each of its connections
(and thus, it contains various proof obligations related to protocol com-
pliance), and it takes 849 seconds (more than 14 minutes) to verify. The
method process implements the main logic for updating the headers of
SCION packets and it takes 770 seconds (more than 12 minutes) to verify.
These methods are a fundamental part of the router implementation
and their verification performance was a major bottleneck for making
progress, not only due to their long verification times, but also due to the
tendency for verification to diverge when it was not yet complete and
the methods contained verification errors.
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Name | TP | Time | LoS | LoC | SMT | SQ
closureCall_Run 1 | 848,992 | 21 870 | 803,098 | 10,571
process 119 | 770,336 | 207 | 1,112 | 638,274 | 3,894
processOHP 16 99,127 92 | 1,007 | 72,465 129
processPkt 23 | 55,877 69 915 39,364 76
doXover 2 44,741 214 587 34,657 844
prepareSCMP 13 40,327 44 974 22,106 51
initMetrics 6 36,556 17 320 21,221 558
updateElem... 1 36,466 11 172 35,686 | 10,621
validateSrcDstIA 7 36,366 | 156 187 22,575 19
decodeLayers 8 35,594 | 123 502 10,104 448
processEgress 5 31,998 | 106 | 184 | 22,579 34
parsePath 5 23,658 | 108 266 15,707 79
verifyCurrentMAC 3 19,121 221 387 12,041 41
handleSCMPTrace... | 8 17,728 | 222 | 387 10,580 12
validateEgressID 48 16,261 224 | 509 9,533 238
handleEgress... 5 16,056 216 203 10,536 67

Out of these 16 methods, 11 of them are in at least one of the top
ten for the highest number of terminal paths, longest specification,
and longest implementation, which suggests that the metrics reported
here are indicative of verification performance. Except for one outlier
(decodelLayers), the time spent on the SMT solver is above 50% of
the total verification time, with the two longest methods spending
more than 80% doing SMT queries. Here too, the duration of the
slowest SMT query is very small compared to the total time spent
in the SMT solver, but the absolute times of the slowest queries reach
dozens of seconds, compared to dozens of milliseconds when verifying
functions. Finally, compared to the slowest predicates and functions, the
relative time spent on infeasibility checks is lower in methods, which
is a consequence of the more aggressive joining of paths in method
verification (Subsection 4.3.4).

4.4.3 Q2: How much time is spent by the verifier on
queries to the SMT solver?

The measurements so far suggest that most of the time is spent in calls
to the SMT solver. This is true not only for the members which we
discussed so far, but for the entire codebase, where the verification
time is dominated by the time spent on SMT solving. In total, Silicon
performs 1,316,837 queries to the SMT solver, which are responsible for
77% of the total time spent by Silicon.

In this section, we explore how this verification time is distributed between
different kinds of proof obligations. To that end, we instrumented Silicon
to report the kind of each SMT query. In general, every query to the
SMT solver performed by Silicon can be classified as one of the following
categories:

1. Heap: Heap-related proof obligations (e.g., does the current state
have enough permissions to access a memory location).

2. Functional: Queries that discharge non-heap-related assertions like
arithmetic properties or conditions on the values of variables.

3. Infeasibility: Queries that check whether a program point is un-
reachable in the current path. Silicon uses these to prune infeasible
paths before continuing symbolic execution.

Table 4.6: Performance metrics of the
slowest methods.



78 | 4 Taming Verification Performance

[37]: Miiller et al. (2016), Automatic Verifi-
cation of Iterated Separating Conjunctions
Using Symbolic Execution

[134]: Bjerner et al. (n.d.), Programming
Z3 - Incrementality

Table 4.7: Distribution of total time in
SMT solving per kind of SMT query.

4. Consistency: Side-conditions checked by Silicon to guarantee the
soundness of its decision procedures (e.g., injectivity constraints on
quantified permissions [37]).

5. Scope: push/pop commands that Silicon emits at branching points
and at the boundaries of scoped operations (e.g., unfolding) to
snapshot and restore Z3’s assertion stack in incremental mode [134].
The commands themselves carry no logical content.

Table 4.7 shows the total amount of time spent in each category of SMT
queries (in seconds), and the percentage of time spent in SMT solving
per kind of query:

Heap | Functional | Infeasibility | Consistency | Scope
Total time (s) 1,578 70 349 4 45
Percentage of
the time in the | 77.09% 3.42% 17.06% 0.22 % 2.21%
SMT solver
#Queries 118,911 12,797 73,479 7,742 1,103,908

In total, the majority of the time is spent on discharging proof obliga-
tions related to the heap. These proof obligations take longer, on average,
than any other kind of query. Surprisingly, there are more queries per-
forming infeasibility checks than queries about functional correctness.
The high number of infeasibility checks suggests that Silicon is verifying
many paths. This is due to the Mem_DataPlane predicate (Subsection 4.4.2)
being used and unfolded often in the router package, causing the verifier
to branch due to the impure implications in its body. In turn, this may
duplicate the work done by the SMT solver (e.g., expensive heap-related
proof obligations may need to be checked in each path resulting from
inhaling an impure implication, even if the resources provided by the
implication are unrelated to the current proof obligation). We believe
that Mem_DataPlane could be rewritten such that all of its impure im-
plications are moved to separate predicates, which would be unfolded
on a per-need basis. This would prevent the automatic branching at the
points where this predicate is unfolded. We considered this optimization,
but we decided against it, as this would increase the annotation burden
even more, and because the optimizations discussed in Subsection 4.3.4
are already effective at decreasing the number of paths executed when
verifying methods.

4.4.4 Q3: Which queries to the SMT solver are the slowest?

In general, each query to the SMT solver is discharged very quickly:
the 99th percentile of the verification time for queries is below 27 mil-
liseconds, but some queries require multiple seconds to verify, with the
slowest taking 11 seconds. In Figure 4.5, we show how the verification
times of the slowest queries (those lasting longer than 1 second) are
distributed: In total, only 162 queries take this long to verify, and they
are distributed across four methods (three of them, closureCall_Run,
updateElemWitnessAuxLemma, and process are listed in the table of the
slowest methods, Table 4.6). Out of these, 148 are heap-related proof obli-
gations and 141 are heap-related proof obligations related to quantified
permissions. Proof obligations related to quantified permissions are the
costliest in VerifiedSCION: while there are only 17,519 queries related
to quantified permissions, compared to 101,392 heap-related queries that
are not about quantified permissions, the total amount of time spent on
the former is 683 seconds, compared to 895 seconds for the latter.
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Quantifier instantiations. The choice of triggers in universally quanti-
fied assertions can have a big impact on the verification performance and
stability. As discussed in Section 4.2, a common cause of performance
and stability issues is the occurrence of matching loops, which trans-
lates to large numbers of quantifier instantiations and, possibly, solver
divergence. To understand whether matching loops can be a cause of the
performance issues in the slowest members, we measured the number of
quantifier instantiations reported by Z3 on program slices computed from
each of the slowest members reported in Subsection 4.4.2 as described in
Subsection 4.3.1 and we ran SMTscopk [135] on traces obtained by running
Z3 on each slice to automatically identify matching loops. We opted
to measure quantifier instantiations on program slices rather than the
entire program, as tracing the entire execution of Z3 for the entire router
package would have exceeded the memory restrictions of SMTscope. We
report our results in Table 4.8, Table 4.9, and Table 4.10.

Predicate | QI |TO | UP | ADT | SA

Mem_DataPlane | 14,234 | No | No No No

dynamic_pred_1 | 9,565 | No | No No No
Function | QI |TO|UP|ADT |SA
DstlsLocallngressID | 95,014 | No | No | No | No
LastHopLen 98,459 | No | No | No | No

DpAgreesWithSpec | 36,329 | No | No | No | No

Figure 4.5: Distribution of verification
times of SMT queries that take longer
than 1s

[135]: Fiala et al. (2026), SMTScope: Auto-
mated and Efficient Analysis of SMT Traces

Table 4.8: Measures related to quantifier
instantiations of the slowest predicates.

Table 4.9: Measures related to quantifier
instantiations of the slowest functions.
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Table 4.10: Measures related to quantifier
instantiations of the slowest methods.

10: The program slice of a member
may include other members from the
list. For example, the program slice for
closureCall_Runincludes the predicate
Mem_DataPlane, as this predicate is a di-
rect dependency of the method. Thus,
the number of quantifier instantiations
computed for a member should be taken
as a loose upper-bound on the quantifier
instantiations that occur in that method
alone.

[136]: Bjerner et al. (n.d.), Z3 Internals
(Draft) - Algebraic Datatypes

[137]: McPeak (n.d.), Infinite loop making
model for recursive datatype in presence of
quantifiers

[138]: (n.d.), Silicon’s axiomatization of
maps

Method | QI | TO| UP | ADT | SA
closureCall_Run 12,985,041 | Yes | No No No
process 27,759,279 | Yes | No Yes No
processOHP 1,378,729 | No | No Yes No
processPkt 1,127,768 | Yes | No Yes No
doXover 804,105 No | No Yes No
prepareSCMP 586,311 No | No | Yes | No
initMetrics 2,099,649 | Yes | No No Yes
updateElem... 57,776 No | Yes | No | No
validateSrcDstIA 488,440 Yes | No No No
decodeLayers 909,231 No | Yes | Yes No
processEgress 1,487,637 No | No Yes No
parsePath 500,590 No | No Yes No
verifyCurrentMAC 436,207 | No | No | Yes | No
handleSCMPTrace... 147,907 No | No | Yes | No
validateEgressID 282,350 | No | No | Yes | No
handleEgress... 303,561 No | No Yes No

In column QI of each table, we report the number of quantifier instanti-
ations reported by Z3 (with the flag - st for reporting solver statistics)
when verifying each program slice. The number of quantifier instantia-
tions range from a few dozens of thousands of instantiations for the
slices of the slowest predicates and functions, to dozens of millions
for those of the slowest methods!’. TO reports whether SMTscope
times-out (i.e., its analysis does not finish in 10 minutes) when analysing
the full trace produced by Z3 when verifying a slice. When a trace leads
to a time-out, we populate the columns to the right on a best-effort
basis, based on prefixes of the trace for which the analysis terminates.
UP reports whether a matching loop caused by user-provided asser-
tions was found. Only two members exhibit this kind of matching loop:
updateElemWitnessAuxLemma and decodelLayers. These correspond to
overlooked issues that should be fixed, especially the one that occurs in
member updateElemWitnessAuxLemma, where the slowest query to the
SMT solver takes more than 10 seconds (Table 4.6). ADT reports matching
loops caused by the theory solver for algebraic datatypes in Z3 [136],
which encodes the various symbols related to algebraic datatypes (con-
structors, accessors, recognizers) as uninterpreted functions and emits
the axioms for these functions lazily. We speculate this may be caused by
an issue in Z3 that causes non-termination when checking satisfiability in
the presence of a recursive data type and a condition that is unsatisfiable
for any finite instance of it [137]. Finally, SA reports whether matching
loops caused by Silicon’s built-in axiomatizations was found. Only one
member suffers from a matching loop of this kind, whose possibility is
documented in the map axiomatization file [138].

In conclusion, matching loops are detected in the verification of almost
all of the slowest methods. Surprisingly though, only two methods suffer
from matching loops introduced by user-provided assertions. Matching
loops are also introduced by Z3’s theory solver for algebraic datatypes
and the built-in axiomatizations of Silicon, and they cannot be easily
curbed with additional annotations on the input program.
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4.4.5 A note on verification instability

We experienced proof instability occasionally, especially with certain
configurations of the verifier (e.g., when branch parallelism is enabled,
as discussed below) or when certain features are used, like the support
for SIF (Subsection 3.6.5), which leads to large proof obligations. While
instability was an obstacle to the long-term maintainability of the project,
it was a lesser problem for us than verification performance. We believe
that this was due to four main reasons:

1. First, Gobra quickly adopted an encoding where the identifiers in
the generated Viper program do not depend on global state or their
position in the source code. This made instability less likely to be
observed.

2. Apart from the extensive use of universal quantifiers, the proof
obligations found in VerifiedSCION rarely fall on theories that are
known to cause instability in the Z3 verifier (e.g., non-linear integer
arithmetic [139]).

3. Gobra fixes the random seeds of the solver, and verifies the proof
obligations within each member in a deterministic order.

4. In the beginning of the project, before most proof obligations were
proven, slow verification times were a greater impediment than insta-
bility, which manifests itself in previously-verifying proof obligations.
Thus, we invested early into techniques to decrease verification times
by reducing the proof context (Section 4.3). We speculate that these
steps contributed en passant to the stabilization of our proof obli-
gations, given that reducing irrelevant proof context may increase
proof stability [126]. Intuitively, if instability is the consequence of
the SMT solver being highly sensitive to its input in unpredictable
ways, then removing unnecessary context from a proof obligation
(like ambient formalizations that are not used in a proof) means that
the proof obligations passed to the SMT solver become less likely
to change when unrelated parts of the program under verification
change.

Enabling branch parallelism. By default, Silicon allocates an instance of
the SMT solver per logical core present in the machine, and it parallelizes
method verification. To verify a method, Silicon picks an SMT solver
instance that is currently not in use and it dispatches all proof obligations
to that instance until completion. In situations where the verification
time is dominated by a few methods, this strategy may lead to inefficient
resource allocation: after some time, only a small number of SMT solver
instances are busy verifying the proof obligations of slow methods
sequentially, while many other instances sit idle.

To improve resource utilization in these cases, Silicon can be configured
to verify branches in parallel rather than sequentially. Despite improving
verification performance, this feature causes verification instability, which
translates to spurious errors occurring occasionally in verifier runs.
We believe the most plausible reason for this is that enabling branch
parallelization causes the names of variables used in the encoding of each
proof obligation in SMT-LIB2 (the format for logical formulas accepted by
the SMT solver) to change between runs more frequently than when this
feature is disabled. To understand why renamings can happen more often
with branch parallelization, it is necessary to understand that Silicon
generates fresh variables, i.e., variables whose identifiers syntactically
differ from all identifiers used so far by the solver, to name terms in proof

[139]: (n.d.), Dafny Documentation - Veri-
fication optimization guide

[126]: Zhou et al. (2024), Context Prun-
ing for More Robust SMT-based Program
Verification



82 | 4 Taming Verification Performance

[140]: Zhou etal. (2023), Mariposa: Measur-
ing SMT Instability in Automated Program
Verification

[122]: Brugger et al. (2026), Toward Prac-
tical Deductive Verification: Insights from
a Qualitative Survey in Industry and
Academia

[141]: Cohen et al. (2009), VCC: A Practical
System for Verifying Concurrent C

[142]: Becker et al. (2019), The Axiom Pro-
filer: Understanding and Debugging SMT
Quantifier Instantiations

[135]: Fiala et al. (2026), SMTScope: Auto-
mated and Efficient Analysis of SMT Traces

[17]: Leino (2010), Dafny: An Automatic
Program Verifier for Functional Correctness
[143]: Mayer (2023), Making Verification
Compelling: Visual Verification Feedback for
Dafny

[144]: Arquint (2019), Profiling Symbolic
Execution

obligations. These identifiers are computed based on a per-solver counter.
Enabling branch parallelization causes more renamings of variables in
the generated inputs to the SMT solver to be observable across different
executions of the verifier: when branch parallelization is disabled, the
names of the fresh variables used in all proof obligations for a given
member depend exclusively on the initial value of the counter of the solver
assigned with verifying that member; enabling branch parallelization
makes the names of the fresh variables used in proof obligations from
different branches unrelated, given that any branch may be assigned to
any solver instance.

We believe this may result in increased observable instability, as the
operation of SMT solvers is sensitive to variable renamings [140]. We
resolved this trade-off in favor of verification stability because it is
essential for making steady progress in the verification.

4.5 Related work

Verification performance is a common problem for practitioners of
formal verification [122], motivating various approaches to deal with
slow verification times. Verifier instability (also called brittleness), a related
problem, has also received considerable attention. In the remainder of
this section, we discuss the most relevant lines of work; the discussion is
not meant to be exhaustive.

Identifying the sources of poor performance. Various solutions have
been proposed to identify the sources of performance issues. The authors
of the VCC verifier [141] report using the Z3 Axiom Profiler [130] and the
Z3 Inspector [130] to identify the sources of long verification times.

The Z3 Axiom Profiler analyzes the quantifier instantiation patterns
obtained during a run of the verifier to identify problematic behaviors like
matching loops. It was later extended by Becker et al. [142] with features
like a visualization of the causal relationships between instantiations,
and detailed justifications for each quantifier instantiation. Recently,
the Axiom Profiler was replaced by SMTscork [135], a novel tool with
more effective analysis for detecting matching loops and multiplicative
quantifiers.

The Z3 Inspector monitors the progress of Z3 to pinpoint the verification
conditions that take too long to be discharged. It displays the source
code of the original VCC program and annotates each line with possible
errors that could be reported for that line if a proof obligation is not
proven. As the SMT solver works through the formula, the error message
corresponding to the current proof obligation is highlighted, provid-
ing visual feedback on which SMT queries take the longest. Similarly,
Dafny [17] provides visual information for how long each assertion takes
to be discharged by the SMT solver in its IDE [143].

In the context of program verifiers based on Symbolic Execution, Ar-
quint [144] proposed a profiler for Silicon which records the duration of
individual symbolic execution steps.



Reducing the verification times through context management. Verifi-
cation times in SMT-based verifiers are highly sensitive to the verification
context passed to the SMT solver when discharging proof obligations.
As such, various tools have evolved to allow for careful management and
simplification of the verification context.

Dafny provides assert-by statements [145], which allow proving an
assertion using additional statements as proof hints. Its encoding en-
sures that the provided hints do not pollute the proof context of other
assertions. In addition, Dafny provides various features to manage the
definitions that are in scope, including the ability to label and hide
assertions [146] and opaque functions with proof annotations to reveal
and hide function definitions in selected scopes of the program. More
recently, Dafny introduced opaque blocks [147] which are similar to
Gobra’s outline statements. Unlike outline statements, the context at
the start of an opaque block is the full context accumulated up to the
block definition, whereas the starting context of an outline statement
is provided explicitly by a precondition. outline statements provide
more control over the context, at the cost of requiring more annotations.
Besides user-facing features, Dafny’s implementation underwent changes
to reduce the number of quantified axioms in context. For example, Bor-
dis and Leino [148] introduced free facts, i.e., quantified axioms that are
automatically pre-instantiated by Dafny based on strict syntactic clues
rather than being emitted to the SMT solver.

Like Dafny, Verus [149] provides various features for context manage-
ment including assert-by statements and opaque functions. Verus’s
assert-by statements also allow for careful control of which decision
procedures are enabled: by default, Verus does not use bit-blasting and
the decision procedures for non-linear arithmetic, as both are known to
lead to proof instability and slow-downs. However, these features may be
selectively enabled in the proof hints of an assert-by statement. Further-
more, Verus allows for explicit management of the verification context
through broadcast groups [150], i.e., sets of ambient formalizations (possi-
bly containing quantified facts) that are made available to the verifier at
the module, function, or proof context level. Their approach lets library
authors provide different predefined automation levels, depending on
the quantified assertions they expose.

Very recently, Dross et al. [151] reported various strategies to manage
the verification context in the SPARK verifier for Ada [152]. First, they
implement algorithms to prune unused symbols and hypotheses in the
generated verification conditions, to replace the encodings of Ada records
that are never accessed with abstract types, and to hide definitions based
on the access modifiers and visibility rules of the language. In their
experiments, these optimizations lead to improvements in verification
times. Furthermore, they introduce features to manually manage the
verification context, like revealing and hiding function definitions on-
demand, and the Assert_And_Cut statement, which is used to assert a
property P. After the assertion, P becomes the only fact known about the
program up to that point. A similar functionality can be obtained with
outline statements in Gobra.

Techniques for reasoning about the heap. As seen in this chapter,
reasoning about the heap and aliasing may be a source of verification
performance issues. It is often practical, therefore, to switch between
different verification algorithms that offer different trade-offs between
completeness and verification performance for dispatching heap-related
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proof obligations. In the context of Separation Logic, Eilers et al. [128]
provide a comprehensive analysis of the performance and completeness
characteristics of various algorithms for automated verifiers. Another
common way to trade off completeness for verification performance is to
dispatch heap-related proof obligations through efficient type checkers
by adopting linear type systems [153, 154], rather than dispatching them
through SMT solvers. More recently, it was shown that uniqueness and
immutability annotations may also be introduced in a type system to
avoid or simplify heap-related proof obligations dispatched to the SMT
solver [155].

Caching and re-verification. In a verification project, proof obligations
are checked multiple times throughout the proof engineering workflow:
first, writing a proof requires verifying various versions of the annotated
program until the verifier accepts the proof; second, the verifier or its
dependencies (e.g., the SMT solver) may be updated in ways that break
pre-existing proofs; finally, verification may be integrated into continuous
integration pipelines. As such, optimizing re-executions of the verifier
and caching of verification results has received some attention.

Gopinathan et al. [125] propose an approach to reduce the time it takes
to re-verify a program by reducing the possible quantifier instantiations
and thus, the search space for the SMT solver. Starting from a successful
verification, they extract the proof essence of each assertion, which includes
the quantified axioms used by the SMT solver to prove its validity. Based
on the proof essence, they generate an optimized program (with the same
semantics) such that re-verifying an assertion in the optimized program
uses only the axioms in its proof essence.

Leino and Wiistholz [156] reduced the response times of the Dafny IDE
by adopting an algorithm for caching verification results that precisely
identifies which parts of the program need reverification when the
program changes. Of particular interest, this algorithm is able to partially
cache proof obligations of a method even when that method changes.
For example, adding a new postcondition to a method causes the body
of the method to be verified only against the new postcondition, rather
than all postconditions. In addition, callers that were verified previously
to the addition of the postcondition are not re-verified, even though the
specification of one of their callees just changed. Sadykov et al. [157]
propose an algorithm to cache and re-use SMT solver’s unsatisfiable
cores to reduce the number of solver calls in symbolic execution.

Measuring and reducing verifier instability. Much work on the perfor-
mance of SMT-based verifiers targets proof instability, i.e., small changes
in the input program leading to noticeable differences in the verification
time and result.

Verifier instability is still poorly understood. Cebeci et al. [158] analyzed
unstable queries reported in the Z3 repository and identified bugs, solver
misconfigurations, and misunderstandings of how triggering works as
the root causes of the observed instability. Furthermore, they conjecture
that verifier instability is often caused by engineering mistakes.

Zhou et al. [140] built Mariposa, a tool that measures instability by
creating semantics-preserving mutants of an SMT query (obtained by
renaming variables, reordering assertions, and changing random seeds of
the solver) and running the solver on each mutant. A statistical analysis
is used to determine if a query is unstable based on how many of the



mutants are solvable within a time limit. Using Mariposa on proof
obligations obtained from verification projects written in Dafny and F*,
they found that 2.6% of the SMT queries are unstable, and this number
is likely to be larger for projects still under active development. As such,
it is likely that someone doing a large proof development in these tools
will face instability.

To reduce the likelihood that instability will be found due to semantics-
preserving transformations, Amrollahi et al. [159] propose normalizing
the SMT solver inputs.

Zhou et al. [126] showed that irrelevant context may greatly contribute to
instability, and proposed a technique to filter out less relevant axioms.
Many of the aforementioned approaches for managing verification con-
text may also be used to stabilize verification [148, 150, 151], and some
code-level strategies to reduce the verification context, like using extrinsic
specifications rather than intrinsic (i.e., specifying properties of functions
as separate lemmas, rather than through their contracts) may also help
avoid instability [160].

Finally, Zhou et al. [161] propose Cazamariposas, a tool to debug instability
problems caused by problematic quantifiers which proposes fixes based
on whether a quantifier is over- or under-instantiated.

4.6 Conclusion

In this chapter, we examined how verification time is spent in a large
verification project carried out in Gobra. We observed that, for the vast
majority of members, the verification time is very short. In fact, the
verification time is dominated by a small number of members that
take a very long time to verify. In addition, we described the strategies
adopted to keep verification time manageable. Our strategies allow for
fine-grained control over the verification context, which ultimately leads
to a reduction of irrelevant information in the proof obligations. We also
explored how picking different verification algorithms for heap-related
proof obligations may lead to different trade-offs between completeness
and performance, and between indicators of verification time like the
number of terminal paths explored by the verifier and the complexity of
each query.

This chapter shows that, in the current state of the art for automated
separation logic verifiers, understanding and optimizing the verification
performance of a large verification project in a verifier like Gobra and
Viper requires familiarity with the underlying algorithms used to generate
the proof obligations, and often requires a deliberate trade-off between
completeness and performance and a delicate balance between the
duration of individual SMT queries and the number of paths that are
executed. As a consequence, optimizing verification times is still out
of reach for most casual users of these tools, and only accessible to
power users. Rather than hiding these algorithms under the hood as an
implementation detail, power users of these tools may desire explicit
control over which verification algorithms are used for a given program,
member, or even block. In addition, we find that the deep integration
between these verifiers and SMT solvers is sometimes an impediment to
effective progress in verification—rather than spending time focusing on
the logically relevant parts of the proof, we find ourselves establishing
hypotheses about the causes of poor performance and experimentally
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testing them, usually by selectively hiding different parts of our program
from the SMT solver. We believe that program verifiers aimed at power
users ought to allow them to control when to rely on the SMT solver
(perhaps as a tactic), but should also allow them to fall back to manual
proofs when SMT solvers behave unpredictably. Velvet [162] is a good
first-step in this direction: it is a foundational verifier for an imperative
heapless language embedded in Lean [163] that allows for multi-modal
proofs which combine Lean’s automation tactics, SMT solvers, and
manual proving. We believe this is a worthwhile direction for separation
logic verifiers too—different algorithms for generating and verifying
heap-related proof obligations, whether based on symbolic execution like
the ones discussed here or based on verification condition generation,
could be provided as tactics for reasoning about heap-manipulating
programs rather than as standalone programs.

4.6.1 Future work

This chapter provides a starting point for future work on understanding
the sources of poor verification performance in large projects carried out
in Viper-based verifiers. While the measurements shown here focus on
a fully verified program, it is seldom the case that we are verifying a
program that is certainly free of verification errors (e.g., when verification
is still ongoing), and both our experience and the folklore wisdom indicate
that SMT-based verifiers behave more unpredictably in the presence of
errors. Future experiments should thus focus on measuring how the
verification times of the components of a project evolve over time and on
identifying strategies to deal with solver divergence early on.

In addition, the experiments so far show how onerous it is to discharge
heap-related proof obligations, especially those related to quantified
permissions. It is thus important that we develop new algorithms for
reasoning about the heap and investigate their trade-offs (e.g., the work
by Markus Limbeck on a greedy algorithm for quantified permissions in
Silicon [164]) and that we find ways to soundly integrate substructural
(especially linear or affine) type systems for which there are efficient type
checkers with separation logic verifiers, which could significantly reduce
the number of heap-related proof obligations discharged by the SMT
solver.

Finally, we believe there is still opportunity for optimizing Silicon to
skip redundant proof obligations. In particular, Silicon currently per-
forms branching eagerly: when an impure implication is inhaled, Silicon
branches right away, which may duplicate checks. Conditionalizing the
permission amount (Subsection 4.3.4) often helps reduce the number
of paths, but the rewriting of the permission amount is conservative
and often skips rewritings that are safe, but whose safety cannot be
syntactically decided. Likewise, performing more joins (Subsection 4.3.4)
can reduce the number of paths but it relies on a heavy-handed algorithm
to merge the symbolic states of different paths, which complicates the
proof obligations. We believe that yet another optimization that may
reduce the number of paths and the redundant checks is to perform
branching lazily. For that, we can introduce a new kind of heap chunk, a
lazy conditional chunk, that represents an impure implication. Executing
the inhales at the beginning of the program causes such a chunk to
be produced without branching. When discharging a proof obligation
that may depend on the resources granted by the right-hand side of
an impure implication stored as a lazy conditional chunk (which could
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be determined with a syntactic check based on the fields and predicate
instances that occur in the proof obligation), Silicon would branch and
replace the lazy chunks by their non-lazy counterpart.






Modular Reasoning about Global
Variables and Their Initialization

In this chapter, we present a practical verification technique to reason
formally and modularly about global state and its initialization. Our
technique is based on separation logic and uses module invariants to
specify ownership and values of global variables. A partial order on
modules and methods allows us to reason modularly about when a
module invariant may be soundly assumed to hold, irrespective of when
exactly the module initializer establishing it runs. Our technique supports
both thread-local and shared global state. We formalize it as a program
logic in Iris and prove its soundness in Rocq. We make only minimal
assumptions about the initialization semantics, making our technique
applicable to a wide range of programming languages. We implemented
our technique in existing verifiers for Java and Go and demonstrate
its effectiveness on typical uses cases of global state, on the codebase
of the VerifiedSCION project (Chapter 3), and on the development of
verification libraries.

The implementation of our technique in exising verifiers, the instructions
on how to reproduce our evaluation, and our formalization in Iris were
provided as an artifact to OOPSLA 2025 [165].

5.1 Introduction

Many programming languages support global state to implement patterns
such as caches, dispatch tables, and global counters. To list a few, C,
C++, Go, and Rust support global variables, Java and C# have static
fields, and Scala has singleton objects. Global variables have two defining
characteristics: First, their scope corresponds, at least, to the module! in
which they are declared; often, they are accessible to the entire program.
Second, they have a static lifetime, and thus, they may be accessed at any
point during the execution of the program. In practice, global variables
are widely used for storing both shared immutable values (e.g., the
Open]DK implementation of Java’s Byte class [166] has a static field
named cache that stores an array of interned instances of Byte to be
returned by the method Byte.value0f) and mutable state (e.g., Java’s
Logger class [167] stores the hierarchical namespace of loggers in static
fields).

Both characteristics pose challenges for modular verification. The global
scope complicates local reasoning: global variables are shared among
different methods (and different threads in concurrent executions), such
that ownership-based verification as in separation logic [20] is not directly
applicable. A standard solution to this problem is to maintain invariants
over the shared state. We adopt this approach by introducing module
invariants over the values of global variables. Such invariants need to
be established during the initialization of global variables; from then on,
they may be assumed and need to be preserved by code that accesses
global state. However, this simple inductive argument is complicated by
the second characteristic of global variables, their static lifetimes. Real
programming languages have a complex initialization semantics; for
instance, in Java, C#, Go, and Rust?, global variables are initialized by
module initializers. Module initializers are guaranteed to start executing
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before the global variables of their modules are accessed for the first
time, but are in general not guaranteed to finish, for instance, when the
access occurs during the initialization or when module initializers are
mutually recursive. Consequently, the module invariant may not have
been established by the time of the first access. As a result, this language
design poses three challenges for modular verification.

1. Validity of module invariants: A verification technique must determine
when module invariants may soundly be assumed to hold. This
requires a way to determine when each module initializer has
definitely finished (and, thus, established the module invariant)
and when a module invariant may be temporarily violated, for
instance, during an update of global data through another thread.
This challenge is complicated by the fact that the order in which
module initializers run is not known modularly (e.g., in Go [169]) or
is even determined dynamically (e.g., in C# and Java [170, 171]).

2. Side effects of module initializers: In mainstream languages, module
initializers may perform arbitrary side effects on all memory locations
reachable from global variables. Consequently, the program behavior
depends on when module initializers are executed, and in which
order. Since this information is not known modularly (or even
statically), a verification technique must take into account all valid
timings of the module initializers.

3. Cyclic initialization dependencies: Some languages like Java and C#
allow two or more modules to mutually access each other’s global
variables from their module initializers (possibly indirectly via
method calls). Such cyclic dependencies usually indicate latent bugs,
such as reading uninitialized global variables and deadlock [172,
173]. Bugs like these plague many concurrent codebases, including
the previously mentioned Logger class in the Java standard library.
They need to be prevented by a verification technique.

Despite the prevalence of global state, to our knowledge, there are
no verification techniques that provide a practical solution to these
challenges. Leino and Miiller [174] propose a verification technique for
invariants over global state. In their technique, modules are initialized
eagerly according to a user-defined validity ordering. It is, thus, not
applicable to mainstream languages, which have a different initialization
semantics. Summers et al. [175] also use invariants to reason about
static fields, but require programs to follow a strict, static ownership
scheme [176], which is too restrictive for many practical use cases. Both
of the above approaches support only sequential programs. Jacobs
et al’s technique [177] targets concurrent programs by requiring all
accesses to global variables to be synchronized with a lock. They do not
support programs that safely access mutable global variables without
explicit synchronization. Moreover, like both previous approaches, they
impose a restrictive ownership regime. Liu et al. [173] present a static
analysis to identify common issues in the initialization of Scala’s singleton
objects. However, their technique does not allow one to verify functional
correctness. Finally, prior to our work, no deductive verifier like Gobra [29],
KeY [178], VerCors [121], or VeriFast [119] supports modular reasoning
about global state.

In this chapter, we present the first modular verification technique for pro-
grams with global state that is sufficiently expressive to handle practical
implementations and languages. To handle mutable state and concur-
rency, our technique builds on concurrent separation logic [20, 71]. In
particular, we treat global variables as separation logic resources that can



be accessed only when the executing methods owns the corresponding
permission. This treatment allows us to rule out data races and reason
about side effects on global variables.

We specify modules with module invariants, separation logic assertions
that may contain permissions to the global variables of a module as
well as constraints on their values. A proof obligation ensures that the
invariant of each module is established by the module’s initializer.

Similar to Iris invariants [28], module invariants are represented as
separation logic resources called module tokens (or tokens for short). A
method may open a module invariant to obtain the contained permissions
if it owns the corresponding token. Opening a module invariant is sound
only at program points where the initialization of the corresponding
module has definitely finished; otherwise, one would potentially assume
the module invariant before it has been established. Therefore, opening
an invariant is guarded by two proof obligations: (1) An invariant may
be opened when the subsequent execution step (or sometimes an earlier
operation) ensures that initialization must have started; for instance
in Java, initialization of a class is triggered by object creation, static
field access, and static method calls and, thus, an invariant may be
opened at these operations. This proof obligation guarantees that by
the time we attempt to use the invariant, initialization has at least
started. (2) We check that the current method is not executed during the
initialization; the semantics of the programming language then implies
that module initialization must also have finished before the current
method is executed. To enable this second proof obligation, we introduce
a novel specification construct called initialization levels that establishes a
partial order on the modules and methods of a program. Proof obligations
ensure that the initializer of a module with level m may call only methods
with a strictly smaller level. Consequently, a method with level I cannot
be part of the initialization of any module with a level of at most [, such
that their initialization, if started, must also have finished.

The approach described so far already solves the three challenges above.
A method may soundly assume the invariant of a module if it holds the
corresponding token and the method’s level is at least the module’s level
(Challenge 1). Since module initializers do not own any module tokens,
they cannot cause side effects beyond initializing the global variables
of the enclosing module (and newly-allocated memory). Consequently,
verification does not depend on their exact execution time (Challenge 2).
For the same reason, a module initializer cannot read global variables
of other modules, making it impossible to create cyclic initialization
dependencies (Challenge 3).

The technique described so far is sound, but overly restrictive for two
reasons. First, it is common for global variables to store immutable data
such as constants or global look-up tables. Once initialized, such data can
be safely accessed (also concurrently), such that the verification overhead
of passing around module tokens is unnecessary. The same applies to
global data that is protected by a synchronization primitive such as a
lock. Second, not allowing the initializer of one module to access global
variables of another module prevents common idioms, such as printing
debug messages during initialization using Java’s System.out stream.

To remove these limitations, our technique supports duplicable module
invariants, in addition to the non-duplicable invariants described so far.
Duplicable invariants may contain permission to read memory locations
as well as value constraints to capture properties that, once established,
hold for the rest of the program execution. Therefore, opening a duplicable
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invariant does not require the presence of a module token; every method
or module initializer may open the duplicable invariant of every module
with at most the same level. Verification that a duplicable invariant has
been established is analogous to non-duplicable invariants.

Duplicable invariants provide a convenient way to access immutable
data. They can also be used to share a lock among different threads. By
including permissions in the lock invariant, threads can get synchronized
write access to global state. Duplicable invariants also let the initializer
of a module read global variables of other modules, irrespective of their
levels, and even modify them if they are protected by a synchronization
primitive (we will present a further relaxation for sequential code in
Subsection 5.4.1).

For duplicable invariants, Challenge 1 and 2 are solved analogously to
non-duplicable invariants. Challenge 3 is solved by the level requirement.
Since a module initializer may only read global variables of modules
with a strictly smaller level, cyclic dependencies are not possible.

Our technique is applicable to any programming language that satisfies
the following three conditions:

C1 We call a point in the execution of a program definitely initialized
for a module M if it occurs (1) right before an access to a global
variable of M or a call to a static method® of M, and (2) outside
of M’s module initializer and methods directly or indirectly called
from it. The module initializer of M starts executing at the latest
when reaching the first definitely-initialized execution point for M.
It also finishes before executing the next operation after the first
definitely-initialized execution point for M unless (1) it does not
terminate or (2) M is part of a cyclic initialization dependency. In
case (1), all threads block at the next definitely-initialized execution
point for M.

C2 In case the language includes operations that trigger module initial-
ization (e.g., in Java, those mentioned in the previous condition) then
only the first occurrence of such an operation in a program execution
triggers. No other operations wait for module initialization to finish.

C3 The module initializer of a module M runs at most once during the
entire execution of the program.*

These conditions are satisfied by a wide range of mainstream program-
ming languages with different initialization semantics, including Java,
Go, C#, and Scala. In particular, the conditions do not require that the
initializer of a module runs, unless an access to one of its variables occurs.
This allows for both eager and lazy initialization.

In the rest of this chapter, we present our technique informally and
illustrate it on examples (Section 5.2), and then formalize our techniques
as a program logic in the Iris framework [84] and prove its soundness
in Rocq (Section 5.3). To demonstrate that our technique is practical, we
instantiate it to two mainstream languages with different initialization
semantics, Java and Go, and implement it in two state-of-the-art deductive
verifiers, VerCors [121] and Gobra [29] (Section 5.4). Our evaluation
demonstrates that the technique is expressive and can be automated
effectively (Section 5.5).

Contributions We summarize the main contributions of this chapter:



» We present the first practical, modular verification technique for
programs with global state, written in mainstream programming
languages. Our technique is applicable to a wide range of program-
ming languages with different initialization semantics including
eager and lazy initialization, such as C++, C#, Go, Java, and Scala.

» We formalize our technique as a separation logic. Our soundness
proof is mechanized in the Iris framework and applies to languages
whose initialization semantics satisfies conditions C1-C3.

» We implement our technique in two state-of-the-art verifiers for
languages with different initialization semantics: Gobra for Go and
VerCors for Java.

» We demonstrate the effectiveness of our approach on a wide range
of challenging examples. Our experiments show that our technique
imposes little annotation overhead and can be automated in SMT-
based verifiers.

Collaboration To reiterate, this chapter results from a collaboration
between me, Marco Eilers, Isaac van Bakel, Patricia Firlejczyk, and Peter
Miiller. I designed and implemented various solutions to support this
feature in Gobra and observed that we should be able to generalize it to any
language that supports global variables and static initializers, as long as
we impose a few restrictions on the semantics of the language. To that end,
I and Marco Eilers supervised the bachelor’s thesis of Patricia Firlejczyk,
who came up with a language-agnostic solution for sequential programs.
I generalized this solution to multi-threaded programs, after realizing
that any program could be modeled as a multi-threaded program where
each static initializer is modeled as a separate thread and every access to
global variables may potentially synchronize the thread performing the
access and the initializer thread. I implemented the approach described
in this chapter in Gobra, and Marco implemented it in VerCors. Isaac van
Bakel joined the project to formalize our approach in the Iris separation
logic and prove its soundness. He also came up with the formal statement
of the absence of initialization cycles and identified some unsoundnesses
in the different versions of the program logics.

5.2 Key ideas

In this section, we present our technique informally and illustrate its key
ideas on several examples; the formal proof rules are presented in the
next section.

Our examples are written in Java syntax, but we do not assume Java’s lazy
initialization semantics. As explained in the introduction, our technique
is applicable to any language whose module initialization semantics
satisfies conditions C1-C3. Therefore, we assume that a module initializer
may start non-deterministically at any moment prior to the first access
to a global variable or call to a static method of the module, and its
execution may interleave with the threads of the program. This treatment
of module initializers over-approximates both lazy and eager initialization
semantics, thus providing general reasoning principles that are language
agnostic.

5.2 Key ideas
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Listing 5.1: Class Fib provides a mem-
oized implementation of the Fibonacci
sequence. cache is a global variable; the
code inside the static-block is the mod-
ule initializer.

[36]: Boyland (2003), Checking Interference
with Fractional Permissions

1 class Fib {
2 private final static HashMap<Integer, Integer> cache;
3 static {

4 cache = new HashMap<>();
5 cache.put(0, 0);

6 cache.put(1l, 1);

7}

8 public static int fib(int n) {

boolean hasKey = cache.containsKey(n);
10 if (hasKey) {
1 return cache.get(n);

12 }

13 int fibN = fib(n-1) + fib(n-2);
14 cache.put(n, fibN);

15 return fibN;

16 }

7 }

5.2.1 Module invariants

The method fib in Listing 5.1 recursively computes the n-th element of
the Fibonacci sequence, and uses the global variable cache to memoize
all prior results.

Proving that this method computes the n-th Fibonacci number when n is
non-negative requires that the following properties hold for each access
to the global variable cache:

P1 cache holds a non-null value, otherwise a NullPointerException
may be thrown;

P2 cache is not accessed concurrently by another thread, otherwise
data races may occur;

P3 cache contains the keys 0 and 1, otherwise the method may not
terminate;

P4 cache maps all of its keys k to the k-th Fibonacci number, otherwise
the method may produce wrong results.

More generally, we must show for each access to a global variable that
the access is safe, i.e., it does not lead to null pointer dereferences or race
conditions (properties P1 and P2), and that the values stored in global
variables satisfy certain functional properties (P3 and P4).

We use module invariants to make both kinds of properties explicit and for-
mal. For our example in Java notation, module invariants can be specified
at the level of classes; however, unlike traditional class invariants [179],
they constrain global variables, not the fields of instances of the class.

We express module invariants in the assertion language of separation
logic; thus, they provide information about the ownership of global
variables and the values stored in them. A method may access a global
variable if it owns it. We use fractional permissions [36] to allow concurrent
reads, while ensuring exclusive writes. Ownership of a memory location
x (which might be a global variable) is denoted with the points-to assertion
x +—, v, where p is a rational number in the interval (0, 1], and v is the
value stored in location x (or _ if the value is irrelevant). A fractional
amount p strictly less than 1 provides read-only access, whereas write
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access requires full ownership (p = 1). As is standard, the ownership of
a memory location may be split and re-combined:

X |_>pl+p2 V=X l_)pl U*X |_>;72 (4

In our example, we express properties P1-P4 with the following module
invariant:

Inveip = 3m.3Ja. cache >, m *
m # null +is_map(m, a) =
{0,1} C dom(a) *
(Vk.k e dom(a) = 0< a(k) Aa(k)=F(k))

The first conjunct provides exclusive access (full ownership) to cache and,
thus, rules out data races (property P2). The second conjunct guarantees
property P1. The third conjunct uses the separation logic predicate
is_map(m, a) to express full ownership of the hash map (property P2)
and to abstract the state of the hash map to a partial function from keys
to values, a; the concrete definition of is_map is irrelevant here. The
remaining two conjuncts express property P3 and P4, where % denotes
the mathematical Fibonacci function.

Establishing module invariants

The module initializer Initializery; of a module M must establish M’s
module invariant, that is, it must satisfy the following triple:

{InitM * *g e varsv) 8 T _} Initializery {Invy}

where Inity indicates that module M has started initializing, as we will
discuss in Subsection 5.2.2, * is a syntactic shorthand for the separating
conjunction over a set of locations, vars(M) is the set of the identifiers
of all global variables declared in module M, and Invys is M’s module
invariant. The precondition allows the module initializer to write to all
global variables of the module, but does not directly permit accesses to
global variables of other modules. Such accesses are in general not safe
because they might introduce data races. We will see in Subsection 5.2.3
how we can allow such accesses if they are properly synchronized. Note
that providing ownership to the module initializer cannot duplicate
permissions because, according to condition C3, an initializer runs at
most once.

Verifying this triple for the module initializer of class Fib is straightfor-
ward, provided we have appropriate specifications for the constructor
and the put method of class HashMap.

Note that while termination of module initializers is generally desired, it
is not required for the soundness of our technique. According to condi-
tion C1, a non-terminating initializer for a module M causes all thread
executions to block at the next definitely-initialized execution points for
M, such that any code that might use M’s invariant is unreachable.
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[38]: Summers et al. (2013), A Formal Se-
mantics for Isorecursive and Equirecursive
State Abstractions

5: The set of all modules is generally
not known during modular verification.
However, it can be soundly approxi-
mated by including all tokens that are
mentioned in the specifications of meth-
ods called from the main module, or in
its module invariant, predicates, lock in-
variants, etc. Tokens of other modules
could not be used during verification of
main anyway.

Using module invariants

The module invariant of a module M may be soundly used at any
program point where the two following conditions hold:

IC1 M’s initializer has started and finished, that is, its module invariant
has been established;

IC2 No other thread concurrently relies on or invalidates the module
invariant of M.

We explain how to check condition IC1 in Subsection 5.2.2.

To establish condition IC2, we introduce a separation logic resource
[Token M ]p for every module M, where p denotes fractional ownership.
Conceptually, one can think of this resource as an isorecursive predi-
cate [38] that abstracts over the module invariant; like other isorecursive
separation logic predicates, it can be unfolded to obtain the module
invariant (thereby multiplying ownership amounts with fraction p, as
usual) and get access to M’s global variables. However, unfolding the
predicate is sound only if condition IC1 holds; otherwise, one might
use an invariant that has not (yet) been established. To emphasize this
difference to standard separation logic predicates, we use a different
terminology. We call [Token M], the module token (or token for short)
of M; exchanging the token for the module invariant is called opening
the invariant and comes with proof obligations that ensure IC1 (see
Subsection 5.2.2). Closing an invariant is analogous to folding a predicate,
without extra proof obligations.

The program entry point (i.e., the main method) gets the module token
[Token M]; for every module M in the program®. The main method can
transfer tokens like any other separation logic resource, for instance, pass
them to other methods or threads, or include them in predicates and
module invariants. The standard separation logic proof rules ensure
that neither a token nor the corresponding module invariant can be
duplicated or forged, which guarantees condition IC2.

The only way for a method to obtain ownership of a global variable is via
a module invariant. Hence, the module invariant of a module M typically
contains ownership of all global variables of M. A method may then
either obtain M’s token (for instance, via its precondition) and open the
invariant to obtain ownership of the global variables, or it may require
ownership directly in its precondition, pushing the task of opening the
invariant to its caller. Our example uses the latter option, as expressed in
the following specification for method fib:

{Invgip AO < n} fib(n) {v. Inveip AV = F(n)}

Verification of the implementation from Listing 5.1 against this specifica-
tion is straightforward. Any caller of fib must hold Inve;y, for instance, by
obtaining the token [Token Fib]; from main and opening the invariant, or
by acquiring a lock whose lock invariant provides Invg;p,. By building on
separation logic, our technique is completely agnostic to how resources
are manipulated and how threads are synchronized.

5.2.2 Definite initialization

In the previous subsection, we saw that a module invariant may be
opened only at points, where the corresponding module invariant has



been established (condition IC1). This is the case when the module
initializer (1) has started to execute and (2) has terminated.

To check the first condition, we use a dedicated separation logic resource
Initys indicating that M’s initialization has started. This resource is
obtained when accessing one of M’s global variables or calling one of
M’s static methods. According to condition C1 from the introduction,
module initialization must start there at the latest. This approach soundly
models both lazy initialization as in Java and eager initialization as in
Go.

Checking the second condition is more involved. We need to make sure
that the execution point at which we attempt to open the invariant for
module M cannot be reached (directly or transitively) from M’s initializer
(otherwise, the execution point would be during M’s initialization). To
check this property modularly, we introduce initialization levels (or levels
for short), a novel specification construct, which will later also allow
us to rule out cyclic initialization dependencies (Challenge 3 in the
introduction).

We require programmers to annotate each module, module initializer,
and method with an initialization level, i.e., a value from a pre-selected
partial order. We impose the following level requirements:

LC1 The level of the module initializer of a module M is strictly less than
M'’s level.

LC2 A method or module initializer with level / may call only methods
with a level of at most I.

Note that requirement LC2 allows recursive implementations (including
mutual recursion if all involved methods have the same level).

The level requirements imply that, in a module M with level [, the
initializer can (directly or indirectly) call only methods with a strictly
smaller level. Importantly, all other methods may safely assume that
they are not executed while M’s module initializer runs. Consequently,
according to condition C1, if M’s initializer has been started, it must also
have terminated and, therefore, it is sound to open M’s invariant. So in
summary, our proof obligations ensure condition IC1 by checking that
(1) the Initys resource has been obtained and (2) the level of the current
method is above M’s level®. Inside the module initializer of a module N,
check (1) is sufficient to establish IC1. As we will see in the next section,
Initys cannot be transferred into a module initializer (e.g., via a lock). So
the only way for N’s initializer to obtain Inity is to access a field or call a
static method of M. Since we prove that cyclic initialization dependencies
do not occur (see Subsection 5.2.4), condition C1 guarantees that M’s
initializer has terminated before execution proceeds. When both IC1 and
IC2 hold, we can soundly open the invariant.

To verify the Fib module (Listing 5.1), the assigned initialization levels
must satisfy the following constraints: the level of HashMap’s constructor
and put method must be at most that of Fib’s initializer; the levels of
HashMap’s containsKey, get, and put must all be at most fib’s. These
constraints are needed to allow the various calls (LC2).

The need to assign levels may seem laborious at first, but is not difficult
in practice. First, many modules do not call any methods from their
initializers, because they do not have global variables or their global
variables are initialized to constants. All those modules can have an
arbitrarily small level. For the other modules, one can choose the smallest
level that is greater than the levels of all methods called by their initializer.
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6: Technically, it would be sulfficient to
check that the method’s level is not be-
low M’s level. The stronger check here
will be necessary to avoid cyclic initial-
ization dependencies, as we will explain
in Subsection 5.2.4.
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Listing 5.2: Class Counter, which imple-
ments a global, thread-safe counter.

[180]: Leino (2023), Program Proofs

class Counter {
private final static Lock cl;
private static int count;

count = 0;

1

2

3

4

5 static {
6

7 cl = new Lock();
8

9

10 public static int getAndInc() {

1 cl.lock(); // acquire lock invariant
12 int result = count++;

13 cl.unlock(); // release lock invariant
14 return result;

15 }

16 }

Second, levels for methods are related to the termination measures used by
modular verifiers to prove termination. For instance, Dafny’s termination
measures [180] are lexicographically-ordered tuples that include the
module name as first component, ordered by the import relation. The
same approach works for our technique and ensures that it is always
possible to call methods in imported modules, such as those of HashMap
in our example.

5.2.3 Duplicable invariants

As explained in Subsection 5.2.1, module tokens are necessary to ensure
condition IC2, that is, to prevent different threads from performing
unsynchronized accesses to global variables, potentially leading to data
races and situations where an invariant is used by one thread while it has
been temporarily violated by another. However, requiring the module
token to open an invariant is overly restrictive in two common cases:
when an invariant constrains only immutable global variables (e.g., global
constants) and when access to (mutable) global variables is synchronized
by a concurrency primitive such as a lock. In the former case, concurrent
read accesses do not cause data races and the invariant cannot be violated
after it has been established. In the latter, synchronization prevents
data races and confines temporary violations to synchronized critical
sections.

The example in Listing 5.2 illustrates both cases. The global variable cl
is declared final, meaning that it cannot be modified after the module
initializer has terminated. The global variable count is mutable, but
protected by the non-reentrant lock in cl.

To handle such cases, we complement the module invariants presented
so far with duplicable module invariants. A separation logic assertion P is
duplicable if it satisfies the equivalence P = P * P. A duplicable invariant
cannot provide full ownership (or even a fixed fraction) of a resource.
Consequently, once the invariant has been established, it cannot be
violated by writing to the global variables it mentions, nor can there be
data races on these variables. Hence, condition IC2 holds automatically
and does not have to be enforced via module tokens. This allows us to
use the following, weaker proof obligations for duplicable invariants:




(1) They must be established by the module initializer. (2) To ensure
condition IC1, the duplicable invariant of a module M may be opened
only if the current method or initializer owns Inity; and its level is at least
M’s level. (3) The level requirements LC1 and LC2 from Subsection 5.2.2
hold.

In our example, we associate the lock cl with the lock invariant lockInv,
which grants full ownership to count:

lockInv £ count >, _

As usual in concurrent separation logics, a predicate isLock(v, I) ex-
presses that lock v has the lock invariant I. Calls to lock require this
predicate and provide the lock invariant, whereas calls to unlock do the
reverse. The predicate isLock(o, P) is duplicable, such that all threads
may compete for the lock by calling lock.

We can then specify the following duplicable module invariant for
Counter:

A

Inveounter = J0.3p. 0 < p *cl >, 0 *isLock(o,lockInv)

This allows us to discharge the proof obligations mentioned above: (1) The
module initializer establishes the duplicable invariant; in particular, cl’s
lock invariant holds. (2) Method getAndInc may open the duplicable
module invariant because it obtains Initcounter When accessing cl. More-
over, we can assign levels such that getAndInc’s is at least Counter’s.
(3) By assigning levels to all lock operations below those of Counter’s, all
method and constructor calls are permitted.

Interestingly, these proofs do not require the specification of getAndInc
to include any permissions to global variables nor the predicates our
technique introduces (Init, tokens). The handling of Counter’s global state
is hidden from clients and does not complicate their verification (except
assigning suitable levels). In particular, this example demonstrates that
duplicable invariants allow the module initializer of a module N to get
read and write access to the global variables of another module M by using
suitable synchronization. This synchronization is necessary to prevent
data races. For immutable global variables of M, N’s module initializer
may directly open M’s duplicable invariant (without synchronizing), as
long as the level assignment allows that.

5.2.4 Cyclic initialization dependencies

The technique introduced so far is sound unless the program contains
cylic initialization dependencies, that is, two or more modules where each
module’s initializers accesses a global field or static method of the next
module on the cycle. The following example illustrates the problem.

In an execution where A is initialized first, the call to B. foo will start
initialization of B, such that the assertion in B’s initializer is reached before
f has been initialized and A’s invariant has been established. Nevertheless,
this program verifies using the technique introduced so far! In particular,
there is a level assignment that allows the call to B. foo and opening A’s
invariant to prove the assertion in B’s initializer, just pick B. foo < A <
B in the level ordering. This problem is not surprising, given that our
technique so far builds on condition C1 from the introduction, which fully
applies only in programs without cyclic initialization dependencies.

5.2 Key ideas
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Listing 5.3: Classes A and B form a cyclic
initialization dependency.

Listing 5.4: Client program for the Fib
module from Listing 5.1.

1 class A {

2 // dup invariant: Jp.0<pAfio,1
3 static int f;

4 static {

5 B.foo();

6 f=1;

7}

s}

9

10 class B {

n static {

12 // open A’s invariant
13 assert A.f == 1;

14 }

16 static void foo() {}
7 }

1 class Main {

2> void main(String args[]) {
3 int x = Fib.fib(3);

4 assert x == 2;

N

6}

Our level requirements LC1 and LC2 ensure that any method that executes
during the initialization of a module M has a level strictly smaller than M
and, thus, we can conclude when a method is not part of the initialization
and may soundly open M’s invariant. However, these requirements do not
provide the same guarantee for module initializers. In the above example,
B’s initializer runs during A’s initialization, but the level requirements do
not prevent it from opening A’s invariant.

Intuitively, one can consider accesses to global variables and calls to static
methods of a module M as “calling” M’s initializer in case the initializer
has not been started before. Therefore, we introduce an additional level
requirement, which is the analog of LC2 for these conceptual calls:

LC3 A method or module initializer with level I may access a global field
or call a static method of a module M only if (1) it owns Inity or
(2) M’s level is at most 1.

Together, our three level requirements rule out cyclic initialization de-
pendencies, which makes our technique sound as we will prove later. In
particular, the above example now correctly fails to verify because LC3
introduces an additional constraint for the call to B. foo, B < A, leading
to an unsatisfiable set of level constraints.

5.2.5 A complete example

Having presented the key concepts of our approach, we can now complete
our example by adding a client for the Fib module from Listing 5.1: In
order to verify this client program, we need to establish the following
proof obligations:




1. The level requirements LC1, LC2, and LC3 hold for the entire
program.

2. The precondition of fib holds before the call on line 3.

3. The conditions IC1 and IC2 hold at every program point where the
invariant is opened.

4. The assertion in line 4 holds.

(1) The level requirement LC1 trivially holds for class Main given that it
does not have a module initializer. We can satisfy requirement LC2 by
choosing the level L of the method main to be higher than that of method
fib; similarly, we can satisfy requirement LC3 by choosing L such that it
is also higher than that of the Fib module.

(2) Recall that the precondition of fib is that the invariant of Fib holds
when the call is performed. We can thus satisfy this precondition by
opening the invariant immediately before the call in line 3.

(3) Opening the invariant of Fib requires proving that the conditions IC1
and IC2 hold right before the call. As explained in Subsection 5.2.2, the
condition IC1 requires that initialization of the Fib module has started
and finished. The former can be established from the call to Fib.fib
itself, which yields the resource Init;}, to indicate that initialization has
started. The latter follows from the fact that the main method’s level is
above Fib’s. Finally, condition IC2 follows from the fact that method
main holds the module token of Fib ([Token Fib],) at the time of the call,
since, as explained in Subsection 5.2.1, the main method initially owns
the module token [Token M]; for every module M in the program.

(4) After the call to fib, the assertion in line 4 follows directly from the
method’s postcondition.

5.3 Formalization

We formalize our technique as a program logic for an example concurrent
language with global state using Iris [84], a separation logic framework.
We establish its soundness using our key ideas, proved using the Iris
proof mode [181, 182] in the Rocq proof assistant [183]. Our soundness
result establishes the correctness of our treatment of invariants, and the
absence of initialization cycles.

Our soundness result is shown for an ML-like language with global mod-
ules (Subsection 5.3.1). It is given a semantics by translation to HeapLang,
another ML-like language with existing Iris support but no module sys-
tem (Subsection 5.3.2). We model initializers using concurrent preemptive
HeapLang threads which can execute at any time, overapproximating the
different initialization semantics of real-world languages. We formally
define the assertion language for global state (Subsection 5.3.3) and give
its embedding into Iris” separation logic (Subsection 5.3.4).

Initialization cycle freedom in particular is shown by instrumenting the
semantics of our ML-like language with a notion of runtime level, and
asserting that all module accesses are strictly monotonic according to
this level (Subsection 5.3.5). These assertions are then shown to always
succeed for verified programs, so they can be elided from the semantics.
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5.3.1 Syntax

In this subsection, we provide the syntax for our core language, which
we use as a minimal example for our soundness results. This syntax is
presented in Figure 5.1. Effectively, our language is defined by augmenting
Iris” HeapLang with modules and global initialization.

Expr. The three significant additions to the expression language with
respect to HeapLang are: loads from module fields !M.f; stores to
module fields M.f « e; and calls to module methods call M.m.
Module methods can take arguments by being declared as lambdas.

Module. A module consists of a set of field and method declarations,
together with the module initializer expression. Method declarations
consist of a module-unique method name, along with an expression
body. Field declarations are simply a module-unique field name. Field
initialization can be performed in the module initializer.

Program. A program e consists of an expression ¢, together with a set
of accompanying named modules ¢. The expression e is the program’s
entry point, i.e., it plays the role of the main function of the program. The
modules in the context can refer to each other’s fields in their initializers
and methods. These references can potentially be cyclic.

5.3.2 Translational semantics

The semantics of our language is given by an embedding into HeapLang
(shown in Figures 5.2 to 5.4), with its usual program state definition. This
is done to simplify the formalization overhead: instantiating Iris with
an entirely new language requires significant proof and mechanization
effort. By instead using a translational semantics, we are able to re-use
the existing work for HeapLang.

Since our language is effectively an extension to HeapLang, most ex-
pressions are translated directly in the expected style (i.e. variables to
variables, lambdas to lambdas, and so on), as shown in Figure 5.2. The
only exceptions are those language features not present in HeapLang
- namely, global fields, static methods, and module initializers. Giving
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these a semantics requires additional book-keeping structures, shown in
Figure 5.3. Global fields are translated to HeapLang variables of heap-
allocated values, which can be mutated. The mapping of global field
to HeapLang variable is recorded in the FIELDVARs of the translation
context 7. Similarly, static methods also become HeapLang variables of
heap-allocated stored expressions (i.e. the method body), which can be
loaded and executed. These are also recorded in T as the METHODVARs.

We can overapproximate both eager and lazy initialization approaches by
encoding whole programs using HeapLang’s support for concurrency. In
this encoding, the program expression is executed in one thread, and each
module initializer is executed in a separate thread forked from the main
one. A single thread per initializer suffices because initializers execute at
most once (C3). All threads share access to the translation variables which
model the fields and methods of modules, and HeapLang’s concurrent
semantics allow each thread to take steps at any point.

Module access synchronization

Our model restricts executions to those satisfying C1 (where initializa-
tion starts, and potentially finishes, before the first definitely-initialized
execution point). We do this by inserting synchronization code in our
translational semantics, leveraging mutual exclusion (mutex) locks al-
ready provided in HeapLang. When creating a thread for each module
initializer, we allocate and acquire a mutex for that thread until the
initializer has completed execution (recording it in LockVars.) Once the
initializer thread has completed, we release the mutex.

Since the mutex is taken while the initializer is executing, it then suffices
to make a module’s field accesses (both reads and writes) and method
calls wait on that module’s mutex, before performing the corresponding
operation on the appropriate HeapLang variable (Figure 5.4). This pre-
vents field and method use until the initializer has finished execution. By
C2, this is all we can do - once the mutex is released by the initializer, no
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Figure 5.2: The translational semantics
of basic terms in our language. These
terms don't interact with our translation
structures w, T. We omit the syntax of
HeapLang terms for brevity, but the lan-
guages are very similar, which is why
most terms translate in a direct way [184].

Figure 5.3: Structures used for the trans-
lational semantics. THREADIDVAR stores
the identifier of the module the current
thread is initializing, if any. LEVELVAR
stores the runtime level of the current
thread.
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Figure 5.4: The translational semantics
of global state in our language. Sync
is a meta-function for code generation
that enforces the correct semantics for
module accesses - access from the ini-
tializer is always allowed, and definitely-
initialized execution points both assert
monotonicity of the runtime level and
block until initialization succeeds.

7: This comparison must match the par-
tial order for used for initialization levels.
We therefore require that partial order
to be representable and comparable at
runtime. We believe this is not onerous.

Tell?

Translation of module accesses.
Sync(M)y = if 1. THREADIDVAR = M
then skip
else if w(M) < T.LEVELVAR
then
lock 7.LockVars(M);

unlock 7.LockVars(M)
else fail

MM.f|¢ £ Sync(M)Y;
!(7.FieLpVars(M, f))

M.f «—e|f =lettmp =[[e]; in
Sync(M)?;
T.FieLpVars(M, f) < tmp

[call M.m || = Sync(M)Y;
!(T.MetHODVARS(M, 1)) T.THREADIDVAR T.LEVELVAR

further synchronization occurs. We note that the mutex doesn't restrict
simultaneous field accesses, since the mutex does not guard the access - it
only ensures that the thread for the corresponding initializer has finished
executing.

The only exception to this mutex-taking is in the initializer thread of a
module itself, since C2 forbids accesses to a module from inside that
module’s initializer to block. Therefore, our translation has access to a
thread identifier variable, which marks the thread as either the unique
initializer thread for a particular module, or a non-initializer thread.
When performing an access, the module name is compared against the
thread identifier at runtime. If there is a match, the mutex is ignored,
which allows module initializers to access their own module fields and
methods without blocking. This logic is implemented in the Sync code
generation function shown in Fig. 5.4.

Acyclic module accesses

Finally, for module accesses we also assert that the access is acyclic. This
is done by assigning threads a runtime level, which can be inspected
by the semantics’. We then make each initializer’s runtime level the
initialization level of the module it initializes. When a module access
occurs, the current thread’s runtime level is asserted to be strictly above
the initialization level (and thus the runtime level) of the module being
blocked on (Figure 5.4). For non-blocking accesses, no such check is
necessary.

5.3.3 Program logic

We formally describe our reasoning principles for global state as a Hoare
logic over our core language. Our program logic is defined using a
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separation logic assertion language. We also define how to specify whole
programs, including those with module dependencies.

Assertions

Our assertion language is shown in Figure 5.5. As well as the typical
constructor of a (fractional) heap points-to (x —, v) and logical operators,
we also define the specialized assertions:

» M.f —, v, the (fractional) points-to for the field f of the module M.

[Token M],, the module token of M.

» OmP, an assertion under the initialization-guarded modality Op. The
guarded assertion P might not hold in the current heap, but will
hold once initialization has completed for M. In particular, OpL
would require that the module initializer for M does not terminate.

» Initys, the fact that M’s initialization has started. This assertion
holds no resources and is duplicable. It is used to eliminate the
initialization-guarded modality Ops (see GuardElim).

v

The modality Op has two roles: it allows us to soundly reason about
accessing module invariants which may not yet have been established
(because the corresponding module initializer has not run), and it allows
us to fearlessly access a module invariant after initialization is known
to have completed. It is often useful to be able to "unfold" the module
token of a module M into a copy of its module invariant even before
Inity is known. Once Initp; is known, we can then open the invariant
of M and soundly eliminate the modality at any time (even outside of
definitely-initialized execution points).

Hoare logic

The triple {P} e |£1> {v. Q} for an expression e is parameterized by
an initialization level /® and set of module specifications ®. The rules
for these triples are given in Figure 5.6. All triples derivable for a set
of module specifications are also derivable for any superset of those
specifications. As a consequence, our logic is modular in terms of program
modules.

A program triple {P} ey {v. Q} is a specification for the whole program
e¢- Its definition is shown in Figure 5.7. A program is specified if there is
a set of module specifications which allows for acyclically specifying the
module initializers and methods of all program modules. Each module
initializer is required to establish its duplicable and non-duplicable
module invariant. Furthermore, all methods are required to establish
their specifications, though they may do so at any level.
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Figure 5.5: Assertions in our separation
logic.

8: We implicitly fix the partial order L
used for initialization levels.
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Level requirements

Perhaps surprisingly, accessing fields of a module M for reading or
writing does not directly impose any restrictions on the initialization
level. Instead, the user is required to prove that initialization has already
started (or the current thread is the initializer) using Inity;. The initializer
of M starts with access to this fact, and can thus justify all of its own
field accesses. In order to prove that initialization has started, and thus
obtain Initys, outside the initializer of M, a level check is required (as
in InitializedI1). This can be proved immediately before a definitely-
initialized execution point for M. In the case of InitializedI2, this requires
that we can only learn Inity; once the right-hand side is a value, since
initialization is triggered only at this point.

Methods are allowed to have levels below that of their module, to allow
for methods which are called from the module initializer. However,
calling these methods from outside the module initializer would still
trigger initialization, so they can only be safely called at the module
level or higher. To call a method at a level below the module level,
one must know that initialization will not trigger, which is implied by
the Inity; requirement in GlobMethodCall. Similarly to fields, in order
to use method calls to justify that initialization will be triggered, the
initialization level must be at the module level or higher (InitializedI3).

5.3.4 Soundness

We show our program logic to be sound in only allowing access to
established invariants, and preventing non-strictly-monotonic initializer
blocking. Both of these would result in runtime errors in HeapLang under
our translational semantics. Therefore, it suffices to show the absence of
errors in HeapLang terms generated from source expressions specified
by our program logic.

We do this by using the HeapLang weakest-precondition definition
generated by Iris for HeapLang terms; these weakest preconditions are
automatically sound by construction. Program triples in our program
logic are encoded to weakest-precondition statements on the translated
output term, which are then proven. As a result, our program logic
ensures source terms are safe to execute under the translational seman-
tics.

5.3.5 Freedom of initialization cycles

We assert that blocking module accesses are strictly monotonic in terms
of the runtime levels involved - so that each initializer can block only
on a thread of a strictly lower level. From the soundness of our logic,
we know these assertions always succeed for verified programs. By C2,
we also know that blocking due to initialization only occurs after these
assertions. Therefore, at any point during execution, we can strictly order
all runtime threads according to which other thread they are blocked
on, if any. It is a well-known result that this implies that the directed
graph of runtime threads (where edges indicate blocking due to module
accesses) is always acyclic [185]. Therefore, our program logic prevents
initialization cycles. We do not mechanize this proof beyond showing
that accesses are monotonic.
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Moreover, since we prove the absence of failed monotonicity assertions
in any verified program, we know that our soundness result does not rely
on the behavior of the model in the case of an initialization cycle. As such,
our result applies to languages with any initialization cycle behavior, even
if it does not result in a program error. The runtime levels themselves can
even be elided from the semantics, since their only purpose is to check
the assertions, which always succeed.
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Hoare triples of assertions. {P}els, {v. Q}
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INITIALIZEDI3
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Figure 5.6: Selected Hoare logic rules for {P}call M.m v |g {Q * Initp}
the core language.
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Figure 5.7: Program specifications in our
core language.
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5.4 Implementation

Our technique is applicable to a large set of real languages that support
global state, as we show in this section on two complex, real-world
languages with very different initialization systems, Java and Go. We
also demonstrate that our technique can be integrated into existing
automated deductive verification tools, VerCors [121], a verifier for Java,
and Gobra [29] for Go.

Applying our technique to a real-world language requires soundly
modeling all constructs in the language that are relevant for initialization
and not present in our model. Additionally, if a language provides
stronger guarantees (e.g., about the time when initializers execute) than
we assume in our logic, we may incorporate these additional guarantees
to make our technique more expressive and easier to apply.

5.4.1 Application to Java

First, we show how our technique can be applied to a language like Java,
which performs initialization of static fields lazily on a class level. With
very minor differences in some details, everything here also applies to
initialization in C# and some other JVM-based languages like Scala.

Additional language features and guarantees

Java offers several important language features that do not exist in the
model described so far, but can be easily incorporated:

First, as stated previously, Java’s constructors can be modeled as static
methods of the same class, reflecting the fact that invoking a constructor
will trigger initialization of the new object’s class.

Second, Java supports subclassing in a way that is relevant for ini-
tialization. In particular, its runtime system guarantees that any class’
superclasses are initialized before its own initialization starts. As a result,
it is possible to have indirect cyclic initialization dependencies, if for
example the initializer of class A reads a static field of class Sub, and Sub’s
superclass Super’s initializer reads a field of class A. Since the read in A
triggers initialization of Super indirectly by triggering the initialization
of Sub, there is a danger of it causing a deadlock or reading uninitialized
data in a similar way as with direct cyclic initialization dependencies.
While not necessary for the soundness of our technique, we can easily
prevent these indirect cyclic dependencies by enforcing an additional
level constraint: the initialization level of a subclass must be at least that of its
superclass. As a result, subclass initializers can potentially use (duplicable)
invariants of their superclass but not vice versa, as one would expect.

Third, for method overrides in subclasses, as part of ensuring behavioral
subtyping [39], we have to ensure that overriding methods open at most
the invariants known to hold when the original overridden method is
called. This constraint can again be enforced by requiring overridden
method’s levels to be at least that of their overrides.

Java’s initialization system offers some guarantees that go beyond the
minimal conditions C1-C3. In particular, Java guarantees that initializa-
tion of a class is performed lazily and will start only when encountering
the static field access or method invocation of said class, or before the



similarly-triggered initialization of a subclass. Thus, Java would in princi-
ple allow identifying the exact point at which an initializer will execute,
and therefore, e.g., concluding more precisely what the resulting state
of the module is. However, such precise reasoning is inherently non-
modular, since it requires knowing what other code has or has not been
executed previously.

Sequential Java

While Java is a concurrent language, many existing Java programs are
sequential. Many patterns of accessing global state that are not modularly
correct in a concurrent setting are unproblematic in a sequential one.
For example, in a concurrent setting, when opening some module A’s
non-duplicable invariant, we have to make sure that this invariant is
not currently being used or broken by other threads (IC2). We enforce
this condition by requiring the token [Token A]. As a result, initializers
generally cannot open non-duplicable invariants of other modules unless
they obtain the required token via a lock or other synchronization
primitive.

However, in sequential Java, no such concurrent accesses are possible and
condition IC2 holds trivially: There is only one thread, and initializers
are triggered at clearly defined points in the execution and running in
the same thread. Thus, in this setting, assuming all other conditions are
satisfied, it is always sound (including from initializers) to open any
module invariants that are not already opened by the current thread.

We can adapt our system to this setting as follows: We no longer use
tokens to ensure condition IC2, and instead rely on initialization levels
to track which invariants may be opened. To do this, we observe that
since class initialization in Java is triggered only upon the first use of a
class, which in turn is required by our logic to only happen in a context
whose initialization level is higher than that of the class, throughout
the entire call stack of the single thread (including implicitly-triggered
static initializers), the initialization level only ever decreases. We can now
enforce a simple additional condition, namely that code that executes
while the non-duplicable invariant of some class with level [ is opened
must be correct (according to the Hoare triple definition from Sec. 5.3.3)
with a level strictly less than 1, i.e., said code may only call methods with
a level less than [, open invariants of other modules with a level less than
I, and so on. Effectively, this condition is equivalent to using LevelDrop
to temporarily reduce the current level whenever an invariant is opened.
We also enforce that initializers close all non-duplicable invariants they
have opened before they terminate. This condition suffices to maintain
the invariant that if the current level is greater or equal that of any class A,
then the invariant of A holds and can be opened.

As a result, static initializers can directly open the static invariants of
classes with lower levels, which means that initializers may access static
fields of (some) other classes without requiring any additional synchro-
nization, as one would expect in a setting where no other threads can
interfere. Note that this additional freedom does not require changing our
core technique and instead directly results from enforcing an additional
condition and incorporating the additional guarantees provided by the
language (Java) and the setting (the absence of multithreading).

5.4 Implementation
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Implementation in VerCors

We have implemented our technique for Java in VerCors [121], an au-
tomated, SMT-based verifier for a number of concurrent languages
including Java. Our implementation supports advanced Java features like
subclassing as described in Subsection 5.4.1; additionally, we have imple-
mented a mode (enabled via a command line flag) that further simplifies
reasoning for sequential code, as described in Subsection 5.4.1.

We were able to easily integrate our technique into VerCors, adding
the required specification constructs and a single encoding pass that
translates specifications and adds all relevent proof obligations. In total,
we added or modified a total of ca. 1000 lines of code in VerCors.

We introduced ghost [186] statements that allow users to explicitly open
and close module invariants, or open duplicable invariants. Our imple-
mentation is able to automatically eliminate the initialization-guarded
modality whenever initialization of the relevant class has provably fin-
ished.

We require users to annotate classes with duplicable and non-duplicable
invariant assertions (with the obvious defaults), and similarly allows
annotating methods, constructors, and classes with initialization levels
(in the form of natural number literals) as described in Section 5.2. We
choose default values for initialization levels to be 1 for classes and
methods, and I — 1 for the initializer of a class with level . This choice
ensures that in code that does not perform or interact with module
initialization or static fields, all level constraints are always satisfied,
meaning that no additional annotation overhead is imposed for code that
does not require it.

5.4.2 Application to Go

Initialization in Go works fundamentally differently from Java; Go offers
additional guarantees not present in Java, but also poses a new challenge.
Nevertheless, our technique applies.

Additional language features and guarantees

First, unlike Java’s lazy initialization, Go performs initialization eagerly.
As a result, one may soundly assume that all packages (Go’s notion of
modules) have initialized at the beginning of the main function.

Second, the Go compiler guarantees that the package import relation
forms a DAG. Thus, cyclic initialization dependencies between packages
are ruled out by the compiler. We can automatically and modularly
infer an assignment of initialization levels per package from the import
relation: if package A imports B, the level of B must be lower than A’s
level. In addition, by default, all methods in a package may adopt the
package level. With these conditions, level annotations are necessary
only in methods that may be called from the package initializer, which
greatly reduces the number of required annotations.

Third, since all packages are guaranteed to be initialized when main starts,
there is no longer a need to open and close non-duplicable invariants;
instead, conceptually, all non-duplicable invariants can be opened at the
beginning of main and remain open, which also fully eliminates the need
for module tokens. Finally, package initialization in Go is guaranteed



to run sequentially, package by package, in reverse order of imports.
Thus, similarly to sequential programs in Java (Subsection 5.4.1), package
initializers in Go may open the invariants of imported packages, as long
as they close them by the end of the initializer. As a result, when applying
our logic to Go, we end up with significantly simpler reasoning just by
incorporating language guarantees into the existing technique.

Finally, Go supports a form of structural subtyping, where values of a
type T may be assigned to variables of an interface type I if T has at least
all methods declared in I. Unlike Java, subtyping plays no role in the
order in which modules are initialized. We adopted a simple design for
dealing with level constraints in Gobra’s interfaces: we eschew any level
annotations on interface methods, and we consider that the level of an
interface method (i.e., the level of a method whose receiver type is the
interface type, rather than a concrete implementation) is the level of the
module in which the interface is declared. While doing so is not sound
in general, we identified and implemented a simple syntactic restriction
that enforces the soundness of this solution.

On the other hand, Go also poses a new challenge by allowing multiple
initializers in the same package, spread across different files of the
package. This leads to the infamous Static Initialization Order Fiasco [187],
originally identified in C++, where the order in which global variables
are initialized is determined by the order in which files are passed to the
compiler. This may cause unexpected problems as programs evolve. Files
file2.go (Listing 5.5) and file3.go (Listing 5.6) provide a contrived,
yet demonstrative example. Together, these files constitute the package
main, and each of these files has an initializer (function init). If we follow
the Go team’s recommendation of passing files in the lexical name order
to the compiler [169], the initializer in file2.go runs before the one in
file3.go and the program runs successfully to completion. If we rename
file3.go to filel.go and pass the files in lexicographic order, the two
initializers run in the reversed order, and a panic is caused in line 4 of
filel.go, as we try to put a key/value pair in a nil map.

package main
var m map[int]int

func init() {
m = make(map[int]int)

N e U e W N e

}

package main

func init() {
me] =1
}

N U e W N e

func main() {}

A simple solution (in the spirit of CSL [71]) is to over-approximate all
possible orders in which the initializers of a package may run by modeling
each of them as a thread that executes in parallel with the other initializers
in the same package. This treatment requires that the initializer of a file
does not access global variables declared in other files, which can be
enforced by defining the precondition of the initializer of each file to
contain only the permissions to the global variables declared in that file.
One can then simply ensure that the package invariant of a package is
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established after all its initializer threads conclude.

Implementation in Gobra

We implemented our technique in Gobra [29], a deductive program
verifier for Go. In total, our extension comprises around 900 new lines of
code. Our implementation incorporates the simplifications afforded by
the additional guarantees listed in Subsection 5.4.2.

For every package, we introduce two initialization levels: the package
level and the level of the package initializer. The latter is constrained to
be lower than the former and higher than all the package levels of the
imported packages. We introduce an annotation mayInit for methods
that should be verified with the level of the initializer, as they may be
called during initialization. All other methods are verified at the package
level.

We tested our implementation in Gobra to guarantee it implements
the Go language specification correctly. In the process, we identified
a mismatch between the intended semantics for initialization and the
compiled program, which led us to find a previously unknown bug in
the Go compiler [188]. This bug was caused by an optimization that
rewrites the initializing expression for a global variable x without taking
into account the effect that functions called during initialization might
have on the value of x. In some cases, this bug caused the compiled
program to store unexpected values in global variables after package
initialization.

5.5 Evaluation

To demonstrate both the flexibility and the real-world applicability of
our technique, we have evaluated it in three steps. First, we verified a
number of small case studies representing important usage patterns for
global state and initialization, shown in Tables 5.1 and 5.2, using our
implementations in VerCors and Gobra, respectively. Second, we applied
our technique to the VerifiedSCION project (Chapter 3), for which we
specified and verified all uses of global state using our technique as
implemented in Gobra. Third, we applied our technique to develop new
verification (ghost) libraries. These libraries rely extensively on ghost
global state.

5.5.1 Case studies

We collected a set of 11 examples representing important coding patterns
or showcasing specific aspects of initialization to demonstrate that our
technique is sufficiently flexible to verify different idiomatic uses of global
state and initializers. We manually translated all applicable examples
to both Java and Go. Since, for example, Go does not have support for
subclassing, we only verified a Java version of that example. For examples
marked with an asterisk in Table 5.1, we verified the Java code using
the version of our technique adapted for sequential Java discussed in
Subsection 5.4.1, since the code is not thread-safe and thus not correct in
a concurrent setting.



Name LOC Ann. Minv. Time [s]
Byte 18 17 7 1.91
Client* 13 18 11 1.58
Contexts 38 21 5 1.34
Counter 43 59 15 2.03
Fib 19 18 6 1.41
Fib Conc. 25 28 9 1.79
Finalizer 57 59 21 21.35
Names* 35 24 11 2.26
Singleton* 24 20 10 4.24
Subclass 26 10 9 1.35
Theory* 27 23 1 1.69
Name LOC Ann. Minv. Time [s]
Byte 22 27 8 1.77
Client 15 26 9 1.02
Contexts 35 20 5 117
Counter 24 55 8 1.44
Fib 14 21 6 0.88
Fib Conc. 21 29 9 1.37
Finalizer 47 75 21 33.46
Names 42 25 4 2.25
Singleton 21 24 2 0.61

Fib is the example from Listing 5.1, specified and verified exactly as shown,
and Fib Conc. is a thread-safe version of Fib. Counter is the example
from Listing 5.2, adapted so that all calls to getAndInc are specified
to return a fresh value. Byte and Finalizer are (simplified) versions of
code found in the Java standard library and the OpenJDK Java runtime,
respectively. The Byte class allocates a global pool of (immutable) Byte
objects (one for every possible byte value) upon initialization that can
then be used by all clients via a duplicable invariant. The Finalizer class
maintains a global doubly-linked list of Finalizer instances for objects
that are being garbage collected and whose finalize methods are to be
invoked before they are deleted, which we verify using a non-duplicable
invariant. Singleton is a generic implementation of (a non-thread-safe
version of) the singleton pattern, using a static method to initialize a static
field on first access. We use a duplicable invariant to give all clients read
access. The Subclass example declares several classes and subclasses, and
illustrates that our technique correctly rejects (using initialization levels)
classes which introduce cyclic dependencies between static initializers
even when they are indirect via superclass initialization, but allows
similar uses that do not lead to cycles. Client and Theory are examples
from Leino and Miiller’s work [174]. The former uses a global counter
that is read and incremented every time a new instance of the class is
allocated, thus providing a unique identifier for each instance. The latter
shows that their system can be used in a setting with subclassing where
subclasses must satisfy behavioral subtyping [39]; we show that we can
support the same setting. Contexts and Names are two examples from
the evaluation of Liu et al.’s static analysis [173]. They are simplified
extracts from the Scala compiler which are rejected by their static analysis
because they do not satisfy its initialization-time irrelevance property,
but which (as stated by their paper) constitute cases where the program
can nevertheless be regarded as correct. We verify both examples, i.e.,
prove that module invariants are established and maintained correctly,
showing that the presence of user-defined invariants allows us to be
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Table 5.1: Verified case studies in Java
with total lines of code (LOC), lines of
proof annotations (Ann.), the number of
those lines that is specific to the decla-
ration of module invariants, levels and
opening and closing module invariants
(MlInv.), as well as the verification time
in seconds (Time).

Table 5.2: Verified case studies in Go
with total lines of code (LOC), lines of
proof annotations (Ann.), the number of
those lines that is specific to the decla-
ration of module invariants, levels and
opening and closing module invariants
(MlInv.), as well as the verification time
in seconds (Time).

[174]: Leino et al. (2005), Modular Verifi-
cation of Static Class Invariants

[39]: Liskov et al. (1994), A Behavioral
Notion of Subtyping

[173]: Liu et al. (2023), Initializing Global
Objects: Time and Order
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more precise than a static analysis.

Tables 5.1 and 5.2 show the size, number of overall proof annotations, and
number of annotations specific to initialization (i.e., module invariants,
levels, and ghost code for opening and closing module invariants) for
each example, as well as the verification time. Verification time was
measured on a laptop with an Apple M2 Max and 64GB of RAM and
averaged over 10 runs. The amount of initialization-specific annotations
is low throughout: for our case studies, which emphasize complex uses
of global state, they are, at most, 22% of the total code for the case
studies in Go, and at most 25% for those in Java, with the exception of the
Client class, where 35% of the total code consists of initialization-specific
annotations. The higher annotation count for this example results from
having to manually provide levels to this class and all its methods, as the
default levels do not satisfy the level requirements. For the other case
studies in Java, a substantial amount of the proof can be performed using
the default values for levels.

Our Go case studies tend to require fewer initialization-specific annota-
tions than the ones written in Java: Gobra requires fewer level annotations
and no annotations to open and close non-duplicable invariants. Apart
from these differences, the overall proof structure and the module invari-
ants for the Go and Java versions of the same code are generally similar, in
spite of the different initialization semantics of both languages, showing
that our technique offers a general way of reasoning about global state
and initialization that effectively abstracts over semantic details.

For the most part, our examples verify in a few seconds, which is in line
with the verification time in both VerCors and Gobra for programs of
similar size and complexity that do not use global state and initialization.
This suggests that the proof obligations imposed by our technique are
not more difficult to prove than those that are not related to module
initialization. In our evaluation, the Finalizer example stands out for
taking multiple tens of seconds to verify in both VerCors and Gobra.
The cause of the long verification time is a method using a module
invariant that makes heavy use of quantifiers and sequences, which
are challenging for SMT solvers to reason about. This is a known issue
unrelated to initialization-specific proof obligations.

5.5.2 Real-world Go code base

To demonstrate that our technique scales beyond small case studies, we
used it to specify and verify all uses of global state in the Go implementa-
tion of the router for the SCION internet architecture (Chapter 3).

The code base uses global state mainly for two purposes: (1) to store,
in a mutable slice, the metadata about the types of network paths the
router is aware of, and (2) to store immutable values that are reused
throughout the codebase, like error messages. We capture properties
about the former using non-duplicable invariants and properties about
the later using duplicable invariants.

In total, we specified properties of global state and package initializers
for eight packages, using duplicable invariants for all eight and non-
duplicable invariants for three of them. The resulting annotation overhead
was low, with a total of 67 lines of duplicable invariants and 27 lines
of non-duplicable invariants. Due to the simplifications described in
Subsection 5.4.2, little additional ghost code was required, with only 30
additional lines of initialization-related ghost code or annotations.



Applying our technique to this code base allowed us to replace previously
unjustified assumptions of properties of the global state by sound, princi-
pled reasoning. Compared to the previous version of the code base, our
changes did not slow down verification significantly. In our experiments,
verifying the Go router took on average 45m46s without verifying the
proof obligations related to initialization and opening module invari-
ants, and 47m05s with them enabled, an increase of less than 3%. This
demonstrates our approach scales to larger verification efforts.

5.5.3 Ghost global state

We have found that using ghost global variables is useful to provide
models for verification libraries, i.e., libraries containing only ghost
code. Logically speaking, ghost global variables are often useful to name
witnesses of existentially quantified assertions. Doing so allows us to
rewrite these assertions without existential quantifiers, as we can refer to
the global variable directly. This, in turn, is useful to stabilize proofs and
verification times (Chapter 4). In addition, naming the witness allows us
to refer to the same witness throughout the program.

We demonstrated the usefulness of ghost global variables in two libraries
implemented in Gobra. The first is a library that implements a general
interface for reasoning about concurrent programs using ghost locations
and resource algebras [85] in the style of Iris [84] and uses global state
to define a model for each proof rule from Iris that manipulates ghost
locations. It uses module invariants to state the fundamental correctness
property of the library: each element of a resource algebra stored in a
ghost location is valid, and composing the elements of ghost locations
with the same name at any point in the program yields a valid element.

The second library [189], which we discuss in length here, implements
the refinement methodology from Bil4 et al. [30] for verifying programs
by refinement against an abstract model defined as a state-transition
system.This library comprises roughly 700 lines of Gobra code, including
comments and examples, and it verifies in 12 seconds. The implementation
does not rely on verifier assumptions and abstract members. As such, it
constitutes the first mechanized soundness proof of this methodology.

Using this library, it is possible to define state-transition systems in ghost
code by implementing the following interface:

1 type TransitionSystem interface {
2 ghost

3 ensures r ==> Valid(s)

4 pure Init(s State) (r bool)

6 ghost
7 pure Valid(s State) bool

9 ghost
10 pure Enabled(s State, e Event) bool

12 ghost

13 requires Valid(s)

14 requires Enabled(s, e)

15 ensures Valid(n)

16 pure Update(s State, e Event) (n State)
17 }

When this library is imported, the main function (or a function called
from it) may select once the state-transition system that the program
under verification must refine, as well as the initial state of the abstract
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Listing 5.7: Definition of the
TransitionSystem interface. It
contains four methods: Init determines
which states are acceptable initial
states, Valid specifies the invariant of
the state-transition system, Enabled
determines which events are enabled at
each state, and Update computes the
state after an event.



118 | 5 Modular Reasoning about Global Variables and Their Initialization

Listing 5.8: Definition of the EventGuard
interface. It contains two methods:
Guards returns the set of all guards, and
Requires identifies which guards must
be owned when performing an event.

9: While we do not cover LlIs in depth,
we have proved this reasoning principle
sound in Gobra.

Listing 5.9: Public interface of the re-
finement library. To simplify, we omit
the postconditions and lemmas that are
related to LIIs.

model. After the state-transition system and initial state are selected, its
current state may be updated by performing an event, as long as it is
enabled.

The refinement library supports event guards, i.e., resources that must be
owned by the thread that performs an event. If a thread tries to perform
an event e but it does not hold the guards required by e, our methodology
ensures that the program is rejected, even if e is enabled. The guard
requirements for each event are expressed by implementing the following
interface:

1 type EventGuard interface {

ghost

decreases

pure Guards() (ghost set[GuardV])

= W N

ghost
ensures
decreases
pure Requires(e Event, g GuardV) (res bool)

res ==> g elem Guards()

O NN

10 }

Event guards are a core contribution of the methodology from Bil4 et al.
They allow for a useful reasoning principle: if a thread owns a guard, no
other thread may have performed the corresponding events. As such, it is
possible to derive locally inductive invariants (Llls), i.e., stronger inductive
predicates about the abstract states that were reached since the thread
acquired the ownership of the guard®.

Having explained the core components of the methodology, we may now
cover this library’s core API:

1 pkgInvariant Init()
2 package refinementguard

4 ghost var TS TransitionSystem
5 ghost var EG EventGuard

7 pred Init()
9 pred Own()
11 pred GuardR(v GuardV)

13 ghost

14 requires Own()

15 requires acc(&TS) && TS != nil
16 ensures TS.Valid(st)

17 decreases

18 pure func CurrState() (st State)

20 ghost

21 requires Init()

22 requires t != nil && eg != nil
23 requires t.Init(st)

24 ensures Own()

25 ensures acc(&TS, _) & TS === t

26 ensures acc(&EG, _) && EG === eg

27 ensures CurrState() === st

28 ensures forall g GuardV :: g elem eg.Guards() ==> GuardR(g)

29 decreases
30 func InitTS(t TransitionSystem, eg EventGuard, st State)

32 ghost

33 requires Own()

34 requires acc(&TS, _) && TS != nil
35 requires acc(&EG, _) && EG != nil
36 requires TS.Enabled(CurrState(), e)




37 requires forall g GuardV :: EG.Requires(e, g) ==> GuardR(g)

38 ensures Own()

39 ensures acc(&TS, _) & TS != nil

40 ensures acc(&EG, _) && EG != nil

41 ensures CurrState() === old(TS.Update(CurrState(), e))

42 ensures
43 decreases
44 func UpdateTS(e Event)

forall g GuardV :: EG.Requires(e, g) ==> GuardR(g)

The public interface of the refinement library contains two (public) global
variables: TS stores the state-transition system against which we are
refining the program, and EG stores the EventGuard that associates each
event with guards. When this package is imported, the main function
(or a function called from it) may start the refinement proof by calling
InitTS. This function takes the TransitionSystem and EventGuard

against which refinement is proven, as well as an acceptable initial state.

Importantly, only one call to InitTS is allowed: in order to satisfy the
precondition in line 21, the current thread must own the resource Init()
passed to the main function from the module invariant of the package
(line 1). The resource Init() is consumed by the function InitTS, which
in turn returns the ownership of the current abstract state (resource
Own () in line 24), as well as the ownership of every guard g, which is
represented as GuardR(g) (line 28). The current abstract state may change
only through calls to the method UpdateTS. To perform an event e, the
caller must own the current state (line 33) and all the guards required
by it (line 37), and it must show that e is enabled for the current state
(line 36).

The implementation of this library is enabled by Gobra’s support for
global variables and their initialization: First, the semantics of global
state and package initialization guarantee that at most one instance
of the Init() resource will ever be allocated. This guarantees that all
threads have a consistent view of the current state of the protocol: in
order for a thread to perform a protocol step, it must first acquire the
only instance of Init() by synchronizing with all other threads that
may perform transitions of the protocol concurrently. This guarantees
that, at any moment in time, a proof of refinement that has started will
never be invalidated by another thread that obtains ownership of a
second instance of Init () which it uses to perform steps of the protocol
without synchronizing with all other threads. Second, in order to prove
the soundness of this library, we maintain various ghost data structures
stored in global variables, including the current abstract state, as well
as metadata per each guard of the state-transition system, so that we
can prove the soundness of LlIs in a way that resembles the on-paper
proof [30].

The success we had with implementing the refinement library and
resource algebras in Gobra demonstrates how powerful this feature is. We
are confident that ghost global state may be used to fully implement other
advanced reasoning techniques in Gobra, like prophecy variables [190].

Finally, we believe that the refinement library shown here is very versatile.

In the future, we would like to experiment with embedding the SCION
router model directly in the program using this library, rather than
generating the I/O specification described in the Subsection 3.6.3 via
refinement as a way to demonstrate the versatility and scalability of this
library.
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[195]: Miller et al. (2006), Modular invari-
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[196]: Barnett et al. (2004), Verification of
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[197]: Leino et al. (2004), Object Invariants
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5.6 Related work

Module invariants have been suggested as a way to specify the global
variables of modules in various projects. The Java Modeling Language
(JML), a specification language for Java adopted by various deductive
program verifiers including KeY [178], Krakatoa [191] and OpenJML [192],
proposes the use of static invariants to specify the expected values in
static fields [193]. However, they do not prescribe a way to modularly
check the establishment of these invariants or state at what program
points they may be soundly assumed. To the best of our knowledge, no
deductive verifier for mainstream programming languages supported
module invariants prior to this work, including the aforementioned ones
based on JML, other Java verifiers like VerCors [121] and VeriFast [119],
and verifiers for other languages like Gobra [29] for Go, and Leon [194]
for Scala.

Leino and Miiller [174] propose using static invariants to reason about
static fields in a programming language based on a sequential subset of
Java and C#. They combine a strict ownership model for objects (see below)
with a partial order on classes, the validity ordering, which prescribes
the order in which classes are initialized. A notion of transitive validity
allows them to write concise specifications. Unfortunately, this validity
ordering requires that the initialization of a class runs before that of its
superclasses. This strong restriction is not satisfied by the semantics of
languages like Java and C#. Their approach does not handle concurrency
and uses a restrictive ownership model that rules out referencing an
object from two classes, even when sharing is safe, e.g., because the object
is immutable. In contrast, our approach handles subclassing as it occurs
in mainstream languages, supports concurrency, and leverages the full
flexibility of separation logic to allow sharing when it is safe.

Jacobs et al. [177] propose a technique for modular verification of static
invariants in multi-threaded programs written in a Java-like language.
Their approach requires that all accesses to static fields are guarded by a
class-level lock, unless all fields of that class are immutable. Our technique,
by contrast, supports a wide variety of synchronization primitives and
requires none when unsynchronized accesses are safe. Jacobs et al.’s
approach prevents deadlocks, including those caused by cyclic initializa-
tion dependencies, by imposing an acquisition order on all locks. Their
approach requires that module imports are acyclic, which is enforced
by runtime checks. In contrast, we use initialization levels to prevent
cyclic initialization dependencies statically, and allow for cyclic module
imports.

Summers et al. [175] propose an extension to the Visibility Technique from
Miiller et al. [195] for verifying static invariants in a sequential Java-like
programming language. Their approach imposes effect annotations on
methods, consisting of all classes whose static methods may be transitively
called from that method. To alleviate the need for these annotations,
they introduce levels, which are similar to our initialization levels, but
only apply to classes. In their approach, classes at a lower level may
not mention others at a higher level, which prevents mutually defined
classes.

All approaches mentioned so far [174, 175, 177] are based on restrictive
ownership disciplines [195-197]. To the best of our knowledge, our
technique is the first based on concurrent separation logic [71, 84], which
is more expressive than the aforementioned disciplines, and for which
there is an extensive body of work on reusable reasoning principles for



different concurrency primitives like locks [198-200] and channels [201-
203].

The Boogie verifier [204] supports global variables, which may be de-
clared with where-clauses [205] that specify properties that are assumed
whenever the variable is havocked. However, these clauses play a different
role than our module invariants. They are used to encode trusted as-
sumptions, rather than to express verified properties. Mutations of global
variables are tracked via modifies-clauses in method specifications,
whereas we rely on separation logic to reason about side effects.

Liu et al. [173] propose a static analysis to identify common issues in
the initialization of Scala’s singleton objects based on the principle of
initialization-time irrelevance, which expresses that the state of a global
singleton object at the end of its initialization should not depend on
when that object is initialized. In contrast, we allow a module’s state after
initialization to depend on the initialization time only if its invariant is
guaranteed to hold. Their technique does not consider user-provided
invariants and imposes cumbersome restrictions, e.g., the static initializer
of a singleton object must not perform any (even synchronized!) accesss
to mutable global state of another.

Internally, Liu et al.’s analysis makes use of ideas commonly used when
reasoning about object initialization and instance invariants, for which
various solutions have been proposed [206-208]. These works do not ad-
dress module initialization and instead identify conditions under which
objects may safely escape constructors and non-initialized objects may
be accessed. While there are commonalities with module initialization,
reasoning about the latter poses distinct challenges: Module initializa-
tion starts and ends at modularly unknown execution points (unlike
constructors, which are invoked explicitly and eventually return), and
global state can be accessed from anywhere in the code (unlike objects
under construction, which must be passed around explicitly).

5.7 Conclusion

In this chapter, we propose a practical technique for specifying and verify-
ing programs that make use of global data. Our technique can be applied
to concurrent programs, and to a wide range of programming languages
with varying semantics, including lazy and eager initialization. It allows
specifying modules with invariants, and uses initialization levels, a novel
specification construct that can be used to prevent cyclical initialization
cycles and to identify which module invariants are guaranteed to hold.
Furthermore, we show it can be automated in state-of-the-art deductive
program verifiers.
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Conclusions and Future Work

This thesis presents our contributions towards the general goal of verify-
ing pre-existing software systems. A key success factor was our modular
verification approach, which allowed us to reduce the verification com-
plexity and work in parallel on different aspects of the problem. We
demonstrated the feasibility of our approach on the VerifiedSCION
project, where we verified the SCION router from its high-level model,
where we proved system-wide security properties, down to its perfor-
mant implementation, which we showed to correctly implement the
protocol. This is, to the best of our knowledge, the largest project verified
with a separation-logic SMT-based verifier to date. In the process, we
discovered both design and implementation errors, critically affecting
the router’s security, that evaded all prior reviews and testing and have
all been subsequently fixed.

The biggest obstacle to our productivity was verification performance.
The size of the codebase, the size of the proof context of some proof
obligations, and the complexity of others (e.g., those related to quantified
permissions) led to unpredictably long verification times. We identified
various strategies that successfully decreased the verification time and
made the proofs more stable. We split these strategies into two groups: (1)
strategies to carefully manage the verification context, which reduce the
amount of irrelevant information in the proof obligations, and (2) different
configurations of the symbolic execution algorithm used by Gobra for
generating proof obligations, which lead to completeness trade-offs and
trade-offs between the number of explored branches and the complexity
of each SMT query. In addition, we provide a thorough analysis of the
verification performance in the latest version of VerifiedSCION, which
we hope serves as an important case study for future research on the
performance of SMT-based verifiers. An important conclusion of our
work on verification performance is that understanding and addressing
performance issues still requires good familiarity with the algorithms
used to generate the proof obligations (e.g., how permission amounts
are computed, when and how verification branches are joined). Different
algorithms provide different trade-offs, and no single configuration seems
to be optimal.

Carrying out the work on VerifiedSCION required extending Gobra to
support modular reasoning about all the features used by the original
open-source router implementation. A particularly challenging feature is
global variables, as their initializers may be side-effectful and the exact
timing and order in which they run cannot be determined modularly.
We propose the first practical technique for specifying and verifying
concurrent programs that make use of global data that not only applies
to Go (which immediately solves the problem of verifying the SCION
codebase), but also generalizes to other programming languages with
different initialization semantics (e.g., lazy initialization as found in Java
instead of the eager initialization as found in Go). Our technique allows
specifying modules with invariants, and uses initialization levels, a novel
specification construct that can be used to prevent cyclic initialization
dependencies and to identify which module invariants are guaranteed to
hold. We demonstrated the versatility of our approach on challenging
examples, and we applied it to the VerifiedSCION codebase.
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Future work

Even though we verified a real-world codebase using the methodology
and techniques discussed in this thesis, there are still various challenges
that prevent verification from being practical, which we will explore
in future work: First, the experiments described in Chapter 4 show
that the proof obligations related to heap reasoning (especially those
related to quantified permissions) are extremely onerous, and we ought
to experiment with new designs that explore different trade-offs between
completeness and performance in Separation Logic, in the spirit of the
paper Verification Algorithms for Automated Separation Logic Verifiers [128].
The differences between algorithms matter, and rather than hiding
them from the users, I believe it would be productive to provide a
proof environment for separation logic where different (configurable)
algorithms (e.g., verification condition generation, symbolic execution,
and model checking) are provided as tactics (or metaprograms that
generate each proof obligation as a lemma and automatically dispatch
them to the SMT solver, exposing the unsolved goals to the user similarly
to Velvet [162]), and where users may define new procedures and prove
them sound.

Second, estimating the effort and duration of verification projects is
extremely hard. We ought to understand and reduce the costs of program
verification. An illuminating step in this direction was taken by Matichuk
et al. [209], who analyzed proofs from the sel4 kernel [1] and two large
software verification proof developments in the Archive of Formal Proof
and identified a consistent quadratic relation between the size of the
formal statement of a property and the final size of its formal proof in the
interactive theorem prover Isabelle. In turn, Staples et al. [210] identified
a linear relation between effort (in person-weeks) and proof size (in
lines of proof script). This suggests an extremely high cost for formal
verification in most settings. To the best of our knowledge, no existing
work provides such an analysis of the effort required for verification
projects carried out in SMT-based verifiers. As I write this thesis, an
optimism that Large Language Models will lower the costs of proofs
defines the current zeitgeist. This optimism is embodied by the various
research projects to generate program correctness proofs using LLMs
in verifiers like Dafny [211-213] and Verus [214-217], as well as by the
various startups developing specialized models and tools for program
verification.

Finally, software is subject to change. In contexts where the code is
developed separately from its correctness proof, it would be desirable
for the proof to be updated (semi-)automatically based on the changes to
the code. Relying on SMT solvers helped us in this regard, as it allowed
us to quickly incorporate small changes from the developers with little
effort on our part to change the specification and proof annotations.
In the presence of large refactorings (e.g., introducing concurrency in
a sequential codebase, adopting different concurrency primitives, or
changing fundamental data strucures of the program), it is not clear how
this can be done.It would thus be instructive to apply the techniques
from proof repair [218] to large verified codebases, with the goal of making
proof maintenance as painless for developers as possible. However,
in the presence of large changes, the relation between intermediate
computations of old and new programs may become very complex,
preventing the use of approaches that rely on tracing executions to align
the computations of both versions [219].
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Daneshvar Amrollahi, Internship, Modularly Verifying and Specifying Initializa-
tion Code, 2022

Lino Telschow, MSc thesis, Specifying and Verifying the 10 Behavior of the
SCION Border Router, 2021
Co-supervised with Felix A. Wolf.

Johannes Gasser, BSc thesis, Program Verification in Continuous Integration
Workflows, 2021
Co-supervised with Linard Arquint.

Cheng Xuan, BSc thesis, Verifying Termination of Go Programs, 2021
Co-supervised with Linard Arquint.

Dennis Buitendijk, BSc thesis, Cloud-based Verification IDE, 2021
Co-supervised with Linard Arquint.

Luca Halm, BSc thesis, Verification of Practical Go Programs, 2021
Co-supervised with Felix A. Wolf.



OTHER ACTIVITIES

Attended a Mental Health First Aid course provided by Ensa (www.ensa.swiss).

Presented Proving Programs Correct with Gobra at the Ziirich Gophers’ Go
Meetup XXI. The talk introduces Go developers to deductive program verifi-
cation of Go programs using Gobra.

Delegate at the Furopean Youth Parliament Academic Forum. Committee on
International Trade, discussed the viability of a Digital Single Market in the EU.
Porto, Portugal, 2015.

Participant at the National Robotics Challenge 2014 (Robot Rescue Contest),
Espinho, Portugal, 2014.
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